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The challenge

Protecting users

Keeping users

Conclusions



• Professional services
• £2.5m stolen
• Cause: unmanaged 

guest accounts



• Manufacturer
• Auditing issues
• Cause: unmanaged 

guest accounts



• Major UK retail business

• Credential theft

• Cause: Brute force attacks
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Single sign on, strong security, flexibility and high engagement

Authentication Experience

Users

Backoffice

Web  & Mobile 
Applications

Templates
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• Hashed and encrypted

• Certified and trusted

• Industry strength authentication

• OpenID Connect, OAuth

• User risk detection

• Stolen credentials

• Session risk detection

• Password spray attacks etc

• Anti-fraud, anti-phishing

Data at rest – hashed and 

encrypted

Industry-strength auth
User risk detection

Session risk detection
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Signals

User and location Device

Application

Real-time risk

Verify every access 
attempt

Allow access

Require MFA

Limit access

Password reset

Monitor access

Apps and data





Smooth sign up and sign in experiences
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Device Flow Proxy
(API endpoint)

Client Identifier
Device code, Verification URL & User 

Code
Polling: Client ID and Device code

Access token

User reviews authorization request
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Session
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Decision

Access Package

Groups

Applications

SharePoint

Approval

@

Access 

Review

Access 

Review 

Outcome

Access 

Package 

Request

Exit

External 

Organisation
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Entra ID

External users

Invite users 

via the 

Azure Portal

Invite users 

in bulk via 

the Azure 

Portal

Invite users 

via Graph 

API

Self Service 

User Flows

(automated 

sign up)

Access 

Packages 

(sign up 

with 

approval)
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HR systems

External 

identities

Azure AD

Active Directory

Single sign-on

Cloud-hosted 
apps

Azure AD
App Proxy

App delivery controllers & networks

On-premises perimeter-based networks

Microsoft 
Azure

Amazon 
Web Services

Google 
Cloud
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Use templates or simple steps to 
create verifiable credentials for 
employees, partners and 
customers. 

Rapidly validate attestations 
from the issuer with explicit 
approval from the holder.

Verified ID credentials are based 
on open standards; supported 
by identity verification partners
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******

CA

Event Model

APIs

Identity Protection

www.

Claims enrichment

lipsum
дитина
ąčiū
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Evaluate 
Environment

Identity process and 
solution overview

Vision 
Document

Prepare a vision 
statement, 

objectives and tasks 
to describe the 

future state

Enhancements

Synchronisation 
tools and scripts for 
connected systems

Access 
Packages

Pilot and roll-out of 
new B2B invitation 

model

Access Reviews

Pilot and roll-out of 
regular access 
reviews for B2B 
guests’ group 
membership 

Integrate Apps

Entra as the Identity 
Provider for your 
SaaS and home-

grown web 
applications
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Evaluate 
Environment

Process and solution 
overview

Vision 
Document

Prepare a vision 
statement, 

objectives and tasks 
to describe the 

future state

Enhancements

Improve security and 
the user experience

Migrate 
Identities

Migrate from legacy 
systems or from AAD 

B2C

Provide an 
Experience

Build and enhance 
the customer user 

experience

Integrate Apps

Entra as the Identity 
Provider for your 
SaaS and home-

grown web 
applications



hello@kocho.co.uk 0800 044 5009

Marcus Idle

Head of External Identity

marcus.idle@kocho.co.uk
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