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Straw Poll



How many of you are using just Exchange Online Protection 
(EOP)?



How many of you are using a 3rd party email protection product 
today?



How many of you are using Microsoft Defender for Office 365 
today?





91%

30,720

$1.8B

168K

Learn More

https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report


Why do customers choose Microsoft? 

1

Total Economic Impact study of moving from a 

competitor to Defender for Office 3652

Improved blocking

of malicious links by

95%

Improved 

investigation time by

92% 29%

Reduced risk 

of breach by

1The Forrester Wave™: Enterprise Email Security, Q2 2021, Joseph Blankenship, May 6, 2021. Learn more
2The Total Economic Impact™Of Microsoft Defender For Office 365. Learn more

https://aka.ms/emailwave
https://tools.totaleconomicimpact.com/go/microsoft/DefenderOffice365/


Why do customers choose Microsoft? 

SE labs – Microsoft Defender for Office 365 receives highest award in SE labs Enterprise Email Security Services Test Q1 2022. Learn more

https://www.microsoft.com/security/blog/2022/06/22/microsoft-defender-for-office-365-receives-highest-award-in-se-labs-enterprise-email-security-services-test/


Why Microsoft? 







Office 365



Office 
365

Microsoft 365 Defender

SIEM



Microsoft Defender for Office 365
Securing your enterprise requires more than just prevention



Prevention 
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Multi-layered protection stack 

stops a wide variety of attacks
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Prevention 

?

Multi-layered protection stack 

stops a wide variety of attacks

Simplified configuration 

guidance



Learn more about protection f or SharePoint, OneDriv e, and Microsof t Teams

.
Learn more about Saf e Documents.

Learn more about how Microsof t handles y our data.

Prevention 

Multi-layered protection stack 

stops a wide variety of attacks

Simplified configuration 

guidance

Advanced protection against 

credential phishing, BEC, and 

account takeover



Detection 
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Detection 

REVISED 9/16REVIEW



End User Experience

Protection Demo





Detection 

REVISED 9/16REVIEW

Detection of content weaponized 

after delivery







Detection 

REVISED 9/16REVIEW

Detection of content weaponized 

after delivery

Threat Analytics reports from 

Microsoft Security Research
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Investigation 
& Hunting

Prioritized focus through 

Priority accounts

User & Admin Submissions

Threat Explorer

Advanced Hunting for 

sophisticated queries

Detailed email analysis
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Response 
& Remediation

Guided hunting with 

inline actions

Centralized action queue



AIR - User Reported Phish Response

Root investigation Phase

A determination about what type of threat it might be

Who sent it

Where the email was sent from (sending infrastructure)

Whether other instances of the email were delivered or blocked

An assessment from MS analysts

Whether the email is associated with any known campaigns

and more.



AIR - User Reported Phish Response

Threat Investigation and Hunting Phase 

Similar email messages are identified via email cluster searches.

The signal is shared with other platforms, such as Microsoft Defender for Endpoint.

A determination is made on whether any users have clicked through any malicious links in 
suspicious email messages.

A check is done across Exchange Online Protection (EOP and (Microsoft Defender for Office 
365 to see if there are any other similar messages reported by users.

A check is done to see if a user has been compromised. This check leverages signals across 
Office 365, Microsoft Defender for Cloud Apps, and Azure Active Directory, correlating any 
related user activity anomalies.

Remediation is the final phase of the playbook. During this phase, remediation steps are identified 
and surfaced for approval.
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Response 
& Remediation

Centralized action queue

Zero-Hour Auto-Purge (ZAP)
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Awareness 
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Awareness 
& Training

Enhanced simulation management

Dynamic end user training

Detailed reporting and insights



Secure Posture



Secure Posture



Secure Posture

Advanced Delivery for Phishing 

Simulations and Security 

Operation Mailboxes 



Enhanced Phishing Protection in Win11

Enhanced phishing protection now baked into Windows 11

Automatically detects when users type their password into any app or site. 
Windows understands in real-time whether that app or website has a secure 
connection to a trusted website; if not, Windows will let users know if they're 
in danger.

SmartScreen identifies and protects against corporate password entry on 
reported phishing sites or apps connecting to phishing sites, password reuse 
on any app or site, and passwords typed into Notepad, Wordpad, or Microsoft 
365 apps

Automatically reports unsafe password usage to IT through the MDE portal

Configured in MDM/CSP or Group Policy

Relies on SmartScreen and Chromium Browser

Requires Windows 11 version 22H2

Find out more: https://techcommunity.microsoft.com/t5/windows-it-pro-
blog/protect-passwords-with-enhanced-phishing-protection/ba-p/3631881

https://techcommunity.microsoft.com/t5/windows-it-pro-blog/protect-passwords-with-enhanced-phishing-protection/ba-p/3631881


Microsoft Defender for Office 365

Securing your enterprise requires more than just prevention





Next Steps & Resources

Arrange a Vision Call to discuss….

• Proof of concepts / Evaluations (90 day trial available)

• Funded Microsoft workshops

• Security Posture Assessments

• Your requirements

Learn more

→ Product page: https://aka.ms/DefenderO365

→ Blog: https://aka.ms/MDOblog

→ Documentation: https://aka.ms/MDOdocs

→ Defender for Office 365 – Sec Ops Guide: http://aka.ms/opmdo

→ Microsoft Defender for Office 365 – SE Labs Evaluation: 
https://www.microsoft.com/security/blog/2022/06/22/microsoft-
defender-for-office-365-receives-highest-award-in-se-labs-enterprise-
email-security-services-test/

https://aka.ms/DefenderO365
https://aka.ms/MDOblog
https://aka.ms/MDOdocs
http://aka.ms/opmdo
https://www.microsoft.com/security/blog/2022/06/22/microsoft-defender-for-office-365-receives-highest-award-in-se-labs-enterprise-email-security-services-test/


Thank you
Any questions?


