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Straw Poll
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How many of you are using just Exchange Online Protection
(EOP)?



@

How many of you are using a 3" party email protection product
today?



@

How many of you are using Microsoft Defender for Office 365
today?



The challenge of securing your environment

The threat landscape continues to evolve

* Correlation of signals is time-consuming and expensive

Disparate solutions cause inefficiencies




Current threat landscape

30,720

Domains generated .
by criminals every
three days?

91 $1.8s

Cyberattacks ® Loss attributed to business
that start email compromise in 2020
with email’ alone?

Werizon Data Breach Investigations Report | 2Microsoft 2021 Digital Defense Report | earn More | 3US Federal Bureau of Investigation, March 2021

168K

Phishing sites
taken down by
Microsoftin 20212



https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report

Why do customers choose Microsoft?

Industry-leading email security

FORRESTER’
Forrester named ‘
Microsoft a Leader
in 2021 Enterprise Email
Security Waver

The Forrester Wave™: Enterprise Email Security, Q2 2021, Joseph Blankenship, May 6, 2021. Learn more
°The Total Economic Impact™ Of Microsoft Defender For Office 365. Learn more

SecOps efficiency and cost savings

Total Economic Impact study of moving from a
competitor to Defender for Office 3652

Improved blocking Improved Reduced risk
of malicious links by investigation time by of breach by
95% 92% 29%

© © »


https://aka.ms/emailwave
https://tools.totaleconomicimpact.com/go/microsoft/DefenderOffice365/

Why do customers choose Microsoft?

June 22, 2022 « 2 min read

Microsoft Defender for Office 365 receives highest award
in SE Labs Enterprise Email Security Services test

Giulian Garruba Product Marketing Manager, Microsoft Defender for Office 365

SE labs — Microsoft Defender for Office 365 receives highest award in SE labs Enterprise Email Security Services Test Q1 2022 Learn more


https://www.microsoft.com/security/blog/2022/06/22/microsoft-defender-for-office-365-receives-highest-award-in-se-labs-enterprise-email-security-services-test/

Why Microsoft?

Our unique advantages.

® ©

Native protection Industry-leading Al Comprehensive
for Office 365 and automation approach
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Comprehensive
approach

Secure
Posture

N
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Awareness
& Training

O Prevention

@ Detection

Office 365
Response &
Remediation

Investigation &
Hunting
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Identities

Microsoft Defender
for Identity

Microsoft 365 Defender

Automated cross-domain XDR security

>

Endpoints Cloud Apps
Microsoft Defender Microsoft Defender
for Endpoint for Cloud Apps

SIEM

Microsoft Sentinel

»

Email & collaboration

Microsoft Defender
for Office 365



Microsoft Defender for Office 365

Securing your enterprise requires more than just prevention

0000 ¢

Prevention Detection Investigation& Response & Awareness & Secure
Hunting Remediation Training Posture

Secure Enterprise



P reven tl on Multi-Layered protection stack
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Network throttling IP reputation/throttling Domain reputation Directory-based edge filtering Backscatter detection Enhanced filtering for

< Multi-layered protection stack o e routig
stops a wide variety of attacks Sender intelligence
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Account DMARC DKIM, Intra-org spoof Cross-domain Bulk Mailbox Mailbox intelligence User Domain
compromise detection SPF, ARC intelligence spoof intelligence filtering intelligence impersonation impersonation impersonation

Content filtering

= T S a Cc— -
= o </> - v * <
o X v ] 8 . v = o o "o
Transport AV engines Type blocking Attachment Heuristic ML Tenant URL reputation Content Safe Linked content URL
custom rules reputation blocking  clustering models allow/block lists blocking heuristics attachments detonation detonation
Post-delivery protection L
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D
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Safe links Phish zero-hour Malware zero-hour Spam zero-hour Campaigns Office clients OneDrive/SharePoint URL detonation

auto-purge auto-purge auto-purge




Prevention

= Multi-layered protection stack
stops a wide variety of attacks

- Simplified configuration
guidance
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Microsoft 365 Defender

Policies & rules Threat policies

Preset security policies

security.microsoft.com/p

Preset security policies

/O Search

Built-in protection

Built-in Microsoft Office 365 security applied to
all users in your organization to protect against
malicious links and attachments,

+/ Additional machine learning models
~" More aggressive detonation evaluation
~ Visual indication in the experience

Note: Built-in protection is enabled only for
paid Microsoft Defender for Office 365 tenants.

Add exclusions (Not recommended)

Standard protection

“s

A baseline protection profile that protects

against spam, phishing, and malware threats.

~ Balanced actions for malicious content
/" Balanced handling of bulk content

Attachment and link protection with Safe
Links and Safe Attachments

e Standard protection is on

Manage protection settings

Strict protection

‘e,

A more aggressive protection profile for
selected users, such as high value targets or
priority users.

~ More aggressive actions on malicious mail
/" Tighter controls over bulk senders

~" More aggressive machine learning

Manage protection settings




Prevention

= Multi-layered protection stack
stops a wide variety of attacks

- Simplified configuration
guidance
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@ Configuration analyzer - Micros: % =+

G \ill https://security.microsoft.com;/c

Microsoft 365 Defender

Policies & rules Threat policies » Configuration analyzer

Configuration analyzer

The configuration analyzer can help identify issues in your current configuration, and help improve your policies for better

security. Learn more.

Setting and recommendations  Configuration drift analysis and histery

View Standard recommendations

> Palicy group/setting name

> Anti-spam B 10 recommendaticns

< Anti-phishing B 24 recommendations

If email is sent by someone who's not allowed to sp...

Automatically include the domains | own

Include custom domains

If email is sent by an impersonated user

If email is sent by an impersonated domain

Enable Intelligence for impersonation protection (...

Show tip for impersonated users

Show tip for impersonated domains

Show tip for unusual characters

If email is sent by an impersonated user who's prot...

Advanced phishing thresholds

Palicy

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Office365 AntiPhish ..

Al

Current configuration

Mowv

Move to Junk Email f...

False

False

False

False

No

-

to Junk Email ...

to Junk Email ...

Last modified

M

M

M

39 Strict recommendations O Search

Recommendations

® Quarantine message Adopt
® True Adopt
® True Modify
® Quarantine message Adopt
® Quarantine message Adopt
® True Adopt
® True Adopt
® True Adopt
® True Adopt
® Quarantine message Adopt

® 3 Adopt




@ Configuration analyz

C )] 5 .microsoft.com

Microsoft 365 Defender

1

Policies & rules Threat policies Configuration analyzer

Q B

Configuration analyzer

& The configuration analyzer can help identify issues in your current configuration, and help improve your policies for better
25 security. Learn more.
=
f Standard recommendations  Strict recommendations  Configuration drift analysis and history
A
@
o] Anti-spam Anti-phishing Anti-malware Safe Attachmer
fo)
=2
") Refresh 20items | O Search Y Filter
Recommendations Policy Policy group/setting name Policy type Current configuration Last modified Status
&
Quarantine message Ant
=) Change 7 to 6 Anti-spam 7
— Change False to True
Move to Junk Email folder 5 AntiPhish Default shing
o
Change False to True AntiPhish Default
s .

Change False to True

Change False to True

nclude custom domains Anti-phishing False

Quarantine message s sent by an impersonated user Anti-phishing

Q
Quarantine message If em. Anti-phishing N

Prax

S 0
Change False to True Anti-phishing False

@ _ )

b Change False to True False Not started =

5 A G G 0 o i

Change False to True



Prevention

= Multi-layered protection stack
stops a wide variety of attacks

- Simplified configuration
guidance

- Advanced protection against
credential phishing, BEC, and
account takeover

Partner -a Finance
Manager . . .
Part
- : a a riner
Skip Level : PN Marketing
e
. A Customer
Customer : -
User ‘
P Customer
Partner :
: : Customer
Eng . . . .
A
’ - ) - a Vendor
Partner HR
Customer




Prevention

= Multi-layered protection stack
stops a wide variety of attacks

- Simplified configuration
guidance

= Advanced protection against
credential phishing, BEC, and
account takeover

- Protection beyond email

Safe attachments

Lp

Use this page to protect y our organization from malicious content in email attachments and files in SharePoint, OneDrive, and Microsoft Teams
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Protect files in SharePoint, OneDrive, and Microsoft Teams

If afilein any SharePoint, OneDrive, or Microsoft Teams library is identified as malicious we 2 will prevent users from opening and downloading the file.

=4
Learn more about protection for SharePoint, OneDrive, and Microsoft Teams

% D Turn on protection for SharePoint, OneDriv e, and Microsoft Teams

. R

. Help people stay safe when trusting a file to open outside Protected View in Office applications
Before a user is allowed to trust a file opened in Office 365 ProPlus, the file will be v erified by Microsoft Defender for Endpoint.

b Learn more about Safe Documents.

B Turn on Safe Documents for Office clients. Only av ailable with Microsoft 365 E5 or Microsoft 365 E5 Security license.

Learn more about how Microsoft handles y our data.

=

a Allow people to click through Protected View even if Safe Documents identified a file as malicious.

&

&




Malware.C1CA5D2D - Request for Quotation: PO-0561

D Started Ended Impact Targeted
C1CA5D2D.2CEB1623.42E815D0.CAEECE858.20129.MALWARE 14/09/2020 6:48 AM 17/09/2020 3:16 AM 48 recipients 11 inboxed 2 clicked 1 visited 13.4%

Detection

Recipients

- Campaign Views leverage Al
to surface coordinated attacks

. . Flow
designed to evade detection
I 9.27 I
Tenant allow
149.72
Quarantine BSafelinks Block
.32.101 ZAP BSafelinks Block Override
Phish
I 14.12 Kibicie
I 14.14
Sender IPs Sender domains Filter verdicts Filter dispositions Recipient actions




i Home Alerts

) Incidents & alerts ~
[ ]
Incidents
‘ ( < I O I I | Alerts O Refresh L Export Y Filter
£ Hunting “

B

Severity Alert name Status Tags Category

Action center

. . =y ) -
9 Ca m pa Ig n VIeWS Ieve rag e AI @™ Threat analytics | @ High A potentially malicious URL click was detected Active Priority Account Threat mana
.
2 s
= ecure score
to Su rface COO rd Inated attaCkS = O Informational Email messages containing malware removed after delivery Active HR Dept Threat mana
. . :
designed to evade detection G e
E Informational Email reported by user as malware or phish Active HR Dept Threat manac
D 'I d I ES  Endpoints e [: Informational Email reported by user as malware or phish Active HR Dept Threat manac
= Email & collaboration A O Informational Email messages containing malware removed after delivery Active HR Dept Threat manac
L) Investigations O @ High A potentially malicious URL click was detected Active Threat mana
[
0 Explorer O ® L Data Loss Prevention - policy #123 match Active HR Dept Data loss pre
EZ Submissions
E Medium Custom ETR delivered suspicious 10C Active HR Dept Threat mana
Review
O Informational Email reported by user as malware or phish Active Threat manac
® Campaigns
E ® Llow Data Loss Prevention - policy #456 match Active HR Dept Data loss pre
K2 Threat tracker
. |: Medium Custom ETR delivered suspicious 10C Active HR Dept Threat manac
a: Exchange message trace
E @ High A potentially malicious URL click was detected Active Threat manac

Attack simulation training

I S W WA W W W
l_;n_r'_u_,;ﬁ-"__( __( > \

.
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Detection

- Campaign Views leverage Al
to surface coordinated attacks
designed to evade detection

< Detailed alerts

- Detection of content weaponized
after delivery

@ WOy

&

Microsoft 365 Defender

Alerts

() Part of incident: A potentially malicious URL click was detecte

£4 Jonathan Wolcott

ALERT STORY

What happened

Messages list

View messages in Explorer

Received Date Recipient

Mar 26, 2021 4:52 PM jwolcott@fabricam.onmicrosoft.com

A potentially malicious URL click was detected

users has recently clicked on a link that was

£ search

A potentially malicious URL click was d

& etected

umE High ® MNew

&’ Manage alert | View messages in Explorer -+

@ Cissify this alert

Alert state
Classification
Alert details

Category

nitial access
Detection source

Detection technology

URL Detonation

First activity

Alert Policy

A potentially malicious URL click w

Incident details

Incident

A potes

ly malicious URL
click w d

True alert False alert

Assigned to

MITRE ATT&CK Techniques

Service source

Generated on

Last activity

as detected

Incident severity







Microsoft
Edge

333 PM
9/12/2022 EZ

- 4 e o o ) ENG
AL Type here to search v & 26°C Mostly cloudy ~ 3 1 Q)




Detection

Campaign Views leverage Al
to surface coordinated attacks
designed to evade detection

Detailed alerts

Detection of content weaponized
after delivery

Threat Analytics reports from
Microsoft Security Research

5o

&l

&l

Microsoft 365 Defender

Threat analytics

Ransomware Phishing Vulnerability Activity group

33 11 54 42

Latest threats
CVE-2021-40444 MSHTML remote code execution

Threat Insights: Exchange vulnerabilities lead to code execution

Threat Insights: CVE-2021-36955 Common Log File System Driver EoP

CVE-2021-26084: A confluence of campaign activity

No alerts Bl Resolved alerts Bl Active alerts

(
O Search

Threat

CVE-2021-40444 MSHTML remote code execution

Threat Insights: CVE-2021-36955 Common Log File System Driver EoP

CVE-2021-26084: A confluence of campaign activity

Threat Insights: Exchange vulnerabilities lead to code execution

BlackMatter strikes back: The new DarkSide of ransomware

BazaLoader's “tricky” second stage

How HTML smuggling helps thieves steal people’s banking information

0/0

0/0

0/0

0/0

High-impact threats ©
Bazaloader: Foothold for ransomware (demo)
S

Living-off-the-land binaries
1 —

Sticky Keys used in ransomware and targeted attacks
-

Simulated threat
I

No alerts Bl Resolved alerts Bl Active alerts

Alerts mpacted assets @ Threat exposure level @ [
0 active / 0 oo 70 - Medium

0 active / 0 18 - Low

0 active / 0 a0 84 - Medium

0 active / 0 a0 0-Low (
0 active / 0 j=40 &84 - Medium

0 active / 0 =20 57 - Medium

0 active / 0 oo 51 - Medium !




v Threat analytics - Microsoft 365 —+

—~ o B
i) () (]  hitpsy//security.microsoft.com)/t

Microsoft 365 Defender

Threat analytics

o)
Ra Phishi Wul bilit Activity y
S =g Pty L e Email notification settings §/ Help resources
& 43 16 66 60
2
I G Latest threats High-impact threats © Highest exposure threats
{
ZINC: Targeting IT, telecommunications, and media organizations 0/0 Simulated threat 0/0
iE
Threat Insights: Microsoft investigates Iranian attacks against the Albanian 0/0 WannaCrypt 0/0
% government
BadRabbit 0/0
o5 Azure subscription hijacking campaign facilitates credential stuffing attacks 0/0
Smoke Loader (Dofoil) mines coin 0/0
OAuth consent phishin 0/0 — X
e W High 70-100 B Medium 30-59 B Low 0-29
o
No alerts Bl Resolved alerts Bl Active alerts Mo alerts [l Resclved alerts Il Active alerts
L9
O Search 1-30 { » {3 Choosecolumns ~ [E 30items perpage ~ 7 Filters
Threat Alerts Impacted assets igured devices Vulnerzble devices Report type Published
) ZINC: Targeting IT, telecommunications, and media organizations 0 active / Mot available Not available Mot available Activity groups 9/9/2022, 9:00 AM
b Threat Insights: Microsoft investigates Iranian attacks against the Albanian government 0 active /. Not available Mot available Not available Attack campaigns 0/8/2022, 1:00 AM
B Azure subscription hijacking campaign facilitates credential stuffing attacks 0 active / Mot available Mot available Attack campaigns 9/1/2022, 9:22 AM
@2 OAuth consent phishing 0 active / =20 Mot available Not available Net available Tools & techniques
Qb CVE-2022-30190 Microsoft Support Diagnostic Tool remote code execution vulnerability 0 active /. =20 Not available Not available Vulnerabilities 6/8/2022, 1:33 PM
fex] : ; . :
= Business Email Compromise cradential harvesting 0 active / Mot available Mot available Mot available Tools & techniques = 0
(O] MagicWeb: NOBELIUM's post-compromise trick to authenticate as anyone 0 active / Mot available Not available Mot available Tools & techniques 8/24/2022, 4:54 AM =
f Ransomware: A pervasive and ongoing threat 0 active /. gao Not available Not available Not available Attack campaigns 6/4/2021, 4:05 AM
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° Threat analytics - Microsoft 365 X +
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=://security.microsoft.com/t

Microsoft 365 Defender

Threat analytics

Ransomware Phishing

43 16 66 60

Vulnerability Activity group

Latest threats

ZINC: Targeting IT, telecommunications, and media organizations

Threat Insights: Microsoft investigates Iranian attacks against the Albanian
government

Azure subscription hijacking campaign facilitates credential stuffing attacks

OAuth consent phishing

No alerts Il Resolved alerts [l Active alerts

O Search

Threat

ZINC: Targeting [T, telecommunications, and media organizations

0/0

0/0

0/0

0/0

Threat Insights: Microseft investigates Iranian attacks against the Albanian government

Azure subscription hijacking campaign facilitates credential stuffing attacks

OAuth consent phishing

CVE-2022-30190 Microsoft Support Diagnostic Tool remate code execution vulnerability

Business Email Compromise credential harvesting

MagicWeb: NOBELIUM's post-compromise trick to authenticate as anyone

Ransomware: A pervasive and ongoing threat

High-impact threats ©

Simulated threat
WannaCrypt

BadRabbit

Smoke Loader (Dofoil) mines coin

Mo alerts [l Resolved alerts ll Active alerts

0 active /

0 active /

0 active /

0 active /

0 active /

0 active /

0 active /

0 active /

Impacted assets ©

Threat exposure level &2

Mot available

Net available

Mot available

0/0
0/0
0/0

0/0

Highest exposure threats

W High 70-100 Il Medium 30-59 [l Low 0-29

1-30

nfigured devices 2

07 Choose columns

Vulnerable devices @&

Net available

Mot available

Email nctification settings

= 30 items per page

Report type

Activity groups

Attack campaigns

Attack campaigns

Tools & techniques

Vulnerabilities

Tools & techniques

Teols & techniques

Attack campaigns

[ InPrivate

3]

' Help resources

v S Filters

Published

9/9/2022, 9:00 AM

9/8/2022, 1:00 AM

9/1/2022, 9:22 AM

6/8/2022, 1:33 PM

6/4/2021, 405 AM




Microsoft 365 Defender Jo Search

New tag

nt
[ ] m
N L .
© Tagname Recipient message access
e \ Specify what access you would like recipients to have when this quarantine policy is applied to a message. Learn more about recipient message access
o @ Message recipient access
@ ‘ O No access
. Q) Summary Recipients will not have any access to quarantined messages
=4

O Limited access

Recipients can view quarantined messages, but they cannot release messages

- Campaign Views leverage Al ’

el

.
to surface coordinated attacks & O Fulscam
Recipients can view and release messages from quarantine
. .
deslg ned to evade detectlon = ‘6) Set specific access (Advanced)
Specify exactly what recipients can do with quarantined messages
b
> i
Deta I Ied a Ierts ::}‘ Select release action preference
@ |I‘-. release action
Y Select additional actions recipients can take on quarantined messages

- Detection of content weaponized -
B Delete

after delivery B roier
0] D Allow sender
D Block sender

4l

- Threat Analytics reports from
Microsoft Security Research

4l

4l

- Dedicated end-user quarantine policy

o

Back m Cancel




Investigation
& Hunting
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Investigation
& Hunting

- Prioritized focus through
Priority accounts

Microsoft 365 security

Edit tag Priority account

@ Assign mailboxes Assign mailboxes

‘ Assign mailboxes to this tag by adding existing groups, users, o importing a list of email addresses. Note that changes in group membership wan't add or

O summary remove tag assignments.

+ Add mailboxes L Import

Cancel



Investigation
& Hunting

- Prioritized focus through
Priority accounts

Microsoft 365 Defender

Explorer

@ B sa L Export v MDE Settings
o

v riority Account Refresh 100 v v
4 Tags : Priority Account

Email URLdlicks URLs Toptargeted users  Email origin ~ Campaign

Column options
S [] Date (urc +05:30) Subject Recipient Tags Sender Additional actions Latest delivery location Original delivery location

Sihers  undearyrelinguishd0@vnnic Inboxfolde nbox/folder
Sep 22, 20211129 PM L RN iother  RestorehealthyTeeth@diabetsa Inbax/folde nbax/folder
el famestms@yhotmail cor Inbaxfolder nbox/Tolder

Hiothers  MatthewClay7162ioy@gmail.com Inbox/folde nbox/folder

Woihess]  bnkvi@hotmail cor Inbox/folde Inbox/folder

Oo0ooOoo



Investigation

File Home  Send/Receive  Folder  View  Help

L ~ % I5S lgnore @ E M= [EMeeting | B Move to: ? —> To Manager EL f% @ LEI @ mg |:|:| A2 New Group People A Eé“ .
IEZ Clean Up + ) ) = Eme & Team Email ~ Done =1 (B[] A Browse Groups ddress Book
New  New Delete Archive | Reply Reply Forward S Rty 8 Delete F Create = | Move Rules OneNote | Assign Unread/ Categorize Follow Read Get Report | Insights
Email tems~ | $8Junk~ All £ More ~ ) Reply & Delete reate Hew ~ - Policy~ Read - Up~ 7 Fitter Email~ | lgud | Add-ins Message ~
New Delete Respond Quick Steps & Move Tags Graups Find Speech | Add-ins Junk
<
Focused Of - : U Phish
> Favorites ocused  Other ByDatew T Atlanta Trip Itinerary — down time ishing
# Inoox b Other: New messages (6) Netlunk 777 Reply All
Drafts m MyAnalytics Alex Wilber & options.. . -
ot . To ) Megan Bowen
i Contoso Demo on Yammer @ Help
Sent ltems l}.\]e‘:.!\f!héill:l)r\uwlu\luwmg you on Yammer 12/26/2019 Hi Megan,
> Conversation History Fontese e
> Deleted ltems 335 " :
. .. cleted Item Microsoft Teams [ il portingCanfirmation bt X | J about
% P t d f th h Junk Email 1 You've got new notifica crosoft Teams .
rioritized focus throug e e | Report s phishing
Clutts - . .
. L3 e Alex Wilber Phishing email is designed to obtain your personal information to steal from you. This is done by
r I o r It a C CO u nts (ESeieT s Voice Mail (11 seconds) mpersonating popula s or including malicious links in the body of a message,
Hi Megan, hope you had d, we should get s 7
» Search Folders
) Do you want to send a copy of this message to Microsoft to help the research and improvemen
> Groups Alex Wilber n technologies?
Atlanta Flight Reservation
Don't Report
. . . -
é «MeganB@M365x8213... Alex Wilber _
Atlanta Trip Htinerary — down time
~ Inbox 8 Hi Megan,
Internal Screens 2
Project Falcon 5 Lucerne Publishing Events
Upcoming events at Lucerne Publishing
Drafts Found out what's going on at Lucerne Publishin
Sent ltemns
Deleted ltems 2 Fourth Coffee Hot Deals
Liquidation sale on cool cups = -
Archive Plenty left, ur's now
Clutter
3 Conversation History Blue Yonder Airlines
7 Carve out fall travel time from $59 one way. 12/26/2019
Junk Email Abundant flight deals right now <
Outbox
Search Folders TopSpin Toys
T-minus 50 points until lift off 12/26/2019
elebrate World Spa eek <end>
> Groups
Woodgrove Diamond Preferred Card
You're covered if there's fraud on your account 12/26/2019
> Online Archive - Meg... Your security is impaortant to us. B




Investigation
& Hunting

= Prioritized focus through
Priority accounts

<2 User & Admin Submissions

New submission

(RGN

Submis
@ 1
®
)
O
Networ




Investigation
& Hunting

= Prioritized focus through
Priority accounts

< User & Admin Submissions

= Threat Explorer

Explorer




Investigation —
& Hunting

= Prioritized focus through
Priority accounts

< User & Admin Submissions
= Threat Explorer

= Advanced Hunting for
sophisticated queries




v Advanced Hunting - Microsoft X +

& - C & security.microsoft.com

. 0 - 7] O e A

- B 4
Microsoft 365 Defender pp° Search
. 8 7 78N RN U S JIII7 7 S SUaN N |1 1S O\

o AdvanCEd Hunting Q Help resources

«© Get Email Attachments | «: Emails Sent OoO Hours | X @ PhishingEmailUrlRedirector | X 1 Create new
Schema  Functions Queries o B Save v & Sharelink B Last 7days v B Create detection rule
@ Alerts A Query N
& v B Alertinfo 1 // get general email details
.. 2 let emaildetails = EmailEvents
& v O Alertvidence 3 | project NetworkMessageld, Subject, SenderFromAddress, RecipientEmailAddress;
- //get attachment details
5 Ema tachmentInfo =
Apps & identities A B 3 f =
H 6 | project NetworkMessageId, FileName
= 7 //join it to the email details
v B Identitylnfo Jor . N el
8 | join emaildetails on NetworkMessageld
53 v B IdentityLogonEvents c a  // hide the fallnwing calumn
B IdentityQueryEvents : Getting Started  Results
= _ —
v [ IdentityDirectoryEvents
v B CloudAppEvents : )
S Run basic queries Run advanced queries
Email & collaboration A
= Basic queries Advanced queries
Q v B EmailEvents
= ¢ . Limit
8 EmailAttachmentinfo :
5% . .
o 8 EmailUrlinfo ; Where Apply c columns column that combines user and domain values
v B EmailPostDeliveryEvents

@ Count Counts the number of rows that match the specified filter Join N ts events on the same device

v 8 UrlClickEvents
j’ Top s by event time and s Makeset cation in the
Devices N
Project y the file name, path, application and event time Find
v B Deviceinfo
B DeviceNetworkinfo

5 DeviceProcessEvent

o




Investigation

Detonation of an entity can lead to multiple other entities. These entities have a
hierarchical relationship and are presen

L Bport

Summary

= Prioritized focus through p——
Priority accounts

< User & Admin Submissions
= Threat Explorer

= Advanced Hunting for
SophiSticated queries ‘I:D.rc - BFEFECF-1BB8-11EC-8EC4-00155D00DA40).dat

2DFGET.TMP
D03CBS5.TMP

= Detailed email analysis



Response
& Remediation

= Guided hunting with
inline actions

Azure X logs X | @ Thre: X 6]

= O B https://security.microsoft.com/t

Microsoft 365 security

Explorer

@ Home
Explorer is a powerful, ne:

@ Incidents & alerts v
View v

& Hunting » s v nformation a
export up to 200,000 records for

Action center

Threat analytics

& Secure score

ng hub

Email URLclicks URLs Top targete

Endpoints

P search

»oard

Mave to junk folder abject Recipient

— Move to deleted items
ce inventory

delete
£ Vulnerability management -
=@ Partners and APIs ~
Trigger investig X
C@ Evaluation & tutorials ~ Invest ender

Investigate Recipient
& Configuration man:

Addl to samadiati

16 itemi(s) out of 16 loaded
Email & collaboration

respond to threats in t

sers Email o

organization, or internal email sent

Priosity account

Security & Complia

od filter
Sender
184@astrairia
astraxiri

.+ Learn m

ween your users. This view can help you find 1

out

Additional actions

Latest delivery location

@ Explo x

ed threats. You can filter the view for threat hunting,

+

InPrivate

ou can

MDE Settings

Column options

original delivery location




Response
& Remediation

= Guided hunting with
inline actions

@ Thre

& https://security.microsoft.com

Microsoft 365 security

Create a new remediation for
Soft delete

Name your remediation

Determine severity

1 @ Review and trigger action

Review your settings

Name Edit

Deleting Emails for Exec Phish Attack- Case Number ST3276212

Description Edit

figured ETR led to delivery of malicious emails from a
unt. Deleting these emails to remave
access to malicious content

Severity Edit

High

Scope Export

Date Recipient Subject

2021-01-15 16:51:05 mdo@mdodemo.onmicrosoft.c.. [EXTERNAL] Update on the Rep..

2021-01-15 16:46:10 dodema.onmicrosoft.c . [EXTERNAL] Latest update on Pr

2021-01-15 16:46:10 sumitm@mdedemo.onmicrosof...  [EXTERNAL] Latest update on Pr..
2021-01-14 22:14:06 mdo@mdodemo.onmicrosoftc.. [EXTERNAL] Update on Project
2021-01-14 22:14:05 sumitm@mdedemo.onmicrosof.. [EXTERNAL] Update on Project .

Action

Deletes the selected messages. The item can be restored by the
end user using the “Recover deleted item from server* function
in Outlook

Back

InPrivate

Sender

straxri.acin

straxdriacin
b15184@astraxiriacin
b15184@astradriacin

b15184@astraxiriacin




Microsoft 365 security

Action Center

Response o
& Remediation R°= -

= Action update time | Investigation 1D Action type Details
9 G u id ed h u nting With /O 9/11/20, 11:18 AM @ 1482 Quarantine file c\users\joanr\downloads\potentiallyunwanted (1).exe
in I i ne a ct io ns > 9/11/20, 11:17 AM Q@ 1482 Quarantine file c\users\joanr\downloads\potentiallyunwanted.exe
N Cent | d t - 9/10/20, 6:32 AM @ bbdfe3 Soft delete emails :"?ﬁ\\:f;'ﬁ?@gﬂ;ﬁjz:
en ra Ize ac IO n q ueue é 9/10/20, 6:24 AM @ bédfe3 Soft delete emails CanonicalizedUrl:("https://3j3n3qgcdg.oatp.me/onetime.php?dest=¢
((__\. 9/10/20, 6:16 AM @ bédfe3 Block URL https://3j3n3gcdg.oatp.me/onetime.php?dest=9-10-2020-emo.do
i}
g 9/3/20, 5:31 AM @ 640c78 Turn off external mail forwarding megan.bowen@wdgexp.com
o
EEI 9/3/20, 4:46 AM @ 640c78 Soft delete emails :_;?-ri\;;:ijgigligijsiz%;gmai\.:om
(=] 9/3/20, 4:46 AM @ 640c78 Block URL http://abiphnrwogd.oatp.me/emiteno.php?dest=nigol.php
9/3/20, 4:29 AM @ 671122 Soft delete emails CanonicalizedUrl:("http://abiphnrwogd.oatp.me/emiteno.php?dest




Response
& Remediation

= Guided hunting with
inline actions

= Centralized action queue

< Automated
response playbooks

Home > Threat Investigation

Automated investigation and response (AIR) capabilities enable you to run automated investigation processes in response to well known threats.

4 Export () Refresh

98824f

d56b18

10a2bd

97e196

9f0442

f8589a

4a385d

14a6f9

cb7228

eelca5s

e7f455

e9c5ca

c7249b

Status

O HH H HH H O

Time range: 8/30/2020-9/10/2020

Remediated

Remediated

ding Action
ging Action

megiated

Detection Source

365
Office365

Investigation

;V‘a . :

Er ; URL wa _“,
;Y'S 3 >.‘:‘h‘
Email URL was b

: ; -:‘ e »j*:‘
‘i— jt.— —::'L
Email was moved b

[6]

an

hunting bulk act

Users

Learn more

johndoe@o onmicrosoft.cc
sjain@o3 .onmicrosoft.com
secreader@o3i onmicrosof

onmicrosof

onmicrosof

secreader@o36 snmicrosof
tifc@o036 nmicrosoft.com
tifc@036 onmicrosoft.com
testinguser28@o 2.onmicre

onmicrosof

johndoe@o

2.onmicrosoft

anmicrosoft.com

tifc@o36




AIR - User Reported Phish Response

Root investigation Phase

A determination about what type of threat it might be

Who sent it

Where the email was sent from (sending infrastructure)
Whether other instances of the email were delivered or blocked
An assessment from MS analysts

Whether the email is associated with any known campaigns

N N

and more.



AIR - User Reported Phish Response

Threat Investigation and Hunting Phase
— Similar email messages are identified via email cluster searches.
— The signal is shared with other platforms, such as Microsoft Defender for Endpoint.

— A determination is made on whether any users have clicked through any malicious links in
suspicious email messages.

— A check is done across Exchange Online Protection (EOP and (Microsoft Defender for Office
365 to see if there are any other similar messages reported by users.

—> A check is done to see if a user has been compromised. This check leverages signals across

Office 365, Microsoft Defender for Cloud Apps, and Azure Active Directory, correlating any
related user activity anomalies.

Remediation is the final phase of the playbook. During this phase, remediation steps are identified
and surfaced for approval.



Home > Threat Investigation

Automated investigation and response (AIR) capabilities enable you to run automated investigation processes in response to well known threats. Learn more

4 Export () Refresh

Re S p O n S e Applied filters: Time range: 8/30/2020-9/10/2020

ID Status Detection Source Investigation Users

& Remediation - Qe

d56b18 7

T
5
3

onNMICrosor

0
2
L
:

R sjain@o3 .onmicrosoft.com

10a2bd ¢

nmicrosof

0

97e196 7

onmicrosof

0

90442 0 Remediate Email wa Oy hunting bulk actio onmicrosof
i = 0 Email was moved by hunting bulk actio snmicrosof
4a385d 7 0 Email URL u /nmicrosoft.com
142619 0 Ema by hunting bulk action R tifc@036 anmicrosoft.com
b7228 Pending Action Off User R testinguser28@o 2.0nmicre

ee0ca5 7 Pending Action Off

e7f455 ¢

e9c5ca [F

c724% 7 x] Failed




Home > Investigations > 11371
June 19, 2020, 7:27:36 PM

June19, 2020, 7:39:42 PM

0 Weaponized URL in mail discovered by Defender for Office 365

Investigation graph Alerts Email Users Machines Entities Log Actions

Response
& Remediation

Triggering Alerts
Automated Investigation

Emails investigated (53) N
[ \ Weaponized URL in mail
Intra-arg Phish (6) > /
. . .
= Guided hunting with

. . .

inline actions
Users investigated (5) Machines (1)
Users impacted (1): Compromised Device - Malware (1)

Jeffiv@Ignitedemo.onm
Threats Found

= Centralized action queue

Anomalies detected (2): 2 T S
Suspicious login (1) I Compromised User - Sending email phish

Mass downloads (1) | user - Activity Anomalies detected

I Compromised Device - Malware

< Automated
response playbooks

 Actions

Q Remediated
\, /  «" URL Blocked (1)
— +" Emails Deleted (6)

+” User Password Reset (1)
' MFA enabled (1)




Incidents

a Home
@ Incidents & alerts & Most recent incidents and alerts
I Incidents 3
e S O I I S e e
£ Hunting ~ 2

° °
&- Re m e I a t I O n — /\
0 : 0
@" Threat analytics 01:40:00 PM 07:50:00 PM 02:00:00 AM 08:10:00 AM

© Secure score
W Incidents |l Alerts

R Learning hub -
= g 1-30 > [ 30days ~ F Choose columns

% G u id ed h u nt i ng Wit h EncPoints Ve Incident name Severity Categories Impacted entities Active alerts
in I i ne a ct io ns P search 7 Impossible travel activity involving one user mE . Medium.. Initial access K pdemo 11

EL  Device inventory . .o . .
> Initial access incident involving one user mE Medium.. nitial access R purviewdatare. 2/2
. . &  Vulnerability management v N
é Ce nt ra I Ized a Ctlo n q ueue I Initial access incident involving multiple users EE Medium nitial access 8 2Users 18/18
o@ Partners and APIs v
> Activity from infrequent country involving one u mE - Medium. nitial access K traveleraccount 1N
CZ Evaluation & tutorials %
) AutOI I Iated } . 2 Impossible travel activity involving one user EE . Medium.. Initial access R estefaniarojas 11
b2 Configuration management
reS pO n Se p Iay bO 0 kS 7 Initial access incident involving one user mE Medium.. Initial access 2 pdemo 111
Email & collaboration
> Multi-stage incident involving one user mm Medium... nitial access, Suspicious activity Q  pdemo 6/6
a I .d t B2 Investigations
nCI en S > Activity from infrequent country involving one u HE Medium.. nitial access 8 zeinam 171
G2 Explorer
L. > Initial access incident involving one user HE Medium. nitial access 2 pdemo 5/5
CZ Submissions
Review > Suspicious activity incident involving one user EEE High Suspicious activity R  samiraa 272




Response
& Remediation

= Guided hunting with
inline actions

= Centralized action queue

- Automated
response playbooks

< Incidents

= Zero-Hour Auto-Purge (ZAP)

File Home Send / Receive Folder Wiew Help
] o | Wlenor ] 7] [ EMeeting | Dlinternal Screens = To Manage:
=~ & & o] !
I55 Clean Up ~ J 4 3IM~ B Team Email ~ Done
New  New Delete Archive Reply Reply Forward ) Reply & Del +3 r New
Email ftems~ | #@lunk~ All ) More ~ J Reply & Delete 7 Create New
New Delete Respond Quick Steps
<
v MeganB@M365x8213:
+ Inbox 76 TopSpin Toys
T-minus 50 points until lift off
Internal Screens 2 Cole - W, e We end s
Celebrate World Space Week <end>
Praject Falcon 5
Drafts Woodgrove Diamond Preferred Card
You're covered if there's fraud on your account
Sent ltemns T -
Your security is important to us. <end=
Deleted ltems 2
Archive Alex Wilber
Clutter IMPORTANT: Statement of Work 24JUN2019 Update

» Conversation History
Junk Email
Outbox
Quick Step Settings
Social Activity Notifications

Search Folders

> Groups

> Online Archive - MeganB@M3...

Hello all, Here is the SOW file, please download and review ASAP,

Payroll Update
Urgent - Update Your Payroll Details

Patti Fernandez (CEQ)
Mark 8 Plans Needed Fast
You don't often get email from pattif @ gmail.com

Megan Bowen
Customer Purchasing Data for Project 9

Allan Deyoung
IMPORTANT: Acount Updates
Hello,

12/26/2019

12/26/2019

12/26/2019

12/26/2019

12/26/2019

(U

12/26/2019

J

12/26/2019

Lee Gu
Copter Sales vs Camera Sales
Hey Megan,

Lee Gu

Expense reports

Hi Megan, Have you submitted your expense reparts yet? Finance needs those to

Lidia Holloway
Project update?

We need to have a review about the Northwind Traders progress and discuss the

MNestor Wilke

Please send customer info

Hi Megan, I'm preparing for our meeting with Northwind, can you please send me

12/26/2019

12/26/2019

12/26/2019

12/26/2019

HE A Mew Group Search People
oE AR Browse Groups @ Address Book
Rules OneMNote Assign Unread/ Categorize Follow
~ Paolicy~ Read ~ Up~ ?FllterEma\\v
Move Tags Groups Find
rs Proposal
o I Alex Wilt “ y & v A
ex Wilber S Reply S Reply Al | —> Forward
ﬁr To Megan Bowen Thu 12/26
@ Northwind Traders Proposal.docx
574 KB

Megan, we need b have the Northwind Proposa signed before sending it off to the cusomer. Co
please be the signatory for us (see attached)? Thanks!




Awareness
& Training

< Enhanced simulation management

Attack simulation training

Overview  Simulations  Payloads  Simulation automations  Payload automations  Settings

Attack simulation training lets you run benign cyber attack simulations on your organization to test your security policies and practices.

Learn more about Attack simulation training

Recent Simulations

Simulation name

IT Ad Hoc

User Ad Hoc

VP January Run #2

View all simulations

Launch a simulation

Type Status

Behavior impact on compromise rate

61 users less susceptible to phishing

120%

0%

T Depariment AdHoc

B Actual Compromised Rate

View simulations and training efficacy report

Predicted Compromised Rate

VP January Run #2

Simulation coverage

38% users have not
experienced the simulation

Simulated users

. Simulated users Non-simulated users

Launch simulation for non-simulated users

View simulation coverage report

Training completion

70% users have completed
training

Training status

. Completed . n progress Incomplete

View training completion report

Repeat Offenders

W A B Credential Harvest
B Wazlwar achment [l Link in Attachment
B Link to Malware I Crive-by URL

View repeat offender report

Recommendations

Recommendation

Run a Malware Atta
You have not run an

Run a Link in Attach
You have not run an

Run a Link to Malw:
You have not run an




Awareness
& Training

= Enhanced simulation management

- Dynamic end user training

',

y -

John, you were just phished.

It's okay! You're human. Let’s learn from this.

Rather than stealing your login credentials like a cyber criminal, we have redirected you to this
educational page instead and assigned you some training courses.

Learn what you missed

From: System Administrator <sysadmin@webaccess-alert.net>
Sent: Tuesday, September 19, 2017 2:10 PM
To: Jeff Sun

Subject:  Unauthorized Web Site Access

*This is an automated email* Grammar mistakes

Cur regulators require we monitor and restrict certain website access due to content. The filter system
your computer as one that has viewed or logged into websites hosting restricted conter
fool-proof, and may incorrectly flag restricted content. The IT department does not investigate
filter report, but disciplinary action may be taken.

Grammar and spelling errors in what is supposed to
be an official email are indicative of careless phisher
and should arouse suspcion,




Awareness
& Training

= Enhanced simulation management
= Dynamic end user training

- Detailed reporting and insights

[ R

el

i

" & 9 9 K~

£

8 [ Security Center

O @

x [

+//security microsoft.com/

Microsoft 365 Security Center

Attack simulator > Akbar 101

6 Akbar 101

Social engineering « Credential harvest

It's a trap. Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et Status Launched Ended Training due Target users
dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco © Completed §/23/19 222 PMPST  8/23/19 222 PMPST 22 dlays 531
Attack compromises Payloads

15% fewer users were compromised than predicted

v

M Entered credentials Did not enter credentials W Predicted compromises

View users

v simulation history

2 payloads used

Payload name Type
= 0365 account block Email
£  MS account creds Webpage

Al user activity

100 of 300 users acted on the simulation

Opened email 76% of users.
Reported email 33% of users.
Forwarded email 16% of users

5% of users.

Clicked phishing link
N

Replied to email 16% of users.

Entered credentials on webpage 5% of users.
M Opened email [l Reported email Wl Forwarded email [l Clicked phishing link

Replied to email M Entered credentials compromises)

Training completion

50 of 300 users completed training

Phishing 101 76% of users
Social engineering 101 33% of users
Spoting phish emails like a boss... 101 16% of users
——

5% of users

Spoting phish emails like a boss... 102
I

W Complete Incomplete

Recommended actions

4 improvement actions

Secure score impact
Rank Improvement action

Enable MFA for Admin Role Holders
2 Enable Conditional MFA for Users =
Enable Safe Links for all Users

4 Enable Safe Attachments for all Users




S

O

(

&

B

==

=

g Attack simulation training - Mi

[c¥o]

¢"5 Contoso Electronics

Endpoints

Vulnerability management
Partners and APIs
Evaluation & tutorials

Configuration management

Email & collaboration
Investigations

Explorer

Review

Campaigns

Threat tracker

Exchange message trace
Attack simulation training

Policies & rules

Cloud apps

Cloud discovery
Cloud app catalog
OQAuth apps

App governance

Activity log

Reports

6% Email - MOD Administrator - C

security.microsoft.com

Microsoft 365 Defender

Attack simulation training

Overview  Simulations  Automations

Content library

Settings

Attack simulation training lets you run benign cyber attack simulations on your organization to test your security policies and practices. Learn more about Attack simulation training

Recent Simulations

Simulation name
Cred Harvest
test

test

View all simulations Launch a simulation

Simulation coverage

35% users have not exp...

Simulated users

. Simulated users [l Non-simulated users

Launch simulation for non-simulated users o

Type Status
Credential Harvest In progress
Malware Attachment

In progress

Malware Attachment In progress

Training completion

0% users have complet...

Training status

. Completed . In progress . ncomplete

View training completion report

Recommendations

Recommendation

Run a Drive-by URL simulation

You have not run any recent simulations using this technique.

Run a Link in Attachment simulation

You have not run any recent simulations using this technique.

Run a Link to Malware simulation

You have not run any recent simulations using this technique.

LS S S,
Repeat Offenders
1 2 3
o Al
W Credential Harvest
| ] re Attachment
- Abba ot

12V

View repeat offender report

Launch now
aunch now

Behavior impact on compromise rate

0 users less susceptible ...

0% better than predicted rate

test fest

B Actual Compromised Rate
B Predicted Compromised Rate

View simulations and training efficacy report




@ Attack simulation training - Micc: X @} Email - MOD Administrator - O X -

O ) &) htt outlook.office.com

o o e @

Mark all as read 7

Favourites &) Focused Other = Filter
N &3 Inbox 1 ~. Microsoft email account activity notifi...
7/ { ) g Y 3
- ~ Incoming emails quarantine...  7:32 PM
> Sent ltems Microsoft account Incoming email quar...
L 4

&2 Mark 8 Proj... 2

W g

. =% Salesand.. 6

a Add favourite
Folders

8
£3 Inbox 1
77 Drafts

] Deletedl... 165 Select an item to read
£3 Junk Email e =
T Archive

(7 Notes

Conversation ...

[ RSS Feeds
Create new fol...

Groups

&2 U.S. Sales 1

Digital Initia... 1




Awareness
& Training

Enhanced simulation management
Dynamic end user training

Detailed reporting and insights

) R T

Native experiences foster
user awareness

£ Search

Home Send / Receive Folder View Help

ﬁ: IFS Ignore J D‘ I~ ) F] [+ Meeting
] "“"0unU9v = S ” [Bmv
New Delete Archive | Reply Reply Forward
Email ltems~ | 40 Junk~ Al Eh More ~
MNew Delete Respond Cuick Steps
<
» Favorites { By Date
Contoso Demo on Yammer
Alex Wilber is now following you on Yammer 12/26/2019
vMeganB
9 ‘Jhc osoft Teams
v Inbox 48 notifications in Microsoft Teams
Internal Screens 1 a
Project Falcon 4 y
Alex Wilber U
Drafts Voice Mail (11 seconds) 12/26/2019
Sent ltems v L ape e
Deleted ltems 1
' Alex Wilber
Archive Atlants Flight Reservation 12/26/2019

Clutter

Fourth Coffee Hot Deals
Liquidation s on cool cups 1272672019

» Conversation History

Junk Emiail
Dutbox

Search Folders

1272672019
nds

» Groups

TopSpln Toys

s 50 points until lift off

~Online Archive - Megan...

Deleted ltems

Archive
12/26/2019
Search Folders
Alex Wilber 1]
12/26/2019

IMPORTANT: Statement of W

Payroll Update
Urgent - Update Your Payroll Details 12/26/2019

Patti Fernandez (CEO)
Mark 8 Flans Needed Fast 12726/2019
You don't often get email from patt Lcom

q ees
R Megan Bowen gl

['7 = @ L—] @ D I:U e G Add‘rc‘ssE“ook‘ A

H Browse Groups
= Move Rules OneNote | As Unread)/ f-ﬂt]onu‘ Follow - Read
- - Policy ~ Read v Up~ S Filter Email ~ | pjoug | 4

1] Maove [agi Groups Find Speech A
T Mark 8 Plans Needed Fast

Patti Fernandez (CEQ) <pattif@gmail.com>
Megan Bowen

You don't often get email from pattif@gmail.com, which appears similar to someone who has previously sent you em
Learn why this may be a problem

Can you send me the latest Mark & design plans as soon as possible?

Original URL: httpe//exfiltrate.com/
Click or tap to follow link.

Can you upload the file here? It's the folder | created for you.




Secure Posture

- Detailed reporting

Filters
% Clear filters

Date (UTC)

Start date

‘ Sep 10, 2021

End date

‘ Sep 17, 2021 =] |

Detection

[ URL malicious reputation
Advanced filter

General filter

Spoof intra-org

Spoof external domain
Spoof DMARC
Impersonation brand
Mixed analysis detection
File reputation

Fingerprint matching

URL detonation reputation
URL detonation
Impersonation user
Impersonation domain
Mailbox intelligence impersonation
File detonation

File detonation reputation

SO O00oOon

Campaign

Protected by

Direction

‘ Al X

Tag

| Priority account X

Domain




Secure Posture

- Detailed reporting

- Advanced Delivery for Phishing
Simulations and Security
Operation Mailboxes

Microsoft 365 Defender

Edit third party phishing simulations
Phishing simulations are attacks orchestrated by your security team and used for
training and learning. Simulations can help identify vulnerable users and lessen the
impact of malicious attacks on your organization.

Third party phishing simulations require at least 1 entry for Sending domain and at
least 1 entry for Sending IP categories below. Simulations URLs to allow is an
‘optional field. Specifiy URLS here to not block or detonate an for your phishing
simulation.

Sending Domain (5 items)

© psminowvescom % Q) BY -) *

© ricrosortcom ¢ @) phishcom

Sending IP (8 items)

370391294 X 351560138 X 371390295 X 10447530 X
409380 X 409200 X 408200/16 X 5213221024 X

Simulation URLS to allow (3 items) ©

© wwghiosusigattiaigiaperin.coma.. % ) baiducom X
© updates password-updatecom/es.. %




Secure Posture

- Detailed reporting

- Advanced Delivery for Phishing
Simulations and Security
Operation Mailboxes

- Enhancing protection for
our customers

Microsoft 365 Defender Outbound spam filter policy

Description

Notifications

Recipient Limits

Automatic forwarding

Allow users to automatically forward messages outside the organization (for exan

Automatic forwarding enabled

Automatic - System-controlled v




Enhanced Phishing Protection in Win11

Enhanced phishing protection now baked into Windows 11

Automatically detects when users type their password into any app or site.
Windows understandsin real-time whether that app or website has a secure
connection to a trusted website; if not, Windows will let users know if they're
in danger.

— SmartScreenidentifies and protects against corporate password entry on
reported phishingsites or apps connecting to phishingsites, password reuse
on any app or site, and passwords typed into Notepad, Wordpad, or Microsoft
365 apps

— Automatically reports unsafe password usage to IT through the MDE portal
Configured in MDM/CSP or Group Policy
Relies on SmartScreen and Chromium Browser

— Requires Windows 11 version 22H2

Find out more: https://techcommunity.microsoft.com/t5/windows-it-pro-
blog/protect-passwords-with-enhanced-phishing-protection/ba-p/3631881

Windows Security

This app made an unsafe connection that was
reported to Microsoft for stealing passwords

Your organization recommends changing your work or school password to
keep your account safe,

Why am | seeing this?

Got it

Windows Security

It's unsafe to store your password in this app

Your organization considers it unsafe to store your password in this app and
recommends removing your password from this file,

Learn more about securing your passwords

Got it


https://techcommunity.microsoft.com/t5/windows-it-pro-blog/protect-passwords-with-enhanced-phishing-protection/ba-p/3631881

Microsoft Defender for Office 365

Securing your enterprise requires more than just prevention

c 0000 -

Prevention Detection Investigation& Response & Awareness & Secure Secure Enterprise
Hunting Remediation Training Posture



->

Evaluation Mode

Does not require changes to
MX record

Policies can be enabled in
enforcement OR non-
enforcement mode

Investigate using Threat
Explorer & Campaign Views

Evaluation report updated
daily for 90 days can help
assess effectiveness

i Microsoft 365 Defender

it Home

U Incidents & alerts
£ Hunting

f‘; Action center
@®® Threat analytics

& Secure score

% Learning hub

Endpoints

/O Search

B Device inventory

& Vulnerability management
"-@ Partners and APls

Cd Evaluation & tutorials

b4 Configuration management

Email & collaboration
f‘p Investigations
IE".}, Explorer

Efl  Submissions
Review

©® Campaigns

£V

£V

v

Microsoft Defender for Office 365 evaluation

This report displays high-level insights of threats found in your organization during the evaluation
period. Explere further by downloading a C5V file of message metadata with threat details.

Buy a paid subscription

Active (90 days remaining)

Safe Links O Safe Attachments O

3 advanced threat links 7 advanced threat

/\/\ attachments

.M
Impersonation ./

42 potential impersc




Next Steps & Resources

Arrange a Vision Call to discuss....

. Proof of concepts / Evaluations (90 day trial available)
. Funded Microsoft workshops

. Security Posture Assessments

. Your requirements

Learn more

- Product page: https://aka.ms/DefenderO365

- Blog: https://aka.ms/MDOblog

- Documentation: https://aka.ms/MDOdocs

- Defender for Office 365 — Sec Ops Guide: http://aka.ms/opmdo

- Microsoft Defender for Office 365 — SE Labs Evaluation:
https://www.microsoft.com/security/blog/2022/06/22/microsoft-
defender-tor-office->6>5-recelves-highest-award-1n-se-labs-enterprise-
emall-security-services-test/



https://aka.ms/DefenderO365
https://aka.ms/MDOblog
https://aka.ms/MDOdocs
http://aka.ms/opmdo
https://www.microsoft.com/security/blog/2022/06/22/microsoft-defender-for-office-365-receives-highest-award-in-se-labs-enterprise-email-security-services-test/

Kocho

BECOME GREATER

Thank you

—> Any questions?



