
Microsoft Defender for Cloud 

Apps





Microsoft security



Our approach





Cloud services require a new approach to security

https://go.netskope.com/rs/665-KFP-612/images/NS-Cloud-Report-Winter18-RS-00.pdf
https://www.verizon.com/verizonpartnersolutions/content-hub/data_breach_investigation_report


Cloud Access Security Brokers



Top CASB use cases



Microsoft does all of that and more





Microsoft Cloud App Security



Microsoft Cloud App Security provides comprehensive session security 

and data use policies

Office 365





Discover Shadow IT
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Discovery with Cloud App Security is fast and easy to implement

Source: Forrester, The Total Economic Impact™ Of Microsoft Cloud App Security, May 2020 

../../../Defend Against Threats with SIEM Plus XDR Workshop/Defend Against Threats with SIEM Plus XDR Workshop V4.0/Draft/aka.ms/mcasTEI


Discover and control apps in your environment

Discover cloud 
apps and services

Assess 
risk levels

Approve apps 
and apply policy

Start here

Should employees use it?

No way!
Tag as 

unsanctioned

Block unsanctioned apps and 
guide usage to approved apps

Of course!
Tag as 

sanctioned

Should it be 

audited by IT? No
Do nothing

Connect app for deep visibility and control

Onboard to AAD to manage identities

Set Conditional Access App Control policy for 
session controls

Yes Set controls
Not sure

Assign for 

further review

?

X



Shadow IT management lifecycle

Start here



Cloud App Discovery



Cloud Discovery with Microsoft Defender for Endpoint



Integrate with your Secure Web Gateway



Discover and manage risky OAuth apps







Get started today: Shadow IT 





Information Protection 



Microsoft Information Protection solutions



Protect your files and data in the cloud



Detect and remediate overexposed files and anomalies



Key differentiators via Microsoft Information Protection approach



Information Protection incorporates Zero Trust principles

Least privileged accessVerify explicitly Minimize impact of breaches

Visibility and analytics

Automation

Security policy 

enforcement

Real-time 

policy evaluation



Lifecycle of protecting sensitive files in the cloud 



Get started today: Information Protection





Secure Access 
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Secure Access in real-time

171TB



Extend policy enforcement into the session



Real-time in-session App Control



Key differentiators to optimize the admin and end user experience



Get started today: Secure Access





Threat protection



The challenge of securing 

your environment

https://aka.ms/solorigate

https://aka.ms/solorigate


Protection against cloud threats



Detections across cloud apps

!





Key threat alerts and mitigation actions



Comprehensive Threat Protection for your cloud apps





Get started today: Threat Protection





Cloud Platform Security
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CASB for cloud platforms



Get started today: Cloud Security Posture Management





Benefits of enterprise integrations





Automating security workflows with Power Automate



Sample automation scenarios





Investment areas



Top 10 CASB use cases you should think about
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Next steps

Microsoft Cloud App Security Trial 

Microsoft Defender for Endpoint 

discover Shadow IT 

Connect your Cloud Apps 

anomaly detection 

policies 

Information Protection

http://www.aka.ms/mcastrial
https://docs.microsoft.com/en-us/cloud-app-security/mde-integration
https://docs.microsoft.com/en-us/cloud-app-security/set-up-cloud-discovery
https://docs.microsoft.com/en-us/cloud-app-security/enable-instant-visibility-protection-and-governance-actions-for-your-apps
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad


Resources

aka.ms/MCAS​

aka.ms/MCASCommunity

aka.ms/MCASBlog​Posts

aka.ms/MCASTech

aka.ms/MCASTrial

aka.ms/MCASLicensing

https://www.microsoft.com/en-us/enterprise-mobility-security/cloud-app-security
https://techcommunity.microsoft.com/t5/Microsoft-Cloud-App-Security/bd-p/MicrosoftCloudAppSecurity
https://techcommunity.microsoft.com/t5/microsoft-security-and/bg-p/MicrosoftSecurityandCompliance/label-name/Microsoft%20Cloud%20App%20Security
https://docs.microsoft.com/en-us/cloud-app-security/what-is-cloud-app-security
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security-trial
http://www.aka.ms/mcaslicensing


Q&A



Thank you.


