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90 percent
of enterprises anticipate 
higher cloud usage than 
before COVID-19

The cloud is 
everywhere

1–4 times/month
is the typical update cycle, 
ensuring both security and 
your ability to work seamlessly

Continuous 
updates keep 
you moving 
forward

59 percent
of organizations let employees
use their own devices for work

BYOD is now 
standard

24 percent 
of enterprise mobile 
endpoints were exposed to 
device threats in 2019

Endpoint threats 
are increasing

36 billion
records were exposed 
through cybercrime in 2020

Cybersecurity 
breaches are 
getting smarter

4.3 million
people in the US work from
home at least half the time

Today’s 
workplace is 
evolving
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49 million
Remote workers report it

takes days—and even

weeks—to get issues fixed.

48 percent
IT leaders say ensuring

data security is their top 

challenge in supporting

end-user productivity.

65 percent
Enterprises need to ensure 

security and compliance

across multiple device types.

Distributed workers

Remote and hybrid work 

environments

Endpoint diversity

Multiple devices and app 

platforms

Cybersecurity

Mitigating risk and 

vulnerabilities

Employee satisfaction

Easy, fast access to company 

resources

44 percent
Remote workers say they have 

access, but not to everything 

they need.





Technology needs are evolving in the modern workplace 

Single corporate-owned device

Business owned

Corporate network and legacy apps

Manual and reactive

Corporate network and firewall

Employees

Mostly onsite employees

Multiple BYOD devices and IoT devices

User and business owned

Cloud managed and SaaS apps

Automated and proactive

Expanding perimeters

Employees, partners, customers, bots

Remote and hybrid environment

Old world versus new world



How do you secure your 

endpoint estate? 

How do you reduce 

complexity of IT 

workloads?

How do you ensure 

protection, while enabling 

workforce flexibility and 

productivity?

Technology must keep us connected and productive while reinforcing our security  

posture in an increasingly sophisticated and complex world.



Endpoint Manager combines the Microsoft Intune and 

Configuration Manager solutions to provide modern 

management of endpoints with the protection of a Zero Trust 

strategy.

▪ Protect apps and devices for a resilient workforce

▪ Maximize digital investment with co-management

▪ Get integrated Conditional Access controls

▪ Use simplified management workflows

▪ Secure managed and unmanaged devices and apps

Unified management

Apps, device controls, and insights are 

brought together in one cloud-based 

endpoint management platform.

Built-in protection

IT is empowered to apply the controls needed 

for a Zero Trust security model and protect their 

digital estate without getting in the way of user 

productivity. 

Comprehensive 
scalability

Intuitive management controls, workflows, 

and analytics ensure healthy and compliant 

device and app deployments. 

Reduced total cost of ownership (TCO)



Enroll

▪ Provide specific enrollment methods for 

iOS/iPadOS, Android, Windows, and macOS

▪ Provide a self-service company portal for users to 

enroll BYOD devices

▪ Deliver custom terms and conditions

at enrollment

▪ Zero-touch provisioning with automated 

enrollment options for corporate devices

Support and retire

▪ Revoke access to corporate resources

▪ Perform selective wipe 

▪ Audit lost and stolen devices

▪ Retire device

▪ Provide remote assistance

Configure

▪ Deploy certificates, email, VPN, and Wi-Fi profiles

▪ Deploy device security policy settings

▪ Install mandatory apps

▪ Deploy device restriction policies

▪ Deploy device feature settings

Protect

▪ Restrict access to corporate resources if policies 

are violated (e.g., jailbroken device) 

▪ Protect corporate data by restricting actions such 

as copy/cut/paste/save outside of managed app 

ecosystem

▪ Report on device and app compliance

User IT





Intune device management

Conditional access: Restrict access to managed and compliant devices

Intune app management

Conditional access: Restrict access to apps with app protection policy

Remove corporate 
data from devices

Report and 
measure 
device 

compliance

Provision 
settings, certs, 

profiles

Enroll devices for
management

Secure and remove 
corporate date 

within mobile apps

Report app 
inventory and 

usage

Publish mobile 
apps to users

Configure and 
update apps



Manage and protect

No existing infrastructure necessary

No existing Microsoft Endpoint Configuration Manager deployment required

Simplified policy control

Simple web-based administration console

Faster cadence of updates

Always up-to-date

Device enrollment supported

Windows

iOS/iPadOS

Android

macOS



Microsoft Endpoint Configuration Manager with Microsoft Intune

Attach your existing Configuration Manager (version 1710 or later) deployment to Microsoft 365 

cloud

Co-managed device has a Configuration Manager agent and is enrolled in Intune

Single pane of glass for device management

Conditional Access with device compliance

Intune-based remote actions

Modern provisioning with Windows Autopilot

Link users, devices, and apps with Azure Active Directory (Azure AD)

Devices Supported (in addition to mobile devices)

Windows PCs  

(x86/64, Intel SoC)

Windows Server

Linux/UNIX server

macOS

LINUX



Attach Microsoft Endpoint Configuration Manager to Microsoft Intune

Attach your existing Configuration Manager (version 2002 or later) deployment to 

Microsoft 365 cloud

Synchronise Configuration Manager agents to Intune without enrolling in Intune

Single pane of glass for device management in the cloud

Defender for Endpoint integration

Helpdesk

Desktop Analytics

User Experience Analytics

Devices Supported (in addition to mobile devices)

Windows PCs  

(x86/64, Intel SoC)

Windows Server

Linux/UNIX server

macOS

LINUX



Azure AD Join makes it possible to 
connect work-owned Windows devices to 
your company’s Azure Active Directory.

With Azure AD Join, you can auto-enroll 
devices in Microsoft Intune for 
management.

• Intune auto-enrollment

• Enterprise-compliant services

• Single sign-on from the desktop to cloud 
and on-premises applications with no VPN

• Support for hybrid environments

On-premises appsWindows Azure
AD joined devices

Azure Active Directory

Microsoft Intune
Apps in 
Azure

3rd party
apps and clouds

Intune/MDM

Auto-enrollment



OEM-optimized Windows

Software

Settings

Updates

Features

User data

Ready for productive use



Customize OOBE

Remove admins

Pre-MDM settings

Auto-enroll into Intune

Configure policies, settings

Install Configuration 
Manager agent for 

Co-management

Install Microsoft 365 apps

Configure updates

Step up from 
Windows Pro to 

Windows Enterprise 
with subscription-

based activation

Azure AD AuthN

Azure AD Join



Prerequisites:

Windows 10 version 1703

Azure Active Directory Premium

Microsoft Intune 

Steps:

1. Device connected to internet network

2. Register device with Windows Autopilot

3. Assign Intune Autopilot Profile configured for 

Azure AD join

4. Boot device



User-Driven Azure AD Join

• Connect to a network

• Authenticate to Azure AD

• Password-less with phone sign-

in

• Enroll in Intune

• Track progress with the 

Enrollment Status Page

• Policies

Apps (Win32, MSI, UWP)

Certificates

Network, VPN 

connections

• Integration with ConfigMgr task 

sequences



Prerequisites:

Windows 10 version 1809

Azure Active Directory Premium

Microsoft Intune 

Steps:

1. Device connected to corporate network (SBL VPN or client 

initiated at logon screen)

2. Register device with Windows Autopilot

3. Assign Intune Autopilot Profile configured for 

Hybrid Azure AD join

4. Boot device



User-Driven Hybrid AAD Join

• Connect to a network

• Authenticate to Azure AD

• Password-less with phone sign-
in

• Coming soon!  Authenticate 
with FIDO2

• Enroll in Intune

• Perform domain join

• VPN support

• Track progress with the 
Enrollment Status Page

• Policies
Apps (Win32, MSI, UWP)
Certificates
Network, VPN 
connections

• Integration with ConfigMgr task 
sequences





iOS/iPadOS devices

Android devices

Windows devices

macOS devices



Examples: set OEM 
settings, execute 
PowerShell scripts, etc

Examples: email profiles, 
VPN profiles, Wi-Fi settings, 
certificates, etc

Examples: require a PIN, 
data encryption, etc

Examples: Airprint, 
notifications and lock 
screen messages

Device features Device restrictions Access configuration Custom



Device configuration (DC) 1. Start with security baselines – Microsoft’s 
recommended best practice configuration

2. Fill configuration gaps with individual settings 
in device configuration profiles or from the 
Settings catalog

3. Fill legacy configuration needs with 
administrative (ADMX) template settings

4. Ensure your devices and users are compliant 
according to IT policy



Includes the best practices and recommendations on settings 
that impact security

A good starting point to quickly create and deploy a secure 
configuration profile

Easier to migrate from group policy to Intune management



include thousands of 
settings that control features in Microsoft Edge 
version 77 and later, Internet Explorer, Microsoft 
Office programs, remote desktop, OneDrive, 
passwords, PINs, and more

Administrative templates contain ADMX-backed 
Windows settings that are like group policy settings 
in Active Directory

Administrative templates are built into Intune, and don't 
require any customizations

The one-stop shop to manage your Windows 10 devices

Easier to migrate from group policy to Intune management



Group Policy Intune Intune 
Policy

Review the report to see the number of settings in your GPO that are available in a 

, if they can be in a , aren't supported, or are deprecated.







• Basic productivity apps (Microsoft 
Teams, Microsoft Edge, Microsoft 365)

• Essential line-of-business apps only
• Only built-in agents
• Cloud enrollment, infrastructure and 

storage

• Today’s typical corporate PC
• Lots of apps, agents, and settings
• Lots of drivers and devices
• On-premise or cloud management and 

infrastructure

• Works for a subset of people
• Works for targeted scenarios
• Every PC has a standard configuration
• Simpler end-user experience
• Simpler to manage and operate

• Works on any persona
• Works for any scenario
• PCs have many varying configurations
• More complex to operate and manage





(MEM) 

provides , which are 

that determine whether a 

device is compliant with organisation’s

“secure device” definition.

can be applied to

devices (iPhones, iPads, 

iPods)

devices

devices

devices

Compliant

Not compliant

In grace period

Not evaluated

Managed by ConfigMgr



Monitoring

Organisation-wide device compliance 

Conditional access

Conditional access policies can use device 

compliance to grant or block access to 

organisational resources.
Compliant

Not compliant

In grace period

Not evaluated

Managed by ConfigMgr



Attackers take advantage of periods 
between OS releases

Stay ahead of the attackers with continual 
improvements

Continual evolution of features to:

Secure data and devices

Secure user identities

Detect and respond quickly to attacks

Protection gap

OS
release



Provides OS update policies for 
Windows to enrolled devices

Provides actual OS update to 
devices



in 

Microsoft Endpoint Manager 

provide ability to Configure 

update settings
Windows 10 Servicing Branch

Restart options

Defer installations of updates

Set deadlines for applying updates



Manage updates to Office 365 apps using Servicing 

Profiles

On-board clients into Monthly Enterprise channel

Create ‘waves’ for deployment

Defer if needed

Rollback device groups



Microsoft Defender for 

Endpoint or MTD solution 

partner detects:

Malicious apps

Device manipulation

Network exploits 

Data privacy violations

Microsoft Intune: Evaluates 

compliance based on level of 

threat reported by MTD solution.

Azure AD Conditional Access:  

Allows or blocks access.
Allow

Enforce MFA

Enroll device 

Block access

Wipe device



Anti-phishing

Block unsafe 
network connections 

Custom indicators: 
allow/block URLs

Alerts for malware, 
PUA 

Files scan 

Storage and memory 
peripheral scans

Alerts for phishing

Alerts for 
malicious apps

Auto-connection for 
reporting in Microsoft 
Defender Security 
Center

Block risky devices

Mark devices 
non-compliant

Device Administrator 

Android Enterprise 
(Work Profile)

Included in per user 
licenses that offer 
Microsoft Defender 
for Endpoint

Part of the 5 
qualified devices 
for eligible 
licensed users

Reach out to your 
account team or CSP



Included in per user 
licenses that offer 
Microsoft Defender 
for Endpoint

Part of the 5 qualified 
devices for eligible 
licensed users

Reach out to your 
account team or CSP

Alerts for phishing

Auto connection for 
reporting in Microsoft 
Defender Security Center

Supervised 

Unsupervised

Anti-phishing

Block unsafe 
network 
connections 

Custom indicators: 
allow/block URLs





Address end-user pain points – including 
ones that go unreported

Proactively detect and remediate 
common support issues before end-
users know there’s a problem

Improve corporate access for remote 
users with recommended software

Identify and troubleshoot reliability 
issues with desktop applications 
(preview)



Enroll devices via with 
feature or with 

Windows 10 devices must be 
or 

Supported licenses
• Enterprise Mobility + Security E3 or higher
• Microsoft 365 Enterprise E3 or higher

Windows 1903 Enterprise/Education or higher

also require one of the 
following licenses for the managed devices:
• Windows 10 Enterprise E3 or E5 (included in Microsoft 365 F3, E3, 

or E5)
• Windows 10 Education A3 or A5 (included in Microsoft 365 A3 or 

A5)
• Windows Virtual Desktop Access E3 or E5



Boot score

Sign-In score

Slow boots and sign-in times

GPO impact during the startup



Proactive remediations are 
on a 

user's device before they even realize there's a 
problem

Two scripts, 

These remediations can help to 

https://docs.microsoft.com/en-us/mem/analytics/powershell-scripts

https://docs.microsoft.com/en-us/mem/analytics/powershell-scripts


The represents a weighted average of the percent of devices that have deployed 
like Windows 10 Deployment, Azure Identity, Autopilot Device or Device Enrolled in Intune



whilst looking for device, if the device cannot be 
found 

Restore the device to its factory defaults
Removes managed app data, settings, and email profiles that were 
assigned by using Intune but leaves the user’s personal data on the 
device

Removes all company and user data and settings Removes the device from Intune management 

Can be performed on Windows, iOS/iPadOS and Android devices Use the action instead if you want 



Apps are 
uninstalled and 
sideloading keys 
are removed

Apps uninstalled

Company app data 
removed

App data from MS 
apps that use mobile 
app management is 
removed

The app is not 
removed

Not supported Apps and data 
remain installed

App data from 
mobile app 
management apps is 
removed 

The app is not 
removed

Apps uninstalled

App data from 
mobile app 
management apps is 
removed

The app is not 
removed

Apps uninstalled. 
Company app data 
removed

App data from MS 
apps that use mobile 
app management is 
removed

Configurations 
that were set by 
Intune policy are 
no longer enforced

Users can change 
the settings

Configurations that 
were set by Intune 
policy are no longer 
enforced

Users can change 
the settings

Configurations 
that were set by 
Intune policy are 
no longer 
enforced

Users can change 
the settings

Configurations that 
were set by Intune 
policy are no longer 
enforced

Users can change 
the settings

Configurations that 
were set by Intune 
policy are no longer 
enforced

Users can change 
the settings

Configurations that 
were set by Intune 
policy are no longer 
enforced

Users can change 
the settings

Removed Removed Removed Removed Removed Removed





At Kocho, we believe greatness lies in everyone. That’s why we exist, to help ambitious 
companies realise their potential.

By combining the power of Microsoft cloud technology with world-class identity, cyber 
security and our team of talented people, we take our clients on a journey of secure cloud 
transformation.

And we’re with you every step of the way. Because the path to greatness isn’t walked alone. 
We help you adopt and embrace the right technology solutions at the right time.

The result? Sustainable and secure growth that amplifies your business success.

Kocho. Become Greater. 

hello@kocho.co.uk 0800 044 5009

Eight-time winner of the Microsoft 
Partner of the Year Award for Identity 
Management, Enterprise Mobility, and 
Security and Compliance.


