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Compliance drivers

Statutory and 

Industry Regulations

GDPR, Data Protection Act 2018, Misuse of Computers Act, Privacy 

Regulations, ePrivacy, NIST, PCI DSS, Cyber Essentials, ISO27001, DSP 

Toolkit, FCA, ICO – we operate in a regulated environment

DPO/Compliance
Corporate policies and processes, internal/external audit, ongoing 

assurance, training and education, breach/incident management, 

Subject Access Requests – we need as much visibility as possible

Your users
Content creators, data handlers/processors, sharing content (sometimes 

passwords) working collaboratively, home working, multi organisation 

working – we need to help users as much as we can

We need to exploit all the tools we have at our disposal to manage the above

Your Board
Your Board and Senior Management Team need to be confident that 

they are operating a compliant and safe business model that is fit for 

purpose – we need to provide that assurance



GDPR Sunset

Government 

Statement

The UK Government has stated it will "sunset" the GDPR by 2023 – this is 

in advance of the current GDPR Adequacy agreement which expires in 

2025 – this provides significant challenges – globally not just EU

The Great British 

Data Protection Act

UK Government will need to create a new Data Protection Act, agree its 

adequacy with the EU, get it into UK law, have it deployed into UK 

business – all within 15 months.....

If we don’t achieve 

this?

Implications could be – legal data sharing agreements, standard 

contractual clauses, corporate binding rules, external audit. Will we need 

ISO27001, NIST Audits? To continue doing business.

We need to exploit all the tools we have at our disposal to manage the above

What could happen?
The current adequacy agreement stays in place until 2025 as delivering 

the GBDPA and an adequacy agreement is probably not achievable in 15 

months.... however, it makes sense to identify and manage this risk.



Why bother?

It always costs more to fix than to maintain.

Cost

When data protection fails it is never cheap to 

fix, the cost of successful Ransomware/Breach is 

staggering to rectify and often Cyber Insurance 

will not cover it – it is cheaper to address the 

challenge – identify risk and manage it

Reputation 

Reputational damage and the associated 

loss/cost to the business will always be 

substantial particularly if the ICO prosecutes 

you for negligence – ensure you are not 

negligent - risk management keeps you safe

Staff impact

Do not underestimate the impact on staff if 

this goes wrong, particularly if they are a good 

person making a simple mistake on a simple 

transaction – we need to protect users as 

much as we can – we are all data subjects

Data Subjects

We have a legal responsibility to look after the 

data and the rights of all data subjects 

including clients, staff, board members, the 

general public – we need to meet our 

responsibilities – its good business practice



Risk reduction

Provides:

→ Templates

→ Reports

→ Alerts & Notifications

→ Audit trails

→ Standard Metrics

→ Visibility & Control

→ Assurance

Risk

Management

Identify and remediate 

critical risks within your 

organisation.

Protects the business,

your staff, and your clients

Delivers:

→ Compliance visibility

→ Assurance to the Board, 

external auditors, and all 

stakeholders

→ Provides comparable metrics 

(e.g. NIST)

→ Involves the whole business

Compliance

Management

Assess compliance and 

respond to regulatory 

requirements.

Supports:

→ GDPR

→ Data Protection Act

→ PCI DSS

→ FCA Regulation

→ DSP Toolkit

→ Cyber Essentials

→ ISO 27001

Information

Protection

and Governance

Safeguard sensitive data 

across clouds, apps and 

endpoints.

Protects the end user

and your data



Information

Protection

and Governance

Information protection

Classify and protect files and 

messages with sensitivity 

labels and portable encryption

Data Loss Prevention

Protect sensitive information 

from risky access across apps, 

services and endpoints

Data Classification

Know what types of data you 

have, where it resides, and 

what is happening to it

Data Lifecycle Management

Govern your data at scale with 

flexible policies and labels for 

retention and/or deletion

Records Management

Govern your critical records 

with a central file plan, audited 

disposals and reviews

Data Map and Data Catalog

Discover and visualize data 

from hybrid sources, manage 

metadata, and maximise value



Defender for 

Cloud Apps

Microsoft Purview Information Protection

Sensitivity 

Labels

Public

General

Confidential

…

S3

SQL DBADLS

Blobs

Azure Files

Cosmos DB

Microsoft Purview
data governance 

services

Sensitive 

Information Types

Data Classification Service

Out of the Box
CCN/SSN/License

Double Key Encryption

Named entity

10 templates (Finance, IP, 

Legal, Healthcare…)

Custom
RegEx

Dictionary

Fingerprint

Exact Data Match (EDM)

Trainable Classifiers
Sample Content

Test

Validate

Publish

Endpoint DLP

USB Drive

Network

Print

Clipboard

App Control

Cloud Upload

Bluetooth

RDP

Office 365

iOS

Android

MacOS

Windows

On-premises

Advanced compliance solutions

eDiscovery 

(Premium)

Microsoft 

Priva
Insider Risk 

Management

Communication 

Compliance

Extendable via SDK 
to 3rd party tools

https://docs.microsoft.com/en-us/microsoft-365/compliance/double-key-encryption?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/named-entities-learn?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/sit-learn-about-exact-data-match-based-sits?view=o365-worldwide


Information Protection

and Governance

Demo























Your content was blocked because it has sensitive data



Risk

Management
Insider risk management

Detect risky activity to identify, 

investigate, and take action on 

insider risks and threats

Communication compliance

Capture inappropriate 

messages, investigate policy 

violations, and remediate risks

eDiscovery

Identify, preserve, analyse, and 

export data in response to 

legal discovery requests

Audit

Record and investigate user 

and admin activity across all 

locations and services

Information barriers

Prevent conflict of interest and 

enable business separation 

between user groups

Customer lockbox

Provide just-in-time access to 

your environment for Microsoft 

Support engineers

Privileged access management

Approve and escalate admin 

roles when required and 

eliminate standing access



Risk Management

Demo

















Communication Compliance









Compliance

Management

Compliance Manager

Measure progress on your 

compliance journey, from 

taking inventory of your data 

protection risks to managing 

the complexities of 

implementing controls, staying 

current with regulations and 

certifications, and reporting to 

auditors.



Compliance Manager

Demo



Shared Responsibility Model

Provider management of risk
Physical | Networking

Customer management of risk
Data Classification and data accountability

Shared management of risk
Identity & access management | End Point Devices

Cloud Customer Cloud Provider

Responsibility On-Prem IaaS PaaS SaaS

Data classification

and accountability

Application

level controls

Network controls

Host Infrastructure

Physical Security

Client & end-point

protection

Identity & access

management











Compliance Management

Information Protection and Governance Risk Management

Roadmap for Compliance

Initiation Baseline Data

Insight

Data

Governance

Risk

Mitigation

Discovery & 

Response
Data

Protection

Discovery 

workshop to 

understand your 

business, identify 

regulations and 

determine 

priorities

Assess current 

posture and 

environment to 

monitor 

progress and 

measure 

improvement

Define the types 

of data that 

sensitive to get a 

clearer view of 

where it resides 

and how much 

you have

Classify and 

protect your 

sensitive data to 

prevent 

accidental 

oversharing and 

deliberate 

exfiltration

Manage 

document 

lifecycles and 

avoid keeping or 

losing sensitive 

data at the 

wrong times

Establish 

processes and 

controls to 

detect and 

address 

suspicious and 

incorrect user 

behaviour

Develop 

knowledge and 

processes for 

supporting data 

subject requests 

and 

investigations



Compliance Success Pathway

Cycles

FOUNDATION ADVANCED OPTIMISED
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Technology enabled 

and baseline 

established

Additional advanced 

capabilities enabled

All appropriate capabilities deployed,

ongoing addition of new features

Benefits of an iterative approach:

→ Adapts to shifting business 

and regulatory priorities, and 

changes in the risk landscape

→ Ensures new product and 

feature enhancements can be 

integrated as they are 

released

→ Works within your budget to 

make clear progression along 

your compliance journey



Compliance Management

Information Protection and Governance Risk Management

Initiation Baseline Data

Insight

Data

Governance

Risk

Mitigation

Discovery & 

Response
Data

Protection
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Enable technologies in initial configuration,

establish processes, embed with users

• Plan and gather 

resources, licences

• Identify 

regulations and 

requirements.

• Assess current 

posture

• Define priorities

• Develop roadmap

Revise configurations, enable additional capabilities,

refine processes

Ongoing addition of new features and capabilities,

continuous review and refinement of processes

• Review current 

posture and 

controls

• Identify changes 

to regulations

• Review current 

posture and 

controls

• Identify changes 

to regulations



Thank you
Any questions?



Our Compliance Success Pathway 

approach to implementing your 

compliance strategy

Further details of the individual 

compliance technologies

Get in touch

To find out more about:

hello@kocho.co.uk 0800 044 5009


