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Quadrupling cybersecurity investment to $20 

billion over the next five years.

Microsoft Security is now a $10B business 

with 3,500 employees and a Leader in 5 

Gartner Magic Quadrant and 7 Forrester Wave 

reports. 

Recent security acquisitions include CyberX, 

ReFirm Labs, RiskIQ, and CloudKnox.



Many things to many people



Laptops Desktops Servers



Autonomous Cleaning Robots Smart Prosthetics Smart Traffic Management Solutions



Multi Function Printers VoIP Phones / IP Cameras Smart TV’s / Smart Speakers



Petroleum Refinery Industrial Control Systems (ICS) Automated Manufacturing



Your attack surface area has already grown 3x 
in recent years, and will continue to grow at 
22%. 

The worlds ~12B total devices in 2021 will grow 
to 27B in 20251 while other device types will 
experience slow incremental growth.

1. https://iot-analytics.com/number-connected-iot-devices/

Production Facility

Backoffice

Supply chain





IoT adoption and risk

68%
organizations say IoT/OT is critical 

to supporting business innovation 

and other strategic goals1

60%
view IoT/OT security as one 

of the least secured aspects 

of their IT/OT infrastructure1

31%
of organizations slowing, limiting, or have 

stopped the adoption of IoT/OT projects 

due to security concerns1

Technology gaps

71% of lack a complete inventory 

of its IoT/OT devices1

70%
have low or average confidence that IoT 

devices are secure (i.e.: vulnerabilities 

mitigated, securely configured)1

61%
have low or average confidence 

in the ability to identify whether IoT devices 

are compromised1

1. The State of IoT/OT Cybersecurity in Enterprise Organizations, Ponemon Institute, October 2021



Firewalls

NAC

Vulnerability 

scanners

Agents

Perimeter 

protection only
Complex 

configuration

and maintenance

Limited 

visibility

Limited IoT

understanding

Unable to detect 

emerging threats



A unified solution for IOT and OT Security



Cloud

Across the enterprise

Unified IoT/OT solution

Continuous monitoring 

and learning 

Corporate

Easy deployment 

and maintenance 

Agentless

Integrated IoT/OT approach

Discover
Complete coverage and visibility 

focused on IoT/OT devices 

Assess 
Risk analysis for any device 

and segment across all networks

Detect
Behavioral analytics and TI built 

to adapt to attacker’s speed

Respond
Rapidly identify multi-stage attacks 

across IT/IoT/OT and mitigate with 

automated playbooks 
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Visibility across all segments Agentless Immediate value

Defender for IoT

SPAN port/Network 
Traffic Analysis (NTA)

Defender for IoT 
network sensor

Unified view of IoT/OT security
Asset inventory

Vulnerability assessments
Continuous threat monitoring

IT or IoT 
Network

Corporate IT 
environment

Defender for 
Endpoint

OT 
Network

OT 
environment

Third-party 
sources

Passive
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Hardware attributes

Software attributes

Network 
attributes

Behavioral 
attributes

ML engine
Device 

database
Risk 

assessment 

Behavioral model

Network map

Devices
Device 
classification
• Type
• Subtype

Device hardware
• Vendor
• Model 
• Serial

NIC
• Vendor
• IP
• MAC
• VLAN

Device software
• Firmware
• OS
• Applications

Enrichment
• Source

• Site and Zone

• Onboarding 
status

• Classification 
confidence

… many more
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Discover, classify, 
contextualize all your IoT and 
OT devices so you can secure 
the devices accessing your 
network and resources.



View your complete IT/IoT 
inventory along side the rest 
of your IT devices 
(workstations, servers and 
mobile) within a single unified 
view. 



Identify and prioritise
vulnerabilities and 
misconfigurations and use 
integrated workflows to 
bring 
devices into a more secure 
state.



View prioritised incidents 
that are inclusive of 
involved IT/IoT devices all 
in a single dashboard to 
reduce confusion, clutter, 
investigation times and 
alert fatigue.



Section 52 and broader 
research teams leverage 
worlds richest threat 
intellect feed

Results: #1 in detection 
visibility coverage in MITRE 
ATT&CK® for ICS evaluation

Section 52 
IoT/OT Security 
Research Team

Microsoft Security 
Response Center

Microsoft Detection
and Response Team

Microsoft Threat 
Intelligence Center

Microsoft Cyber Defense 
Operations Center

Data

Data scientists 
and researchers

Machine 
learning

24 trillion signals

Scanned devices

Cloud and 
network logs

Detected alerts

Scanned 
URLs

Discover IoT/OT vulnerabilities,  
monitoring campaigns and 
creating unique detections
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Cloud-native SIEM/SOAR, deeply integrated with Defender for IoT

Deep contextual telemetry obtained 
from Defender for IoT
→ Alerts
→ Asset details
→ Network connection details

Threat intelligence via Section 52 
research team OT-specific content
→ Analytics rules
→ Dashboards (workbooks)
→ SOAR playbooks



Unified solution for enterprise IoT and OT

Flexible sensor options: MDE, network sensor, 3rd

party

Agentless protection with zero performance 
impact, rapidly deployed (typically <1 day per 
site)

Continuous asset discovery, vulnerability 
management, and threat monitoring

World’s largest IoT/OT security research 
organization - Section 52

Integrated with Microsoft SIEM/XDR and third-
party SOC solutions



Arrange a Vision Call to discuss….

• Proof of concepts

• MCAP workshops

• Security Posture Assessments

• Your requirements

Learn more

→ Product page: Microsoft Defender for IoT (MDIoT)

→ Blog: Announcing Enterprise IoT support for MDIoT

→ Blog: Microsoft Defender for IoT integration with Microsoft Sentinel

→ Test Results: #1 in MITRE ATT&CK for ICS evaluation

→ Video - Product demonstration (OT focused)

→ Training - Product training series (OT focused)

https://www.microsoft.com/security/blog/2022/07/11/introducing-security-for-unmanaged-devices-in-the-enterprise-network-with-microsoft-defender-for-iot/
https://aka.ms/enterprise-IoT-security-blog
https://aka.ms/SentinelSolution4OT
https://aka.ms/MITREforICSEvaluation2021
https://aka.ms/ADforIoT-ShortDemo
https://aka.ms/d4iotninja


Thank you
Any questions?


