Turn your
passwordless plans
into a super secure
reality

—> David Guest







Passwords are expensive and insecure

Password reuse Passwords
across multiple

accounts

Passwords are . Data breaches i §
' - generate alotof |

support calls

the weak link | are expensive

0
73% 31% $3.92 40%
of passwords are of breaches million, the of help desk calls
duplicates leveraged average total are related to
passwords cost of a data password resets

breach



There is a better way

High Security

Password-less authentication

Passwords + standard
2 Factor authentication

Inconvenient » Convenient

Passwords

Low Security



Passwordless authentication solutions
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St

Windows Hello for Business Microsoft Authenticator
Increase sign-in convenience with Authenticate with a mobile device. Get a
biometric authentication. Replace push notification and verify identity with

passwords with MFA on Windows 10 PCs. a biometric or PIN.

Qo

FIDO2 security keys

Replace passwords with a security key
using MFA with the standards-based
protocols on a mobile device.



User configuration

— From the My Sign-ins web pages
— https://mysignins.microsoft.com/security-info

Third | Spacell U= TS ER

8 overview Sec u rlty | nfO

These are the methods you use to sign in to your account or reset your password.

A Security info

3 Organisations Default sign-in method: Microsoft Authenticator — notification Change

L1 Devices -+ Add method

& Privacy Q\O Phone +44 7720598098 Change Delete
E% Microsoft Authenticator DG-X1 Delete =
@  Microsoft Authenticator David's iPhone Delete =
©  Microsoft Authenticator SM-GI30F Delete hd
El Security key FIDO 2 Bio Delete e

@urky key Yubikey 5c > Delete o

El Security key Yubikey 5 Delete e







Eliminate passwords from identity directory

» User never types their password

» User never changes their password
» User doesn’t know their password
« User doesn’t even have a password
* More importantly...

Allows the achievement of the passwordless security promise



Deployment considerations

= Are you ready ?
—> Hardware in place (TPM) ?
— Consider biometric/PIN capable devices
— Temporary Access Pass to enable MFA without MFA

= Windows Hello for Business deployment
*  Plan on moving to Hybrid and look at key trust deployments

= Active Directory/Server upgrades

*  Ensure you're upgrading to 2016+ and have latest patch to support
passwordless



Enable passwordless

— Windows Hello for Business
— Biometric / PIN

— Biometrics are only stored on the device

— Phone sign-in with Authenticator app

— Security key



Secure traditional and modern systems
Enable passwordless via FIDO2/WebAuthn, smart card,

partner platforms
ﬂ ™
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YubiKey 5 Series YubiKey Bio Security Key NFC
Multi-protocol FIDO-only and Biometrics FIDO-only



New Reporting & Insights for Auth Methods

i 2 Search 3 d docs (G =1 (] meganbi@rangtipte
Microsoft Azure B B : e

Home > Authanlication methods
Py Authentication methods | Activity X
il Winglip Toys Co - Azure AD Seourily
| & SEREEtA) | * Reqistratian lzage
Manage
B rolicies
T— Users Capable of Multi-Factor Users Capable of Users Capable of Self-Service
il Activi . LI L
: \,ﬂ‘j Authentication Passwordless Authentication Password Reset
w Registration details
B registration and reset logs 364 o1 603 total 42 of 503 total 325 of 603 total
Password pratection Ak 40% of your organization isn't a 93% of your organization isn't db 46% of your organization isn't
capable, capable, enabled,
Users registered by authentication methed Recent registrations by authentication methed
Y Filter Methad: All % Filter ~  Date range: Last 7 days Method: All
S0 “T')JT:-I Sey I'.-.'-C=_|;

nolificalon
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Security
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Temporary Access Pass
Enabling full passwordless tlow

Temporary access pass settings X

Temporary Access Pass is a time-limited passcode that serves as
strong credentials and allow onboarding of passwordless credentials.
The Temporary Access Pass authentication method policy can limit
the duration of the passes in the tenant between 10 minutes to 30
days. Learn more

Minimum lifetime

O Minutes @ Hours O Days
(o e e s e s e e e e e e e III hour

Maximum lifetime

O Minutes @ Hours O Days
——mm—— e ——————— hours

Default lifetime

O Minutes @ Hours O Days
(o e e s e s e e e e e e e III hour

Length (characters)
|8 |

By

Require one-time use

T
. @
L Yes A



Temporary Access Pass uses

Register

N = - c c
WL To maintain access to Your account, 844 a sign in method

Register Security info

These are the methods you use to sign into your account or reset your password.

= Add method

BOOtStrap L_|El' Temporary access pass Expires 10/10/2020, 2:02:14 PM

Lost device? Sign out everywhere

Recover




Enable Tenant
Set method specific settings for FIDO2 and TAPS

Configure your users in the authentication methods policy to enable passwordless authentication. Methad Target Enablec
Once configured, you will need to enable your users for the enhanced registration preview so the .
on'ig y — y Lo 9 P y FIDO2Z Security Key All users Yes
can register these authentication methods and use them to sign in.
Details hve
Method Target Enabled
FIDO2 Security Key All users Yes Save Discard
Microsoft Authenticator All users Yes
ENABLE TARGET GEMERAL
Text message (preview) MNo I R ™
Yes I Select users ) )
N Allow self-service set up
Temporary Access Pass (pr...  All users Yes . o A I Y. N 3
es o
Mame Type k- -
USE FOR:
. Signin All users Group Enfnrce attestation §
# Strong . | Yes I
authentica
tion

KEY RESTRICTION POLICY

Enforce key restrictions

Restrict specific keys

- ™
s Allow Block )

Add AAGUID

Details v Mo AAGuids have been ad..




Enable device login
Endpoint Manager or Provisioning package for desktop login

Microsoft Endpoint Manager admin center

B »

& »

g & B

ks X ke Pe

Home > Devices > Windows

Windows | Windows |

|p Search (Cmd+/) | «

Bl windows devices

H Windows enrollment
Windows policies

& Compliance policies
Configuration profiles
PowerShell scripts

Windows 10 update rings

0 onmEw

Windows 10 feature updates (Pre...

Windows Hello for Business X

Windows enrollment
~ Essentials
Last modified : 12/18/19, 9:01 PM

Assigned to : All users.

Windows Hello for Business settings lets users access their devices using a gesture, such as
biometric authentication, or a PIN. Learn more.

Learn about integrating Windows Hello for Business with Microsoft Intune
Name

All users and all devices

Description

This is the default Windows Hello for Business configuration applied with the lowest priority
to all users regardless of group membership

Configure Windows Hello for Business: () | Not configured ~ |

Use security keys for sign-in: (0 | Enabled ~ |

Save Discard




User enrolment
Create a Temporary Access Pass for the user

Home > Bob Smith

©® Bob Smith | Authe

x

User

Diagnose and solve problems

Manage

4
il

ke

Profile

Assigned roles
Administrative units
Groups

Applications

Licenses

Devices

Azure role assignments

Authentication methods

Add authentication method X

Choose method

Temporary Access Pass (Preview) R

Create a Temporary Access Pass for Bob Smith. While the pass is valid, the user can use it to
sign in and register strong credentials. Learn more

|:| Delayed start time

Activation duration (D

(@ T—

One-time use

( Yes m

———— — —— ——— E— hours




User enrolment
Create a Temporary Access Pass for the user

Home > Bob Smith Temporary Access Pass (Preview) details X
© Bob Smith | Authe
User
) Provide Pass

Frovide this Temporary Access Pass to the user so they can set their strong credentials.

A Diagnose and solve problems
J P #xSkgATx Ik

Manage

Secure registration
& Profile To register their credentials, have the user go to My Security Info.
al. Assigned roles https://aka.ms/mysecurityinfo Iy
A Administrative units Additional information
& Groups Valid from 01/04/2021, 09:40:23
i Applications Valid until 01/04/2021, 10:40:23
& .
M Licenses Created 01/04/2021, 09:40:23
CH Devices

Azure role assignments ) o - ,
6 Remowve lost devices from the user's account. This is espedially important for devices used

ﬂ Authentication methods for user authentication.



User enrolment
User enrols in self-service portal -
https://mysignins.microsoft.com

= My Sign-ins

Security info

These are the methods you use to sign in to your account or reset your password.

Default sign-in method

B® Microsoft Add a method

< bob@auth365.cloud 1+~ Add method

Which methed would you like to add?
Enter Temporary access pass

No items to dis :
flemporary access pass Security key ~
[ ] Show Temporary access pass Authenticator app
Lost device? Sign out ey
Use your password instead Security key




User enrolment
User enrols in self-service portal - https://mysignins.microsoft.com

= My Sign-ins v
< o -
- Security info
G These are the methods you use to sign in to your account or reset your password.
= Add method
PIN required Security key
Set up a new PIN for your security key No items to dis
Name your security key. This will help distinguish it from other keys.
PIN Confirm PIN
Lost device? Sign out ey Bobs Special Key
‘ ® o 0 00 I

s I

Terms of use  Privacy & cookie!



Deployment Considerations ”

Windows 10 login User Experience

e AADJ Only - 1903+ e No tap and go (e.g. in retail)

e Hybrid - 2004+ o Need to enter PIN or Biometric

e Not for BYOD login scenarios (MSA)* e PIN/Bio enforced by Windows/Azure
MacOS Enrolment

e Browser support only at present e Currently only self enroll as an option
Mobile support e Currently no force PIN change*

o No support for mobile apps e Deployment of TAPS

e Cannot login via mobile browsers*
e Can register YubiKey via mysignins on iOS

* coming?



Introduction to the YubiKey

Nic Sarginson - Principal Solutions Engineer



Useful Links

e Product catalog
https://www.yubico.com/works-with-yubikey/catalog/

e Support Home
https://support.yubico.com/support/home

e Developer site - lots of info
https://developers.yubico.com/

e Compare Keys
https://www.yubico.com/products/yubikey-hardware/compare-yubikeys/

e HSM details and spec
https://www.yubico.com/product/yubihsm-2/

e Azure setup overview
https://support.yubico.com/hc/en-us/articles/360016913619-YubiKeys-for-Microsoft-Azure-AD-Passwordless-
Sign-In-Guide

e AD Cert services overview
https://support.yubico.com/hc/en-us/articles/360013707820-YubiKey-Smart-Card-Deployment-Guide

¢« OATH MFA overview
https://support.yubico.com/hc/en-us/articles/360015669179-Using-YubiKeys-with-Azure-MFA-OATH-TOTP



https://www.yubico.com/works-with-yubikey/catalog/
https://support.yubico.com/support/home
https://developers.yubico.com/
https://www.yubico.com/products/yubikey-hardware/compare-yubikeys/
https://www.yubico.com/product/yubihsm-2/
https://support.yubico.com/hc/en-us/articles/360016913619-YubiKeys-for-Microsoft-Azure-AD-Passwordless-Sign-In-Guide
https://support.yubico.com/hc/en-us/articles/360013707820-YubiKey-Smart-Card-Deployment-Guide
https://support.yubico.com/hc/en-us/articles/360015669179-Using-YubiKeys-with-Azure-MFA-OATH-TOTP

Yubico, Trusted Secure Authentication

Trusted choice for the largest companies in the world.

0 700+ Customers in 160+ countries
Account takeovers Proven technology partner

with YubiKeys integrations

92% 17/m+

Support reduction vs. YubiKeys sold

mobile apps

4. 500+ 330

Business customers + a Employees in 10 countries
large # of consumers

19/20 Top tier

US tech giants are Investors
customers @® Employees

f o

ALLIANCE

™ Customers



#1 IT Security Problem: Stolen Credentials

4.6+ Billion stolen credentials reported in

20191

23.5 million breached accounts used

123456 as their password?

81% of data breaches from weak/stolen

passwords?

$3.9M average cost of a breach ($148/

record)*

......

111011100001001 13
0111000010011
0 0 PASSWORD 100001
0111000010
711000010101
10011011100
l0110111001001:3:;.




Three Categories of Authentication

80%
attack
penetration

rate

Username and
Password

Deployed everywhere

Known usability gaps

Costly and hard to sustain
Common target for credential
phishing

Basic 2FA: SMS,
Email, Mobile

Not purpose-built for security
Uses existing technology stacks
that are vulnerable to network
and software attacks

Common target for credential
phishing

0%
attack
penetration
rate

Strong
Authentication

Purpose-built for security

No network connection,
stored data, or client software
required

Highly phishing resistant



The Authentication Challenge

Most Methods are Phishable and Offer A Poor User Experience

Increased Security & Recommended Methods
. -
Smart Card FIDO U2F / FIDO2

Legacy Protection from Modern Approach

e external phishing
Phishing resistant ‘D \ = O . threats

_

FIDO2 Security Keys

ta

A ADC rtrF ate Based

Level of Security

o|qeysiyd

ys1d g Ayixajdwo) uoniejusa|dw) paseasu|

Ea icrosoft Autl i
App with Conditional
. Access policy requiring

> Managed devi
Federated Identity anaged device

Provider such as Active
Directory Federation
Services (AD FS) configured
with phishing-resistant
method(s)

User Experience & Adoption




Exec Order 14028

On May 12 2021, the Biden administration issued
EO 14028 on “Improving the Nation’s Cybersecurity.”

This required adoption of zero trust frameworks
within 60 days, and MFA within 180 days.

WHITE HOUSE rm »-i Administration Priorities COVID-19 Briefing Room

BRIEFING ROOM

Executive Order on Improving the
Nation’s Cybersecurity

MAY 12,2021 - PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the

laws of the United States of America, it is hereby ordered as follows:

Section 1. Policy. The United States faces persistent and increasingly
sophisticated malicious cyber campaigns that threaten the public sector,
the private sector, and ultimately the American people’s security and
privacy. The Federal Government must improve its efforts to identify,

deter, protect against, detect, and respond to these actions and actors. The

-

-

‘ ‘ Cybersecurity is a top
priority for this
administration, and
recent events, such as
the SolarWinds cyber
incident, have shown that
adversaries continue to
target Federal systems.

-President Biden
FY2022 Budget




OMB M-22-09

On Jan 26, 2022, the Office of Management and
Budget (OMB) released a Zero Trust Strategy Memo

This sets a new baseline for access controls
across the government that prioritizes defense
against sophisticated phishing attacks.

7 % EXECUTIVE OFFICE OF THE PRESIDENT
s\ OFFICE OF MANAGEMENT AND BUDGET
!.\ /'3 WASHINGTON, D.C. 20503

‘ ‘ Agency staff, contractors, and
partners, agency systems must
discontinue support for
authentication methods that fail to

resist phishing, including protocols

YouR | that register phone numbers for

SMS or voice calls, supply one-time

codes, or receive push notifications.

That problem can be mitigated by

January 26, 2022

M-22-09

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES
FROM: Shalanda D. Young
Acting Director O:/"’Q‘A D (/"‘3)

SUBJECT:  Moving the U.S. Government Toward Zero Trust Cybersecurity Principles

This memorandum sets forth a Federal zero trust architecture (ZTA) strategy, requiring
agencies to meet specific cybersecurity standards and objectives by the end of Fiscal Year (FY)

2024 in order to reinforce the Government's defenses against increasingly sophisticated and pro\/id i ng those users with ph i Shing-
persistent threat campaigns. Those campaigns target Federal technology infrastructure, . . .

threatening public safety and privacy, damaging the American ecc y, and weakening trust in resistant tokens, InCIUdlng the PIV
Government. cards that agency staff and partners ‘
I.  OVERVIEW are generally issued.

Every day, the Federal Government executes unique and deeply challenging missions:
agencies ' safeguard our nation’s critical infrastructure, conduct scientific research, engage in = = I —_—
diplomacy, and provide benefits and services for the American people, among many other public 3



The YubiKey

Modern authentication at scale

© 00060

Easier to Use Stronger Security Ubiquitous Quality & Standards Best TCO
One touch to Stops phishing and One YubiKey to Industry best Reduces IT
authenticate man-in-the-middle all systems practice support costs



Best Total Cost of Ownership

Security Keys: Practical
Cryptographic Second Factors

for the Modern Web

Juan Lang, Alexei Czeskis,
Dirk Balfanz, Marius Schilder,

and Sampath Srinivas

Google, Inc., Mountaln View, CA, USA
Abstract. “Security Koyw™ are second-factor dovices that protect users
against phishing and man-i-the-middlo attacks. Users carry » single do-
vico and can self-register it with any coline service that supports te
pratocol. The devices are simple to mplement and deploy, simple to
use, privacy proserving, and secure agalnst stromg attackers. We bave
shipped wepport for Security Keys i the Chrosse web browser and
in Google's oaline services. Wo slow that Security Keys lead to both

an incronsed Jevel of security and user satisfaction by analyzing & two
yoar deployment which begas within Google asd has extended to our
cormumes-facing web applications. The Secuarity Key design has been
standardized by the FIDO Alliance, an organization with meee than
2350 member companies spanning the industry. Currently, Security Keys
have boen deplayed by Google, Drophax, asd GitHub. An updated and
extended toch teport is availablo at Sttps://githud, con/google/eds~
[docs/SecurivyKeys T port.pdf

Google

Result:
Problem: Solution: Zero account takeovers
One Time Password through Google made YubiKeys 4X faster to login
Mobile Apps and SMS didn'’t mandatory for all employees, 92% support reduction

stop phishing and optional for end-users Zero failure rates



Best Total Cost of Ownership

Risk of account takeovers

= 1 0°/o
@ ——
On-device prompt

@ °

E

24%

e ——]
SMS code

https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

0 %

Security key (YubiKey)

21%
) e

Secondary email

— 50%
oo | CINNNNNNED
Phone number

Google


https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

Top Business Scenarios

3'd party Customer
access base

Privileged Mobile Shared Remote Office
access restrlcted Workstatlon workforce workers

Secure Secure call Protect Enable Improve UX Protect Safeguard
privileged centers for shared remote and security corporate Yubico
account users  mobile workstation workforce for office system customers
[— restricted users SR workers access by 3rd end customer
account USErs Enable secure Office 365 EEMIZE Secure their
breaches Enable efficient log- access from Protect IP, accounts

efficient log-in in, compared home compliance

to mobile

phone



Quality and Standards

T

i

I N S
HE —
Secure production Robust Compliance
Secrets controlled Waterproof, crush FIPS, CSPN,DFARS,
by customers. safe, no batteries. GDPR, PSD2, PIV,

OATH, W3C, FIDO



The technology
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L
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. - JiE CERTIFIED |19
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YubiKey 5/FIPS Series YubiKey Bio Security Key NFC
Multi-protocol FIDO-only and Biometrics FIDO-only



Protecting secrets on servers

The Yubico Hardware Security Module is a small form factor
networked HSM. If we are generating private keys on end user
Yubikeys it makes sense to protect the private keys used to do
this on hardware as well.

Offers a low cost, high security, small form factor, networked HSM
for

Root CA key protection

Signing solutions

Keys at rest protection

Integration with MS-CA and EJBCA
Easy to deploy

Minimized design

Affordable

Secure chip and crypto processor
FIPS 140-2 (level 3) Validated




The YubiIHSM2 - features

Protecting secrets on servers

Extensive cryptographic capabilities
Modern algorithms and key lengths.

Role-based access controls for key management and key usage
Control which operations are done with keys, and by whom.

Network Shareable
Can be used by applications on other hosts.

Remote Management
Can be managed remotely.



The YubiIHSM2

Protecting secrets on servers

Key protection Industry Software signing Cryptocurrency

Safeguard your smart a. Ensure supply chain Make sure to keep Enable a secure crypto
card/PKI infrastructure, integrity for your your software integrity ecosystem - protecting
CA- and database master manufacturing plant solid and to enable the exchange itself

keys from malicious tamper proof
attacks b. Enable secure IoT applications

machine-to-machine
communication



YubiKey Multiple Protocol Support

FIDO2/U2E Smart Card (PIV) OpenPGP

OpenPGP is an open standard for

FIDO?2 is an evolution of FIDO YubiKey provides baseline functionality to = ’

U2F and offers the same high authenticate as a PIV-compliant smart signing and encrypting. It enables
level of security, with expanded card out-of-the-box on Microsoft Windows sign/encrypt operations using a
authentication options such as Server 2008 R2 and later servers, and private key stored on a smartcard
Passwordless, 2FA and MFA. Microsoft Windows 7 and later clients. (such as YubiKeys), through common

interfaces.

l

OATH
(TOTP/HOTP) Slot1 &2

HOTP and TOTP are the two main standards for Yubico OTP
One-Time Password: OATH-HOTP
HOTP: Event-based One-Time Password Challenge-Response

TOTP: Time-based One-Time Password Static Credential



Yubico
Authenticator

The safest authenticator app experience

across mobile and desktop

Hardware backed
security

— 11\

Portable credentials
across devices

Easy and fast
setup

0 e

s Q Quick find

642 265

Facebook (account@gmail.c...

@ *kk kkk
Github (account@outlook.co...

Smart card support
On iOS

Secure multiple
accounts



Six security features in one

e Use YubiKey as a stronger alternative or complement
to other authentication solutions

e Seamless path from legacy to next generation authentication

(@
-
=
oS
O ©
TR

FIDO/
WebAuthn
device

Smart
card

Mobile
2FA on
key

H00es

OTP
token

Static OpenPGP
Password encryption



Cryptography

Symmetric key
crypto

Uses a single, shared
secret between sender
and receiver to both
encrypt and decrypt the
message.

Smart Card (PIV)

Public-key infrastructure
(PKI)

Verifies and authenticates
parties involved using a
system of digital
certificates, Certificate
Authorities, and other
registration authorities.

U2F / FIDO2

Public-key crypto (PKC) /
Asymmetric crypto

Uses two keys, a public
key to encrypt messages
and a private key to
decrypt them.




Common Use Cases

OTP Smart Card (PIV) U2F / FIDO2

VPN - Computer logon - Cloud applications

Client apps - Admin access - Web applications

Web portals - All employee access - Computer login
(current) Windows 10+ (FIDO2)

Password managers
VPN - Password managers

Encryption tools




Advantages

OTP

YubiOTP / HOTP: No
client software needed
/ Keyboard Interface

OATH-TOTP: Need
Yubico Authenticator

Works with all
OS/platforms

Supports legacy
systems

Easy to implement

Smart Card (PIV)

Improved form factor
compared to traditional
smart card

No smairt card reader
needed

Smart card touch -
user presence needed
to activate

Touch-to-sign - user
presence needed to
digitally sign code

U2F / FIDO2

High security
High privacy
Low overhead

Frictionless user
experience

No drivers

Self-register with
various services

Supports biometrics




Yubiquity: one key protecting 700+ apps

‘versasec
@ Entrust Datacard’  [J10)
@ Bitbucket intercede (@) CYBER ARMED CITRIX
4 centos >_cmd & @®oxiac ER Windows :
teorigii3 & RedHat - Status.io C curity  Qdigicert
' debian EGOSECURE §§ STRONGKEY.
TR Computer @ : '
Ao senry Ubuntu® Login o islonline  mideye
(3:) termius G. fedcn'rt:lﬂ D |
itHub eveloper - .
Cp Siverstripe W & Encryption AEPNS ELogonBox mebilityguard
GitLab
. Tools roh
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@Fastmail g puzncoim 2 Services BUS i, gur OKta
40napp  Google ¥SPOt - e WOy idaptive ™ "Rk
2009 Privileged Password apts,o, Oisosec W ping A
op' y== Micmsaﬂ sz PSS = mea w /
ACCeSS M mt ®‘ms onelogin Shibbaleth
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nu'qb M the ryz /& BtMEX e ()-token [0S /N S SIVERFORT
) STEX U bitwarden MICRO .t
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| ] BeyondTrust a CYBERARK BrrevmManager Pro La o 1:—‘?‘“ rd Safe N
StPasss«.| b rasawe
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"View the complete list of verified services/apps that work with Yubico products on https://www.yubico.com/works-with-yubikey/catalog/"


https://www.yubico.com/works-with-yubikey/catalog/

FIDO2 & Phishing resistance



FIDO2 Overview

New open authentication standard offering new authentication choices

@ O @ @
1960s 2014 2019 2022
Usernames FIDO U2F FIDO2/WebAuthn PassKeys
and passwords Phishing-resistant second Phishing-resistant
factor

— E— r— Second T

I— I— I— factor .Qﬂ'\ @

 Login | Login | ] Login | o ]

Multi-factor/Passwordless
Multi-factor/ (hardware bound/syncable)
Passwordless
m

yubico Google e e e &

Go{_‘;gle % Microsoft

s



FIDO2 Overview

New open authentication standard offering new authentication choices

e’ I
— ° Two Factor: Password + Authenticator
Logi O
N )
/ ° -] ) ) Multi-Factor: Password + Authenticator or PIN or
-] ® : :
Login -Qﬂ O Biometric
N
w
\ J
a I

- Passwordless
h




FIDO2 and Passwordless

New open authentication standard offering new authentication choices

Hardware
with strong
crypto

Origin
bound keys

User
presence &
Verification

o

https://

—

—4t
1

v

0

i

e°0¢

® 5

Many apps,
no shared
secret

Multiple key
registration

Native
browser and
OS support



FIDO2/PIV provide phishing resistance

-

(= T T
@ victim > @) Fake login > ) Fake
page successful
4 ‘ login
Credentials
: (username &
! password)
(+ - -)
{ )
Authentication _
e Out of band Client web
SMS text | TOTP | Push portal

______________________________________________________________________________________



FIDO2/PIV provide phishing resistance
0%

€ victim > @) Fake login > () Login on real website fails
page FIDO authentication cannot
\ work on real website
User supplies the Credentials Trusted relationship between
FIDO credential (username & FIDO key and real website
for fake site password)

] (e - -) Invokes MFA from
y browser (asks user for

O =
Q:{ﬁj 1) FIDO authentication)

Authentication
9 FIDO e Attacker o Client web
authentication portal

T \

v




FIDO2/PIV provide phishing resistance

Oé No authenticator
response

(N I
€ victim > @) Fake login > () Login on real website fails
page FIDO authentication cannot
\ work on real website
User supplies the Credentials Trusted relationship between
FIDO credential (username & FIDO key and real website
for fake site password)

- Invokes MFA from

(2] | No credentials - browser (asks user for
— to forward { ) FIDO authentication)

Authentication
9 FIDO e Attacker o Client web
authentication portal

T \

v




Hyatt - MS Azure AD, EndPoint Manager, Autopilot + FIDO Security Keys

o IT configures:
Autopilot profile
Temporary Access

Pass (TAP)
< )+
ntune
s 9 IT communicates 9 Devices are shipped o Devices
! Azure AD information to directly to user automatically
: Hardware distributor together with the join Azure AD, -
for PC setup FIDO security key enroll in Intune § Enter Temporary Access Pass
................. -@E - s
(oo
Hardware distributor Colleague unboxes _US?f logs
uploads device IDs PC, turns it on In via TAP

and connects it

to the internet
@ User registers
the FIDO security key

L] ... and off they go!

1
1
1
1
1
1
|

v



Product Summary



YubiKey Summary - Product Portfolio

YubiKey 5 Bio & YubiKey 5 YUubiHSM 2

: : - World’s smallest
Series Security Key FIPS Series HSM for highly-

Multi-protocol series Series Built for government security Conscious

and highly-regulated
organizations

for organizations .
ganizal FIDO series for orgs
individ’ ~1ls and

organ.. .tions

Passwordless

Multi-protocol
(OTP, U2F/FIDO2, Smart
Card)

FIDO2, U2F only

Server Protection



YubiKey Summary - The Yubico Platform

Services (ﬂ .)
Customization Subscription

Integrations SDKs, libraries, APIs 3rd party YubiCloud validation

Certifications FIPS, CSPN (BSI cross certification coming)

Software Driverless OTP Fullllle oy Yubico Authenticator
: PIV smart card, OpenPGP, :

features Yubico OTP, OATH for desktop and mobile

FIDO, WebAuthn

Hardware
form factors

Authenticators




Deeper look at MS Passwordless



New Shiny Things

Latest updates and improvements

o« CA Authentication Strengths, ie enforce FIDO/CBA only

o Definable authentication strength requirements

0 Authentication meth¢ Ccustom

iam365 - Azure AD Security

|P Search | «

Manage ]
& Policies

Password protection
[L Registration campaign

0 Authentication strengths (Preview)

Monitoring

il Activity

User registration details

& Registration and reset events

ws Bulk operation results

Configure Review

Name *

High Assurance Auth

Description

Add a description for your authentication strength

| £ Search authentication combinations

~  Phishing-resistant multifactor authentication (3)

I:‘ Windows Hello For Business
. FIDO2 Security Key
- .
Advanced options
Certificate Based Authentication (Multi-Factor)

% Passwordless multifactor authentication (1)

Previous Next

New
Conditional Access policy

Assignments

Users or workload identities (D)

0 users or workload identities selected

Cloud apps or actions ()

Mo cloud apps, actions, or authentication
contexts selected

Conditions

0 conditions selected

Access controls

Grant (&

0 controls selected

Session (@

0 controls selected

Enable policy

Control access enforcement to block or
grant access. Learn maore

O Block access

@ Grant access

[ ] Require multifactor @
authentication

. Require authentication [0]
strength (Preview)

| High Assurance Auth o |

A “Require authentication
strength” cannot be used with
“Require multifactor
authentication”

|:| Require device to be marked (D
as compliant

[] Require Hybrid Azure AD @
joined device

|:| Require approved client app @




New Shiny Things

Latest updates and improvements

e Certificate Based Authentication

o Direct certificate authentication to Azure, no need to federate
o Supports desktop login for AAD joined Win 10 and 11 devices

o Meets MFA requirements in Conditional Access

o Supported on 10S in native apps and with MS Auth app for MS apps

e WebauthN support for RDP
o Win 10 and 11 clients support WebauthN passthrough
o Server side is 2022 currently
o Web based support, not supported for login or in apps currently

e AVD support for FIDO
o Supported for sign-on and redirect to session



YubiKey 5 features and use cases

Multi-protocol suite addresses large range of requirements

WebAuthn, Smart Card TOTP One-Time
FIDO2, U2F Credential Password
[=1%[=] -
[=] || 3
Use Cases: Use Cases: Use Cases: Use Cases:
- Authentication - AD/ADFS/RDP CBA - MFA - |IAM services
- Single sign-On - Digital Signatures - RADIUS - 3rd party
- Enterprise & Consumer - Encryption - VPN - Legacy
>

Other use cases include PGP, HMAC C/R, threshold signatures, key escrow,
disk encryption.



The Authentication Challenge

Most Methods are Phishable and Offer A Poor User Experience

Increased Security & Recommended Methods
. -
Smart Card FIDO U2F / FIDO2

Legacy Protection from Modern Approach

e external phishing
Phishing resistant ‘D \ = O . threats

_

FIDO2 Security Keys

ta

A ADC rtrF ate Based

Level of Security

o|qeysiyd

ys1d g Ayixajdwo) uoniejusa|dw) paseasu|

Ea icrosoft Autl i
App with Conditional
. Access policy requiring

> Managed devi
Federated Identity anaged device

Provider such as Active
Directory Federation
Services (AD FS) configured
with phishing-resistant
method(s)

User Experience & Adoption




Helping customers migrate, enhance, evolve

OTP Certificate Passwordless Hybrid
Authentication  Authentication Authentication Authentication
With FIDO2 With FIDO2

Four Authentication Options Covering:

MFA, Smart card, Federation, Passwordless



Helping customers migrate, enhance, evolve

e Direct certificate auth to Azure now in
preview A

e Previously needed to federate _ ""}“““‘(’"““W

e Allows smoother migration from on-prem .
auth to cloud

e Latest Winl10/11 release supports direct
desktop login and SSO



https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-certificate-based-authentication

YubiKey and Microsoft

Office 365

Cloud native and wants
to achieve:
¢ Web authentication

Azure AD is bundled with Office
365, thus Office 365 customers
can enable Passwordless.

M365 backend is Azure AD and
includes Office 365.

Azure AD

Wants to use Azure AD

as IDP:

e Desktop authentication
(Windows 10/11 only)

o Web authentication to
federated apps and services

Supported platforms include

Azure AD joined:

e Windows 10 v1903 or higher
for Webauthn

« PREVIEW - Certificate
Based Authentication

Hybrid Azure AD

(AD + AAD)
Wants to extend Azure AD
passwordless to allow SSO to
on-prem resources such as
applications and file shares:
o Desktop authentication
(FIDO2 or Smart Card)
o Web authentication to
federated apps and services

Supported platforms include

Azure AD joined:

e Windows 10 v1903 or higher
for Webauthn

Hybrid Azure AD

e Windows 10 v2004 or higher

On-prem AD only

Has older Windows machines or
Macs and wants to deliver the
same passwordless

experience (with PIN)

*Not a candidate for FIDO2
Passwordless, but...

Great candidate for
passwordless with AD +

smart card. Also ideal for legacy
apps, Macs, etc.



Helping customers migrate, enhance, evolve

' L] . n
® £ o
\ CERTIFIED | N
0 SmartCard Palring
Do you want to connect the inserted SmartCard with
the current user?
. @ Card Kentity:  Certificate For PIV Authentication (Y... [
Reader Yubico YubiKey OTP+FIDO+CCID
Driver Personal Identity Verification token driver
IlII | i Do not show again Cancel E‘j

FIDO2 FIDO U2F Smart Card (PIV)

OATH Config OpenPGP
(TOTP/HOTP) Slot1 &2

Secure today, future proof for tomorrow



experience

Windows
Hello

Platform

Microsoft/Yubico

Authenticator
Software

PIV + FIDO?2
Security Keys

Hardware

- Office workers with dedicated PC

Leverage the security of the TPM
FIDO2 certified

- Good Solution for mobile/non-PC users

- Can be used to bootstrap Windows Hello

for Business

- Shared workstations, first line workers

and mobile restricted

Backup/break-glass strong method for
Admins - bootstrap Windows Hello

Microsoft’'s 1st passwordless experience

- Sign in using a PIN or biometric

recognition with Windows devices

Sign in using a mobile phone with
biometric scanner, or PIN

YubiKey as MFA 2nd factor

- Sign in using FIDO2/PIV security device -

access device based on organization
controls and authenticate based on PIN
or biometrics




Microsoft and Yubico passwordless

Windows Authenticate with Windows Hello for Business

Hello Simplify login process (no username / password)

Multi factor by nature (ownership of computer + PIN/biometrics)
Based on asymmetric secrets

o Add YubiKey
i

e s Bootstrap new (OOBE) device with YubiKey & AutoPilot
dedicated PC - User credential becomes portable (not tied to one computer)
Enrolling of Windows Hello on a device becomes easier, no need
for complex enroliment process

In case of PC failure, user can rapidly provision another device
FIDO2 certified with near zero downtime

Presence of a TPM in the device becomes irrelevant

Ideal zero-trust scenario, since the credential container is now
portable and does not rely on the physical computer as the
perimeter

Leverage the security of the
TPM




Microsoft Authenticate with Microsoft Authenticator App

Authenticator

Simplify login process (no password)
Software

Multi factor by nature (ownership of phone + PIN/biometrics)
Based on asymmetric secrets

Complement with YubiKey Authenticator

. Gonel Seluten Tr el TR Use the YubiKey as the Root of Trust to quickly and securely
users provision users on a new device

Adds extra level of security to standard MFA for auth or

bootstrapping registrations of FIDO2

Can be bulk enrolled and activated (Powershell)

Eliminates reliance on phone battery and coverage

- Can be used to bootstrap
Windows Hello for Business




PIV + FIDO2
Security Keys

Hardware

Shared workstations, first
line workers and mobile
restricted

Backup/break-glass strong

method for Admins -
bootstrap Windows Hello

Win10 shared device MFA options

FIDO2/PIV
Hardware key

()
-’

Windows Microsoft
Hello authenticator

Compliments

‘ Microsoft
\ Azure active

directory

Gives authentication mobility
Not tied to device or browser
Cross platform

Up to 10 YubiKeys can be
registered per user for FIDO2

Compliments WHfB but does not
require WHfB to be deployed

Bridges other authentication
protocols



Passwordless - Enablement and delivery



Windows 10/11 login User Experience

e AADJ Only - Win 10 1903+ o Need to enter PIN or Biometric

e Hybrid - Win 10 2004+ e PIN/Bio enforced by Windows/Azure
o Not for BYOD login scenarios (MSA)* e No tap and go (e.g. in retail)

e No Mac login support for FIDO2 just PIV

Web authentication (cross platform) Enrollment

o Edge, Safari, Chrome etc e Currently only self enrol as an option
Mobile support e Currently no force PIN change*

e MS mobile apps + MS App + CBA o Deployment of TAPS eases user flow
e 10S Malil etc support smart card o CBA meets MFA requirements

Can't login via mobile browsers via FIDO2*
Can register YubiKey via mysignins on iOS

* coming?



Reporting & Insights for Auth Methods

ImEan

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Authanlication methods

o Authentication methods | Activity X
il Winglip Toys Co - Azure AD Seourity
| i SeEh ) | * Reqistratian lsage
Manage
& rolicies
T Users Capable of Multi-Factor Users Capable of Users Capable of Self-Service
i Activi i . . -
2 @ Authentication Passwordless Authentication Password Reset
i Registration details
B i bzl 364 of 603 total 42 of 603 total 325 of 603 total
Password pratection Ak 40% of your organization isn't a 93% of your organization isn't M 46% of your organization isn't
capable, capable, enabled,
Users registered by authentication methed Recent registrations by authentication methed
Y Filter Methad: All % Filter ~  Date range: Last 7 days Method: All
Soltware Software
oTpP
o fep
natification AP
molificaton
Mobile
Mabile
FID02
Security
Email queston
Office
WHFE phone
Alternabe Allernate
mahbile mobile

Cffice
phane | Ermiail



e Authentication Methods
Policies

. PowerShell Gallery Packages  Publish  Statistics  Documentation Sign in

Search PowerShell packages:

Y e Authentication Methods

10,491
Minimum PowerShell
51
68
nstallation Options
Install Module Azure Automation Manual Download
1/3

' Manually download the .nupkg file 1o your system's default download focation, Note that the file won't be
Info unpacked, and won't include any dependencies. Learn More . el I l p O rary ‘ : C eS S aS S
i Download the raw nupkg file

A ithae !
or(s)

Microsoft Corporation

e PowerShell


https://docs.microsoft.com/en-us/graph/api/resources/authenticationmethodspolicies-overview?view=graph-rest-beta
https://docs.microsoft.com/en-us/graph/api/resources/authenticationmethods-overview?view=graph-rest-beta
https://docs.microsoft.com/en-us/graph/api/resources/temporaryaccesspassauthenticationmethod?view=graph-rest-beta
https://www.powershellgallery.com/packages/Microsoft.Graph.Identity.signins/1.3.1

© 2021 Yubico

Temporary Access Pass

Scoped to users and groups
Set a duration and start time

Enabling full passwordless flow
Temporary access pass settings X

Temporary Access Pass is a time-limited passcode that serves as
strong credentials and allow onboarding of passwordless credentials.
The Temporary Access Pass authentication method policy can limit
the duration of the passes in the tenant between 10 minutes to 30
days. Learn more

Minimum lifetime

O Minutes @ Hours O Days
O III hour

Maximum lifetime

O Minutes @ Hours O Days
o o ] o

Default lifetime

O Minutes @ Hours O Days
O III hour

Length (characters)
8 |

Require one-time use

Cves

One-time use or multi-use

Configurable in the Azure AD
portal and in Microsoft Graph

Satisfy MFA requirement
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Temporary Access Pass uses

Enabling full passwordless flow

Register A FIDO2 Security key

@ To maintain access to your account, add a sign in method.

Register Phone Sign-in Security info

These are the methods you use to sign into your account or reset your password.

~+ Add method

BOOtStrap WHfB/OOB E/MO b I | e/MaC OS @ Temparary access pass Expires 10/10/2020, 2:02:14 PM

Lost device? Sign out everywhere

Access to your account
(Passwordless and MFA)

Recover



Enablement Areas

FIDO2/CBA enabled in tenant
Device login enabled

User self enrollment
Full passwordless flow (TAPS and CBA)



Enable Tenant
Set method specific settings for FIDO2, CBA and TAPS

Method Target Enabled
FIDO2 Security Key All users Yes
Details W4

Configure your users in the authentication methods policy to enable passwordless authentication.
Once configured, you will need to enable your users for the enhanced registration preview so they Save Discard
can register these authentication methods and use them to sign in.

EMABLE TARGET GEMERAL

Method Target Enabled m Select users) Allow self-service set up
Q No )

i All users Yes Name Type
FIDO2Z Security Key USE FOR: vp
. . [— Enforce attestation

Microsoft Authenticator Mo * Signin All users Group

+ strong (ves GETED
Text message (preview) Mo *’-“”‘he“"fa

tion

Temporary Access Pass All users Yes KEY RESTRICTION POLICY
Certificate-based authenti... All users Yes Enforce key restrictions

l(‘res m)

Restrict specific keys

IC Allow Block )l

Add AAGUID

Mo AAGuids have been ad..



Enable device login

Endpoint Manager or Provisioning package for desktop login

»

Home  Devices - Windows Windows Hello for Business X
f @@ Windows | Windows 1 Mnders enreiment
# Essentials
= | 2 search (Cmd+/) | « Last modified 1 12/18/19, 9:01 PM
* Assigned to : All users.

- Windows devices

in

[ Windows enrollment ) . . . . )
Windows Hello for Business settings lets users access their devices using a gesture, such as

to all users regardless of group membershi
Windows 10 feature updates (Pre... 9 group P

] ) . biometric authentication, or a PIN. Learn more.
Windows policies
‘ . Learn about integrating Windows Hello for Business with Microsoft Intune
[& Compliance policies
) Name
A L& Configuration profiles All users and all devices
™ PowerShell scripts o
2 Description
X 52 Windows 10 update rings This is the default Windows Hello for Business configuration applied with the lowest priority
HH

Configure Windows Hello for Business: (7) | Not configured ~ |

Use security keys for sign-in: (0 | Enabled ~ |

Save Discard



User enrollment

Create a Temporary Access Pass for the user
Bob Smith | Authe

User
Choose method

re— 1 L. . , x,v.-'
B Administrative units Temporary Access Pass

& Groups Create a Temporary Access Pass for Bob Smith. While the pass is valid, the user can use it to

sign in and register strong credentials. Learn more
sid Applications

Delayed start time

L) .
ma  Licenses o .
Activation duration ()

Devices (e e s s se— e— ——(—(—(—(— — days

Azure role assignments One-time use

(Tes m

-

@ Authentication methods

Activity

3 Sign-in logs



User enrollment

Create a Temporary Access Pass for the user
Bob Smith | Authe -

User
Provide Pass

- . , , Provide this Temporary Access Pass to the user so they can set their strong credentials.
& Administrative units

#R2KP-T72
& Groups
i Applications Secure registration
. To register their credentials, have the user go to My Security Info.
ma Licenses
https.//aka.ms/mysecurityinfo
[¥ Devices

Azure role assignments Additional information

@ Authentication methods Valid from 9/28/2022, 4:45:37 PM
Valid until 9/29/2022, 4:45:37 PM
Activity
Created 972872022, 44538 PM

3 Sign-in logs



User enrollment

User enrolls in self-service portal - https://mysignins.microsoft.com

— My Sign-ins

BY Microsoft

< bob@auth365.cloud S ecu “ty N fo
Enter Temporary access pass These are the methods you use to sign in to your account or reset your password.
flemporary access pass Default sign-in method

Add a method

D Show Temporary access pass
+ Add method

Use your password instead Which method waould you like to add?

No items to dis [ security key =

Authenticator app

Security key

Lost device? Sign out ey



User enrollment

User enrolls in self-service portal - https://mysignins.microsoft.com

M y Sig n-ins

| Security info

‘hese are the methods you use to sign in to your account or reset your password.
PIN required
Set up a new PIN for your security key - Add method
PIN Confirm PIN

Security key

No items to dis

| Name your security key. This will help distinguish it from other keys.
g .ost device? Sign out ey Bobs Special Key
1

Terms of use  Privacy & cookies <.«



Multi-device Access

m o m o=
=000

Portable Root of Trust for Multiple Devices
Securing Desktops, Websites and Services




