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Microsoft Information Protection

Data Classification Analytics

MIP Scanner

Sensitivity Labels

Apply classifications to
mark your data, including
file-based protection

Understand your data
landscape and identify
important data across
your hybrid environment
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Data Loss Prevention

Prevent

data loss Apply checks and controls

/ around data to prevent
inappropriate sharing
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Know your data

i1 Microsoft Purview

Data Classification

& Data classification
# Overview  Trainable classifiers ~ Sensitive info types ~ EDM classifiers  Content explorer  Activity explorer

Overview of types of info in your environment ': Rt sty ottt o ot st r o el .20t sl ere chang,fles e o e sl sty montored s chang, o
A Built-in filters ~+ “Z Reset %3 Filters

. . 3 = Date: 9/3/2022-9/29/2022 Activity: Any Location: Any User: Any Sensitivity label: Any

Use out-of-box and define custom classifiers N
Q

See where data resides with Content Explorer .
B 4
a B

See what is happening with your data with _ E— I | . I I

Activity Explorer B mi Wit @i B
® 4 Export () Refresh 27items 3 Customize columns
& Activity File Location User Happened Policy Rule 4
(2 [] Label applied httpsy//mgmidev.sharepoint.com/sites/BTCDemo... SharePoint mark@mgmjdev.onmicrosof... Sep 29, 2022 3:19 PM

Bl

I\/l | | : ;( :al I | Ie r [] Label changed https://mgmjdev.sharepoint.com/sites/BTCDemo... SharePoint mark@mgmjdev.onmicrosof... Sep 29, 2022 3:18 PM

=

Extend data classification to on-premises
file repositories



Protect your data

Sensitivity Labels

Central unified labels for classifying & protecting
files, emails, sites, groups & assets
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Apply to documents Add visual markings Encrypt contents, Auto-apply labels by
within Office apps and with customised text control access, and matching document
SharePoint libraries define usage rights content with M365

classifiers



Protect your data

Create a team site

Your team site will be connected to a Microsoft 365 group which
gives your site a shared OneNote noteback, group email
address, and team calendar

Connect your team site to a Microsaft Team to enable persistent
chat by selecting Next steps = in the suite navigation and then
Add real-time chat. Learn more
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Apply to SharePoint sites, Teams and Groups
to define privacy and access settings

Site name *

Sales & Marketing

e

Site description

Tell peaple the purpose of this site

Sensitivity

None

General
Confidential
Highly Canfidential

None

English

- Cancel
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[ Azure Dats Lake

Label
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age Gen2

Refresh

Overview  Lineage  Contacts

Description

B e [

Classifications
—
& U Debit Card Number ’

Classifications (2)

£ Credit Card Number

Properties

Apply labels to files and schematized data
assets in Microsoft Purview Data Map
(including SQL, Azure SQL, Azure Synapse,
Azure Cosmos, AWS RDS, and more)



Prevent data loss

Data Loss Prevention

Make sure sensitive information in email, docs and
more isn’t shared with the wrong people

Centralised, unified
policies for simpler

B8 Exchange email B Devices
management e
Detect sensitive 8 SharePoint sites 8  Microsoft Defender for Cloud
info and/or other Apps
attributes = —

= OneDrive accounts = On-premises repositories

Define actions to
restrict access or
manipulate the
content

L] Ll Fower Bl
BE  Teams chat and channel

messages

Raise alerts to
security team for
further analysis or

action

Extend DLP control
onto endpoints,
third-party cloud
apps, and on-prem
file shares



Prevent data loss

Automatically block messages which contain Monitor and protect sensitive items that are
sensitive information, and educate and quide physically stored on Windows ‘10, Windows 11,
end-users with notifications and “policy tips” and macOS (Catalina 10.15 and higher) devices

. . /N Audit or restrict activities on Windows devices 0]
Marie Beaudouin

: v
Thank you for always being so positive! Audit or restrict activities on Windows devices

When the activities below are detected on Windows devices for supported files containing sensitive info that matches this policy's conditions, you can choose
to only audit the activity, block it entirely, or block it but allow users to override the restriction. Learn more

i . ” v ! i cl | Vic ac s by llowed (1)
W haverrt ad s Break in awhile: . th oad to cloud services or access by unallowed (O
prowsers

I will push Krystal to give us a few more days. That shouldn't be a problem.

e was blocked. What can | do? i ®
was blocked. What can | do 7 Copy to a USB removable media O Block with ov
| don't have the file yet, but here are some cards and information | have Copy to a network share o Aiidit on
py to a netw a ® ly

handy that you can use:

©

|

Access by unallowed apps Audit only

Name: Bobby Lee 5
Number: 5432180476691446 nnt Audit only
Expiration: 11/2021

CVV: 155

Brian Johnson  Diners Club 30569309025904
Name: Adam Jacks Christie Cline Diners Club 38520000023237
am Ja
Number: 5458057271187995 Debra Berger Discover 6011111111117

Expiration: 06/2021 Diego Siciliani Discover 6011000990139424
CVV: 646 Grady Archie Jla) 3566002020360505
Irvin Sayers MasterCard 5555555555554444
SSN: 08-819-2931 Isaiah Langer MasterCard 5105105105105100
Passport: AE453412 Johanna Lorenz Visa anmmmnmm
Joni Sherman Visa 4012888888881881 @ Data Loss Prevention

Best regards,

Your organisation’s policy

Type a message Lynne Robbins

Y COBBE @ -

Dismiss




Prevent data loss

Extends into Microsoft Defender for Cloud Uses the MIP scanner to apply actions to
Apps to detect and control sensitive info on-premises file repositories
in third-party apps

/~ Restrict Third Party Apps |0} N\ Restrict access or remove on-premises files [ii]
Restrict Third Party Apps Restrict access or remove on-premises files
Use one of the automatic actions provided by Microsoft Defender for Cloud Apps. Learn more 1 . . .
. B @ Block people from accessing files stored in on-premises repositories
b8 Box
D Send policy-match digest to file owner 0] @ Block everyone. Only the content owner, last modifier, and admin will continue to have access ©
D Remove external users 0 O Block only people who have access to your on-premises network and users in your organization who weren't granted explicit access to
[ Trash file 0] the files ©
D Remove direct shared link 0] . X o ) ) :
O Set permissions on the file (permissions will be inherited from the parent folder)
G Suite
D Send policy-match digest to file owner ® O Move file from where it's stored to a quarantine folder
D Make private
D Remove external users 0]
(] Trash file o

Cisco Webex

D Trash file ®©
Dropbox

D Send policy-match digest to file owner ®©

D Trash file ®

D Remove direct shared link 0]
Salesforce

D Send policy-match digest to file owner 0]



Prevent data loss

Alerts dashboard allows deep
investigation of a policy match

Shows details of single and
aggregate event alerts

Manage the workflow with
assignments, notes and alert
status

Microsoft Purview

¥ Home

< Compliance Manager
<2 Data classification
F Data connectors

A Aerts

¥  Reports

=5 Policies

Q Permissions

E]" Trials

Solutions

R catalog

BR  App governance

B Audit

L Content search

[Z  Communication compliance
| @ Dataloss prevention

5 eDiscovery

T Data lifecycle management

[& Information protection

[ infrrmaatinn harsinee

Data loss prevention > Alerts > DLP policy match for email with subject Test'

DLP policy match for email with subject 'Test'

EEE High @ Acne

Overview  Events

What happened

Mark Warnes sent an email with subject "Test" with
sensitive content.

On Sep 28, 2022 12:10 PM, Mark Warnes sent an email which violated the DLP policy “UK. Financial Data

Name User Location
Sensitive info in email with subject ‘Test' o Mark Warnes Exchange
Actor details Policy information
Users who performed the event Policy matched
Mark Warnes UK. Financial Data
mark@mgmjdev.cnmicrosaft.com
Rule matched

High volume of content detected U.K. Financial Data

Sensitive info types
Credit Card Number

Trainable classifiers

’ Manage alert

Assign  Management log

Status

‘ Active

Assign to

Start typing to find users

Comments

Add comments about this alert
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Generally Available

Unified Data Management Microsoft ST
Purview

o8 .

\ / / ~ Azure
. ] Synapse
I Microsoft Purview @ Analytics
On-prem Data Producers and Consumers Data Officers ¢ N ! SQL Server

Vv

Data Catalog Data Estate
. Enable effortless data Insig htS . Power Bl
Cloud discovery Assess data estate health

- >_H Data Map ‘ Azure SQL

Automate and manage metadata at scale
Saas o Microsoft 365

Applications/ \ / \

N
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Scan Sources

Discover sensitive data using 200+ built in classifiers, define your own custom classifiers

=

Microsoft Azure | Purview » Adatum Corp O Revenue . mflasko@microsoft.com

MICROSOFT

Select classification rules

Choose classification rules that will run on the dataset.

System rules
Government

Financial

200 + out of box
classifiers

Security

<M< N <M N

>
>
> Personal
>
>

Miscellaneous

Custom rules

D \/ Custom classification rules
Transaction|D
SupplierNumber

StoreUid

Custom Classifiers ———»
ProductCode
ProductCategory
PONumber
InvoiceNumber

EmployeelD

CouponCode

105 classification rules selected

I JoooDOoDoooog

Create




Data Map — Custom Classification rules

Define your own data pattern along with thresholds to reduce false positives

viseshag@microsoft.com

Microsoft Azure ‘ Purview » Fabrikam P Search assets
MICROSOFT

b5

B Sources Classification rules

z B collections b Mew 00 Refresh

Source management
9 System Custom

@ Scan rule sets
How Azure Purview classifies data (@
1 Integration runtimes

" Filter by name...

Annotation management

B e &

Name State
A Classifications

L ABA Routing Number
FJ Classification rules

Age of an individua

Argentina National Identity (DNI) Number

Australia

cense Number
Australia Medical Account Number
Australia Passport Number
Australia Tax File Number

icense Number

Austria Dri
Austria Identity Card

Austria Passport Number

Austria Social Security Number
Austria Tax Identification Number

Austria Value Added Tax

Belgium *s License Number

Belgium Mational Number

Belgium Passport Number

Belgium Value Added Tax Number @ Enabled

Brazil Individual Taxpayer Identification Number (CPF) Qo



4p Microsoft Purview Data Estate
Insights



Microsoft Purview> Studio > Data Estate Insights

Data Estate Insights

Bird's eye view of data landscape : —

Data stewardship

Health View key metrics about your data estate’s health and performance. Report generated on June 16, 2022 at 9:36 PM ©

B Data stewardship

Asset nership © Catalog usage and adoption C

Inventory and ownership

Asset curation () data ow
B Assets M Fully curated
Curation and governance 47K B Partially curated 3.3K
M Mot curated
~ Tatal assets No owner
Glossary

& Classifications

Monthly active users

B Owner assigned

B o owner 8 ali

L67% in last month

Benefits

[ sensitivity labels Show: () Data estate () Catalog adoption

eF B8 e oA,

 Intended to help users such as Chief
Data Officers quickly understand their Cotecton: ot Conse
data estate at large and gain key Wibseiivec.. Folycrmd  Ownerssigned  Noclsfcatons Owoldme  New
insights such as where sensitive data O Aex  Aex A A

. oply Chain 4 @ 5% A 5% A 5% @ % @ o 4 4

reSIdes Finance 22 @ 100% 0 3% @ o5 Q o Q9 o 2 7
Human Capital 4,203 @ 5% A 5% A 25% 9 15% 9 0% 4,20 4203

@ 0% 4 4

« Asset Insights to see where all data : G e o on
resides across Collections and range of
source types. Glossary insights to 2 T ke Sk
understand changes made to business
terms and how much coverage glossary Cotecion (R Comose ) (_Clsetionctegy: ) (_Clscaion A1) (s owner )

has over your data map

- Sensitive data Insights to simplify
compliance risk assessment across
operational and transactional data
sources. Assess risk and derive audit
trails of data qualified by sensitivity and

business relevance

_



Microsoft Purview> Studio > Data Estate Insights > Health

Data stewardship

A view of the data estate health and insights into the catalog'’s adoption

« .
Data stewardship
Health View key metrics about your data estate's health and performance. Report generated on June 16, 2022 at 9:36 PM ©
I EA Data stewardship I
) "
Inventory and ownership Show O Data estate (@) Catalog adoption
ER Assets
Curation and governance Active users by feature category
Glossary Date range: (@) Daily () Weekly () Monthly

‘E Classifications

[$ sensitivity labels

users

Number of

NI

May 18 May 20 May 22 May 24 May 26 May 28 May 30 Jun1 Jun 3 Juns Jun7 Jun9 Jun 11 Jun 13 Jun 15

w== All == Search and browse == Asset curation

Most viewed assets Last 30 days Top searched keywords Last 30 days
Asset name Curation Views Show: ‘@) Searches with results O Searches with no results
customclassifications_renamed Fully curated 55 Keyword Search volume
supporte _renamed_2.tsv Partially curated 50 . 6
blobdatascansrscus Partially curated 36 mssql://10.1.0.4/mssqls sinkonpremd 2

Imbdata-lessthan-5unique-records Fully curated 32

w
o

WithoutColumnName.psv Fully curated




Microsoft Purview> Studio > Data Estate Insights > Curation and governance

Sensitivity Labels

Understand what sensitivity labels have been applied across the data estate

«
Sensitivity label insights (preview)
Health (preview) View sy matrics 2bout the sensitiviey lzbels apolied to sourzes files, 2nd tablas. Repart generatzd on Juns 16 2022 3t 17:00 PM
G2 Data stewardship
Inventary and awnership (preview) Total assets labeled Files labeled Tables labsled Unique labels found Sources labeled

B Assen 1 89 = 1 59 D 30

Curation and governance (previe..

M

[=n] 9 [

Glossary

Top sources with labeled data (last 30 days) Top labels applied across sources
& Ciassificstions

[ sensitivity isbeis

§ :
g 5
2 :
=
B Azure Data Leke Storege Genz M Azure Blob Scorage M Acure Synapse Analyic I Azure SQL Datsbase -
s detail
Top labels
For files For tables
175
1
123
i, .
H 5
T T
H g
= E

View details



Microsoft Purview Integrations: Public Preview
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Power Bl + Microsoft Purview: Better Together

Discover

Discover Power Bl assets (tenant,
workspace level) in Purview Catalog

Browse & Search

Find Power Bl assets (dashboards,
reports, datasets etc.) in Purview
catalog

MICROSOFT CONFIDENTIAL — NON-DISCLOSURE AGREEMENT REQUIRED

Enhanced metadata,
lineage, sensitivity
labels & endorsements

View enhanced metadata, lineage,
sensitivity labels, endorsement labels
in Purview for Power Bl assets




Microsoft 365 + Microsoft Purview: Better Together

Consistent classification and Labels across M365, Azure, SQL Svr, Power BI

Information protection

Extend labelling to assets in
Microsoft Purview

Discover Purview from M365 Classification & Labels applied across
Compliance Center & get started with breadth of Data Estate by Purview
classifiers and labels

Auto labelling

Labels automatically cascade via lineage

MICROSOFT CONFIDENTIAL — NON-DISCLOSURE AGREEMENT REQUIRED

Information worker exports data
from Power Bl & saves to Excel with
same sensitivity label

M365 -> Azure -> PBI -> M365



Roadmap

Label and protection applied to PDFs exported from Office apps
Updated user experience for picking and seeing sensitivity labels in Office apps

Complex condition support in DLP rule authoring experience (create advanced rules

using a combination of AND/OR/NOT operators)

Application of a "default label” to an unlabeled file uploaded to a SharePoint Online

document library



Thank you

> Any questions?



