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Introduction

Which of the following applies to you?

— We use Microsoft Identity Manager - Synchronization Service only
— We use Microsoft Identity Manager - Synchronization Service and Portal
— We use a different Identity and Access Management solution

— We don’t have any automated ldentity and Access Management



Introduction ”

The Identity Panel Suite consists of five components. We're not planning to cover all of them in depth
in this session.

What’s the focus of this session? What’s not?
HyperSync Identity Panel (except Scanning & Reporting)
Service Panel Access Panel

Q&A (feel free to ask about any components) Test Panel



Introduction

— Those with Microsoft Identity Manager

— Those just starting their IdAM journey

— Those looking to "modernise” the user experience

— Those looking to grow their [dentity and Access Management solution



Introduction

Microsoft Entra

Protect access to any app or

resource

Safeguard your organization by
protecting access to every app
and every resource for every

user.

Secure and verify every

identity

Effectively secure every identity
including employees,
customers, partners, apps,
devices, and workloads across

every environment.

Provide only the access

necessary

Discover and right-size
permissions, manage access
lifecycles, and ensure least

privilege access for any identity.



Those with MIM

ldentity Panel

— Dashboard
—> Time Traveller
—> Reports

—> Schedules

— RBAC




Identity Panel - dashboard
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Identity Panel - history
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Identity Panel - time traveller
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Identity Panel - reports

# Reports - Identity Panel X
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CN=Jule Adlay,OU=New York DC=softwareidm,DC=demo
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2022-01-17

2022-01-13

NORMAL_ACCOUNT
NORMAL_ACCOUNT
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Identity Panel - schedules
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Those just starting

ldentity Panel

: Scan

— What state is my data in? Fix the . .
dat and join
— Potential joins ata the data

— Orphaned accounts
— Active accounts that shouldn’t be

—> Dormant accounts

Run

— Mismatched attributes reports



Those looking to modernise (automation)

HyperSync Panel

—  Runsin the cloud

— Removes entirely the need for on-premises
servers (or VMs) for MIM

—  Many times faster than MIM
— State-based or event-driven
— Can trigger actions based on time

— Has Thresholds to prevent large-scale

unexpected changes

Shares a common configuration interface and script
language with all the other Identity Panel Suite

components

Everything is web-based

Is very intuitive in its operation for those who know
MIM

Has all of the benefits provided by ldentity Panel



Those looking to modernise (user experience)

Service Panel

—  More modern look and feel — Uses the same roles as other Identity Panel

components
—  More customisable

— Shares a common configuration interface and
— More flexible inits presentation of data language with all the other Identity Panel Suite

components
—  More flexible in accepting changes

— Has all of the benefits provided by Identity Panel



Those looking to grow

Access Panel

— ABAC (attribute-based access control).

— JIT (Just In Time) access / PAM (Privileged Access Management).
— RBAC (traditional role-based access control).

— Attestation / recertification.

—  Access reviews.






How good is your Identity data?

—  Client X
—>  We use a script
—»  We're not sure what it does - the author left years ago
— It has torun 5 times before a user is fully provisioned (= 5 days)
N

It has some things in it we know we don’t need, but we don’t dare remove them

—  ClientY
—  We have an IdM system but only one person understands it and he’s changed jobs
— It works perfectly - they said

—» At go-live, a huge report of pending changes. All investigated and all valid. Client too afraid to implement for existing

users

—  Client Z
—  We have an old system and upgrading and renewing licenses is too expensive

— At go-live, a huge report of pending changes. All investigated and all valid



Reports

— Configure in Identity Panel

— Download in different formats, Excel, HTML, Delimited, XML, JSON

— Automatic production and dissemination based on a schedule

— Reports can be inputs to other reports

— Reports can be inputs to workflows

— Recipients only see what they have permission to see



Time Traveller

— Answer questions like...
— What did my identity data look like at a point in time?
— How and when did my identity data get like this?

— How is my identity data flowing between different systems? E.g. Workday to AD.



Reporting demo






HyperSync Panel

—> Similar in concept to MIM

— Extensible schema

— Stateful Sync rules + event-driven
— Attribute Flow rules

— Throttling and thresholds

—> Scope Filters

— Logging

Preview synchronisation

SaasS application

Removes entirely the need for on-

premises servers (or VMs) for MIM

Up to 100x faster than MIM in

executing rules-based logic

Shares a common configuration

interface and script language



Scope Filters

— Rules for identifying classes of identities to apply sync logic

— These have also proved very useful for:
— Supporting roll-out by location, country

— Specifically excluding individuals

— Beware of referencing objects that are not in scope, e.g. manager



Scope filters

Configure HyperSync stateful synchronization neles

State Sync Rules

State Sync rules are evaluated against identities, and manager or owner relationships

> Prowision AD User Hyperverse » person ® v (C-crpclate People = Active People K\ Enabled N ® %

= Users created since go-live

g Provision Cloud User Hyperverse ® v PErson % w « Frontline People | = Active People " Enabled Bl ® | x
» Ready To Provision HY To Cloud

> hMaintain AD DN AD ® v user ® = Corporate Pecple = Ready To Prowision HV To AD % Enabled BN ® ®

> Remove AD After N Days AD % w LsEr - Qﬂrpﬂﬁl‘té People R/ Enabled B ® x




Scoping Filter example

v Active Peaple B ® x
Scope Filter
Rule for filtering a join graph to determine whether a sync rule is in scope.

Filter Rule

Isactive(Hv.employeeType, HV.status, HV.accountExpires) (2]

Scope rule (if defined) evaluates whether the object is in scope to evaluate the rule.

Description



Functions

— Encapsulate more complicated rule engine logic

— Logic that is used in multiple places, sync rules, reports



Function example

v Function IsActivelemployeeType, status, endDate)
Mame
Kind
Rule M v

Powershell implemented functions are only
available in PanelService or Uplift

Description

Description
Help description/documentation for using this rule function
Rule

If{or{employeeType == "Partmer”, employeeType

“Third-party"),

If{endDate, CoercelateTime(endbate) »= Today(), false),

ori{status == "active", status == "Prehire"}
%
'

Rule engine rule to express the body of the method. The arguments are accessible from the context of the rule.




Function example

v Function ADDM{CMMName, depariment, country, isActive] " x
MName
Kind
Rule ® v

Powershell implemented functions are only
available in PanelService or Uplift

Description

Description
Help descriptionfdocumentation for using this rule function
Rule

If( Q
isActive,
%" CHN={CNName }, OlU=New AccGunt5,9U={ccuntry}JEEEecial.Envirnnment.nDcht}],

S-“C*J:{crdmane}J{special.Envircnment. Ina-:tiﬁ.'ec-l_l]]"
1]
P

Rule engine rule to express the body of the method. The arguments are accessible from the context of the rule,



Environment Variables

— Variables to substitute into rule values

— New environment variables will be copied between environments, e.qg. development to

production

— Values of existing environment variables will not be changed when copying between

environments



Environment Variables examples

ADRoot DC=contoso,DC=loca B ox

DeleteAccountafter a0 i =

Inactivedl OU=Dizsabled Accounts, OU=Leavers, DC=contoso, DC=loca [ *






Mover demo



[.Leaver demo






Service Panel typical scenarios

Who

— Administrator
— HR

— Auditor

— Manager

— |Individual

What

— Emergency suspension

— Request an admin account

—» Re-enable dormant account

— Update personal contact details

— Manage contractor accounts




Service Panel

— More modern look and feel

— More customisable. E.g. multiple forms
for different user types, and different
operations, where MIM restricts to one
“form” per object type.

— More flexible in its presentation of data
(not restricted to single screen, single
column), collapsible form sections.
More flexible in accepting changes,
with options for separate forms, multi-
page forms, and the ability to save

partially completed forms.

— Uses the same roles as other Identity

Panel components.

— Shares a common configuration
interface and script language with all
the other ldentity Panel Suite

components.

— Has all of the benefits provided by
ldentity Panel



Service Panel demo






Access Panel demo



Thank you

> Any questions?



