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3. Assets increasingly leave network
• BYOD, WFH, Mobile, and SaaS

4. Attackers shift to identity attacks
• Phishing and credential theft

• Security teams often overwhelmed



https://msdn.microsoft.com/en-us/library/cc767092.aspx


A consistent set of controls between assets and threats



Network – Expensive and challenging to implement 
Google’s BeyondTrust success is rarely replicated
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Never Trust. Always verify.
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Use Azure AD as the Identity Provider

Provide cloud authentication to services
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User

Role: Sales Account 
Representative
Group: London Users

Device: Windows

Config: Corp Proxy

Location: London, UK

Last Sign-in: 5 hrs ago
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access risk

Health: Device compromised

Client: Browser

Config: Anonymous

Last seen: Asia
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Device

Sensitivity: Medium
Block access

Force threat 
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Provisioning from AD

Provisioning from HR to AD

Then onward to AAD as above

Provisioning from HR directly to AAD
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Privileged accounts should be used sparingly

Elevate privilege as required

JIT – Just in time

Use the “least privilege”

Just enough Privilege to perform

Using Azure Roles

And linking to SaaS



Top down

Start with Highly privileged roles

Global Admin

Work down to lesser roles

Assign through an access matrix



AZURE AD ROLES SERVICE DESK INFRASTRUCTURE WINTEL SECURITY

Application administrator

Application developer

Authentication administrator

Always Active Auto Approved Requires Approval



Which role can perform which activity

Delegate roles by admin task - Azure Active Directory | Microsoft Docs

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-

task

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task


▪ Azure Sign-In Logs

▪ Watch out for -



▪ Specific Sign-In detail
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal


Conditional Access App Control

6.5 Trillion Signals/Day

https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/



