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Numbers Game u

Up from B0Billion a month (Jan 2017)

Billion attacks prevented 2 O

2 6 $20 billion Microsoft investment
in Security over the next 5 years

processed every day

% of companies turned on MFA
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Azure AD B2C



Microsoft’s identity experience framework ”

Relying party application

Your trust framework
o (policies)

|
o = consume tokens

A [ |
1 QQ policy

p= Q;Q policy

J

R

= request token

= Microsoft functionality

Azure AD B2C

Identity Experience Framework

C C

R R R

User o
Social IdP a Email validation Rest API directory Token user e o o
Local accounts Facebook, Google, Verify phone Verify email
LinkedIn, Amazon, SMS or call address MS graph
MSA, etc.

Fully graph
API accessible



Fraud Detection and
Protection

* Integrate with third part solutions such as Dynamics 365

Fraud Protection or Arkose Labs
« Validate traffic during signup and signin
 Uses signals collected in the web browser and server

e Real time risk validation

« Complements |dentity protection




User Experience

all = -

Your Order

SPECIAL INSTRUCTIONS:

LOg in Email or username

%) DEALS
s b wal b

Your Free Birthday Cookie REMOVE

s Cn1 e arces sl be applee st che

Email or username ‘ ’

3} REWARDS

$2 Reward REMOVE

Forgotten your password?

Don't have an account?

2
Forgotten your password? Create account

Your Tolal
Deals Don’t have an account? Cancel

Rowards

Tax Create account

c APPLYING & SUBWAY CARD
Cancel

You Pay
Bl cnding in 3584

FLACE ORDER | $5.97




Monitoring & SEIM

Stream to Log Analytics

Setup events with Azure Monitor

Threat hunting with Sentinel

User Insights



Successful Signins

Successful Signins

550K

11 Sept 18 Sept 25 Sept




Failed Signins

Failed Signins

130K




User Insights

User Insights  Authentications Browser

Platform

s B

112. 1868« 1406« 1397. 1201. 688« 122.7. 1141

Location

3.02. 1292. 1271, 1260. '12.

United Kingdom United States

Other Spain Germany Ireland Turkey [
369 141« 406« 402« 21« 177« 151« 128«

Healy Franca
M1« 107



Scaling your service

— Leverage Front Door and API

Management

— Scale app services according to your
traffic and across regions for

redundancy - use auto scaling

— Monitor with Azure Monitor and Log
Analytics

— Integrate Sentinel for threat hunting
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Lamesyville -> Awesometown




Authentication Protocols

|

Resource
Owner

Server




Authentication Protocols

— Open ID Connect (OIDC)

- Oau-th 20 Authorization Server

(v2.0 Endpoint)

— SAML 2.0

N
\__/

Bearer Token

O

L

Resource
Owner
(End-User)



Application Integration

— Always use a production tested library

— 0OIDC is the preferred protocol

— Code Grant with PKCE is the
preferred flow

— Libraries exist for most dev flavours
— Always use a production tested library

— Always use a production tested library

— Majority of application
vulnerabilities uncovered from

developers rolling their own auth.

— Microsoft.ldentity.Web for ASP.Net web and

APl apps

— MSAL.JS for SPA - REACT and Anqgular

wrappers

— Lots of third party approved libs too

— Apache and NGINX

— Java

— PHP

https://openid.net/developers/certifiec






Stopping password reuse

— Why?
— Credential Stuffing attacks are on the

rise — 921 password attacked per

second

— How?
— Remove complexity - It doesn’t help
— Increase minimum length to 12

— Implement Identity Protection &

Conditional Access

— Implement password blocklist checking

with HavelBeenPwned.com




HavelBeenPwned.com - Stopping password reuse

ﬂmyspace 0
234 4,738,347,161
www Tas con pwned websites pwned accounts

Breaches you were pwned in

A "breach" is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data
that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

@ dailymoﬁon Dailymotion: In October 2016, the video sharing platform Dailymotion suffered a data breach. The attack led to
the exposure of more than 85 million user accounts and included email addresses, usernames and berypt
hashes of passwords.

Compromised data: Email addresses, Passwords, Usernames

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions
of their customers. In August 2016, they forced password resets for customers they believed may be at risk. A
large volume of data totalling over 68 million records was subsequently traded online and included email
addresses and salted hashes of passwords (half of them SHA1, half of them bcrypt).

Compromised data: Email addresses, Passwords

dailymotion

F‘i\/m‘u\(e Evony: In June 2016, the online multiplayer game Evony was hacked and over 29 million unique accounts were
e exposed. The attack led to the exposure of usernames, email and IP addresses and MD5 hashes of passwords
(without salt).

Compromised data: Email addresses, IP addresses, Passwords, Usernames




HavelBeenPwned.com - Stopping password reuse

ﬂmyspace

. 631 11,929,: 74,291

mww 183 -can pwned websites OWIio - _ccounts

Breaches you were pwned in

A "breach" is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data
that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

@ dailymoﬁon Dailymotion: In October 2016, the video sharing platform Dailymotion suffered a data breach. The attack led to
the exposure of more than 85 million user accounts and included email addresses, usernames and berypt
hashes of passwords.

Compromised data: Email addresses, Passwords, Usernames

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions
of their customers. In August 2016, they forced password resets for customers they believed may be at risk. A
large volume of data totalling over 68 million records was subsequently traded online and included email
addresses and salted hashes of passwords (half of them SHA1, half of them bcrypt).

Compromised data: Email addresses, Passwords

dailymotion

F‘i\/m‘u\(e Evony: In June 2016, the online multiplayer game Evony was hacked and over 29 million unique accounts were
e exposed. The attack led to the exposure of usernames, email and IP addresses and MD5 hashes of passwords
(without salt).

Compromised data: Email addresses, IP addresses, Passwords, Usernames




HavelBeenPwned.com - Stopping password reuse

Change password

New password 12
123456789012

Tip: to create a strong but memorable

password use three random words, e.g.

carfloatcloth

Show password

Update password

Cancel

Azure AD B2C

‘

>

Change password

New password

123456789012

carfloatcloth

Show password

Cancel

Tip: to create a strong but memorable
password use three random words, €.g.

Update password

Azure App Service
Create SHA 1

v

CloudFlare Cache

https://api.pwnedpasswords.com

/range/86EBA

v

Azure Storage Account

0018A45C4D1DEF81644B54AB7F969B88D65:
0OD4F6ESFACGEECAD2A3AA415EEC418D38EC:
011053FD0102E94D6AE2F8B83D76FAF94F6:
012A7CA357541F0AC487871FEEC1891C49C:
0136E006E24E7D152139815FBOFC6A50B15:

NN PN






Workshop Scenarios

— Just in time Migration

— Fraud Prevention using Netacea



Thank you

> Any questions?



B2C



Azure Active Directory B2C

Customers Business

Social IDs Azure Active Directory A |

v | fIpkc o =

Apps

,, @ Provide branded (white-label)
a ﬂ « registration and login experiences
@ Securely authenticate your customers | __EC' %i AREEIES

Business & using their preferred identity provider =i~
Government =
IDs — @ Capture login, preference, and .

(Q) conversion data for customers @) “ox]  CRM and

@ 0— OO Marketing

—{igg Automation

D_




B2C

Admin

J

_/

ﬁ Azure B2C
—
~ Management Tool Graph API
(Azure Portal) directory
Policies
Sign Sign l‘s;g:r Endpoints
" up signin
i f
Attribute Providers IDPs Attribute Validators

User

System

Application




Support for multiple identity providers

Cloud ldentity Providers

amazon

facebook
Go gle
= Microsoft

Linked[T}]
A

e o

et MM Sl S

PingFederate’
@ SailPoint

O) Centrify:
G Siteminder

technologies

m Secure Cloud

technologies

\ —

RADL JNT
Radiarl’b@gﬁl C

3.0

Federation Services / Other Services

enelogin

AuthAnvil
Single Sign On

-.-‘f:,/
% Shibboleth

Sign&go
y7>¢ Global SSO

—

Hewlett Packard
Enterprise
lceWall Federation

Windows Server
Active Directory
Federation Services

L One Identity Cloud
Access Manager v7/.1

'D};ptima’ Virtual Identity Server
L . JdM Federation Services

©& SECUREAUTH I[dP 7.2.0

“ Access
N\ NetlQ Manager 4.0.1
== m Federated Identity
====7= Manager 6.2.2
BIG-IP | Access Policy
- Manager

» Work
VvIMWare o



Build your solution your way
for App Developers

App developers m
@ Sign-in any user. Any identity n

provider,
social or email, consumer and ,
" . Use social Create custom
@ enterprise accounts user attributes
Customize each pixel. Your brand, Protect your Customize your pages
@ your HTML and CSS users with MFA using HTML and CSS
)

Use built-in, self-service, user -
@ journeys s
or define custom ones

~———

Scale to 100s of millions of users,
enterprise ready, secure, cost
effective



Build your solution your way

for Identity Experts

|dentity Experts

Integrate with any SAML, OIDC, WsFed,
or WsTrust-based identity provider

Connect to your existing user stores or
migrate from those systems seamlessly

Connect with existing CRM systems,
marketing tools, and databases

Use REST APIs to enrich claims and
empower User journeys

Customize your user journeys with
conditional branching

ONONONONONO,

Define user journeys between claims
providers step-by-step

Step-by- Open

step user standards

journeys @
IY) O SAML

- Connectto a
Cgp:':‘grc:il:]al —EE N store or migrate
9 7' l\ its users
Enrich user Connect with
journeys existing systems



How does this fix the Issues?



Security



Security and Privacy

— Secure Infrastructure
— Blocking unauthorised traffic
— Analysis

—> Proactive measures

bt —» Reduced risk of credential theft attacks




Xbox Live

Microsoft
Accounts

Azure Active Directory ”

Azure

Skype :"'-.‘_ | _ Enterprise Mobility N
3 i + Security i
J Office365 *,
OneDrive
Microsoft

I\/Iiorosgft Cyber Defense Iﬂtelligeﬂt
Operations Center Securlty G raph

Microsoft Digita
Crimes Unit




Built on the same proven platform used by Office
and Azure AD

1Tm 3/0m |60B 45k

organizations users authentications paid Azure AD / of Fortune 500
in January 2017 EMS customers companies use

Azure AD O

I I I |
L N L N L N L
I I I |
L N L N L N L
I I I |
L N L N L N L AY
I I I |
L N L N L N L
I I I |
L N L N L N L




Stats

— 1380 billion authentication each day

— Analysing 43 Trillion threat signals each day

— Blocked 70 Billion attacks in 2027

— Tracking 250+ unique Cyber criminals, nation states and other threat actors



Conditional Access & Identity Protection

® Block ©) Grant

Q ‘.
Lo |
—_ —
Identity Protection Conditional Access Policy Azure AD B2C policy
Signals Decision Enforcement

45 Trillion/Day




CONDITIONS

AUTOMATED
RESPONSE

User risk

Credentials found in public? I High
Allow access

IP detected in Botnet? Medium

i Low
Impossible travel?

%

JIDO}:}%P .
100 Anonymous client? Session risk

Weak/overused passwords? I High

) Deny access
Medium

Brute force suspected?

Low




@ Intelligent protection with
Azure Active Directory

Q] For msa &Y For Azure AD

9.8M 1M

users marked as compromised monthly users marked as Med/High risk monthly across
b0K tenants

115.5M

blocked login attempts or 15.8M credentials 2.4M

daily users marked as at risk monthly over 100K
tenants

1.7M

users protected by real-time detection and 10K

challenges each day users confirmed to be compromised each

month



Secure and reliable

Certified and more trusted
IHSHAHED e// ’1\'

e
ASSESSMENTS EedRAqMP ' HIPAA

More certifications than
any other cloud provider

5

;ﬁ Industry leader for customer e ‘>
advocacy and privacy protection %\mﬁﬁ@

Unique data residency guarantees
A i i - m SAFEHARBOR :“.‘.'.'.
O Microsoft is committed to GDPR = o
@ compliance
< - R
iDA £ IrQp FIZC I enisa




MFA when you need it ”

— For higher level of authentication
— Phone Call
— SMS

— TOTP (e.g Google or Microsoft

authenticator)




Removing Silos u

— Unify applications Single User Directory

— Web
— Mobile
[
{% g —> ASP.Net
‘{!;"J"."‘, — Java

—> PHP




Reducing friction

Past Week Customer Drop Off

12000

10000

8000

6000

4000

2000
0 ' - Seriesl
& F S +

\QO@ & @b‘} &

— Improved UX

—» Sign up or signin

— Social login

— Reduced form filling

— Reduced password fatigue




Customisation

— Cross Origin Resource Sharing

— <div id="api’></div>



Marketing Assets (Read then delete this slide)

Please click on the links below to find other Kocho marketing assets to support your PowerPoint deck styling.
When viewing in SharePoint, make sure to change viewing to tiles so that you can see the visuals clearly like below:

Kocho Intranet Y¢ Not following & Share
Home About Kocho Working at Kocho ~ Tools for the job ~ Meet the Teams News Feed Hello Kocho! Edit
T Upload ~ 5 Editingridview 1© Share @ Copylink <2 Sync & Download 5 Add shortcutto OneDrive @l Export ~  #% Automate ~ 7 Integrate ~ -+~ B Al Documents* ~ % O 7
= List
Marketing Resources Library > Brand Assets > Icons > ON WHITE = Compact List
H Tiles
All Documents
Create new view
Save view as
002-rocket.png 003-notepad.png 004-cog.png 005-piggy bank.png 007-leaf.png 008-gift.png 009-cloud down.png 0710-identity
March 4 March 4 March 4 March 4 March 4 Edit current view
Format current view /\
~

S

[/

014-managed services....
March 4

— Marketing Resources Library (Intranet)

015-innovation and tra... 016-quote.png 017-magnet.png 018-megaphone.png
March 4 March 4 March 4 March 4

012-secure workforce.p... 013-securé operations....
March 4 March 4

019-trip.png 020-star.png
March 4 March 4

021-ticketpng
March 4

022-payment.png
March 4

—  Kocho Logos —  Kocho Icons

—  Kocho Photography —  Other brand assets

ENJOY


https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Logo%20Suite?csf=1&web=1&e=T3mA2D
https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Photography?csf=1&web=1&e=wOwfIe
https://ocgazure.sharepoint.com/Marketing%20Resources%20Library/Forms/AllItems.aspx
https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Icons?csf=1&web=1&e=UN3Tib
https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Brand%20Assets?csf=1&web=1&e=nNuefT

DEMO



Flow

V2.0 Endpoint

https://login.microsoftonline.com/<tenant>

Joauth2 /v2.0/authorize

Browser Web Server
User navigates to web application ~
< Web app redirects user to Azure AD, indicating the policy to execute
User completes policy
~1 Returns id_token to browser
POSTs id token to Redirect URI S
]
Validates id_token,
Sets session cookie
<+
<] Returns secure page to user




We use optional cookies to improve your experience on our websites, such as through social media connections, and to display personalized advertising based on your online activity. If you
reject optional cookies, only cookies necessary to provide you the services will be used. You may change your selection by clicking “Manage Cookies” at the bottom of the page. Privacy Accept Reject Manage cookies
Statement Third-Party Cookies

=. Microsoft | Learn Documentation  Training  Certifications Q&A  Code Samples  Shows  Events £ Search ‘ Signin
Azure Product documentation ~  Architecture ~  Learn Azure ~ Develop ~ Resources -

& Filter by title

Azure AD B2C Documentation
» Overview
v Quickstarts
Set up sign-in for an ASP.NET app

Set up sign-in for a desktop app

Set up sign-in for a single-page app Azure AD B2C Basics Common use cases
» Tutorials
> Samples [H] OVERVIEW [E] TRAINING HOW-TO GUIDE
> Concepts What is Azure AD B2C7 Authentication and authorization Enable self-service sign-in
> How-to guides Compare solutions for External ldentities Tokens Add social and work identities: OIDC/OAuth2/SAML
> Reference Get started with Azure AD B2C Protocols Enable single sign-on (S50)

» Resources

! Download PDF

Learn / Azure / Active Directory /

Azure Active Directory B2C documentation

Azure Active Directory B2C (Azure AD B2C) is an identity management service that enables custom control of how your customers sign up, sign in, and manage their
profiles when using your iOS, Android, .NET, single-page (SPA), and other applications. Learn how to use Azure AD B2C with our quickstarts, tutorials, and samples.

Technical and feature overview

Pricing &'

Add sign-in to your applications

SAMPLE
Quickstart: Web app
Mative/mobile app
Single-page app

Web app

Authentication library

Build a web site: HTML, CSS, JavaScript

Authorization: Call and secure your
APIs

HOW-TO GUIDE
Request an access token
Register and secure your AP

Samples: Web apps and APls

Customize your Ul/UX

User and app migration

Security, privacy, and compliance

&} concepT

Manage credential attacks
Learn where user data is stored
Regulations

User access and terms of use

v



