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Introduction

Azure AD B2C

Authentication Protocols

Challenges

Workshop
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34,740

2070

Trillion threat signals
processed every day

130 Billion authentications per day 
Up from 60Billion a month (Jan 2017)

Password attacks every minute

% of companies turned on MFA

Billion attacks prevented

$20 billion Microsoft investment 
in Security over the next 5 years







• Integrate with third part solutions such as Dynamics 365 

Fraud Protection or Arkose Labs

• Validate traffic during signup and signin

• Uses signals collected in the web browser and server

• Real time risk validation

• Complements Identity protection





• Stream to Log Analytics

• Setup events with Azure Monitor

• Threat hunting with Sentinel

• User Insights









Leverage Front Door and API 

Management

Scale app services according to your 

traffic and across regions for 

redundancy – use auto scaling

Monitor with Azure Monitor and Log 

Analytics

Integrate Sentinel for threat hunting

Region A Region B
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Open ID Connect (OIDC)

Oauth 2.0

SAML 2.0



Always use a production tested library

OIDC is the preferred protocol

Code Grant with PKCE is the 
preferred flow

Libraries exist for most dev flavours

Always use a production tested library

Always use a production tested library 

Majority of application 
vulnerabilities uncovered from 
developers rolling their own auth.

Microsoft.Identity.Web for ASP.Net web and 

API apps

MSAL.JS for SPA – REACT and Angular 

wrappers

Lots of third party approved libs too

Apache and NGINX 

Java

PHP

https://openid.net/developers/certified/





Why?

Credential Stuffing attacks are on the 

rise – 921 password attacked per 

second

How?

Remove complexity – It doesn’t help

Increase minimum length to 12

Implement Identity Protection & 

Conditional Access

Implement password blocklist checking 

with HaveIBeenPwned.com







Azure AD B2C Azure App Service CloudFlare Cache Azure Storage Account
https://api.pwnedpasswords.com

/range/86EBA

Create SHA 1 0018A45C4D1DEF81644B54AB7F969B88D65:1 

00D4F6E8FA6EECAD2A3AA415EEC418D38EC:2 

011053FD0102E94D6AE2F8B83D76FAF94F6:1 

012A7CA357541F0AC487871FEEC1891C49C:2

0136E006E24E7D152139815FB0FC6A50B15:2





Just in time Migration

Fraud Prevention using Netacea







Apps

Analytics

CRM and
Marketing
Automation

Business

Social IDs

Business & 
Government
IDs

contoso

Customers

Azure Active Directory 
B2C

Provide branded (white-label)
registration and login experiences

Securely authenticate your customers
using their preferred identity provider

Capture login, preference, and 
conversion data for customers





Access 
Manager 4.0.1

One Identity Cloud 
Access Manager v7.1

IdP 7.2.0

Virtual Identity Server 
Federation Services

Federated Identity 
Manager 6.2.2

BIG-IP | Access Policy 
Manager

Workspace
Portal

RadiantOne CFS 
3.0

Secure Cloud

Siteminder
Sign&go
Global SSO

IceWall Federation 

Windows Server 
Active Directory
Federation Services

Cloud Identity Providers Federation Services / Other Services



App developers

Sign-in any user. Any identity 
provider,
social or email, consumer and 
enterprise 

Customize each pixel. Your brand, 
your HTML and CSS

Use built-in, self-service, user 
journeys
or define custom ones

Scale to 100s of millions of users, 
enterprise ready, secure, cost 
effective 

Use social
accounts

Create custom
user attributes

Customize your pages 
using HTML and CSS

Protect your
users with MFA

</>









Secure Infrastructure

Blocking unauthorised traffic

Analysis

Proactive measures

Reduced risk of credential theft attacks



Bing

Xbox Live

OneDrive

Microsoft Digital 
Crimes Unit Microsoft Cyber Defense

Operations Center

Azure

Microsoft
Accounts

Skype Enterprise Mobility
+ Security

Azure Active Directory

Office365





130 billion authentication each day

Analysing 43 Trillion threat signals each day

Blocked 70 Billion attacks in 2021

Tracking 250+ unique Cyber criminals, nation states and other threat actors



43 Trillion/Day



Credentials found in public?

IP detected in Botnet?

Impossible travel?

Anonymous client?

Weak/overused passwords?

Brute force suspected?

High

Medium

Low

User risk

10+TB
per day

AUTOMATED
RESPONSE

Allow access

Deny access

High

Medium

Low

Session risk

CONDITIONS



For MSA

9.8M 
users marked as compromised monthly

115.5M 
blocked login attempts or 15.8M credentials 
daily

1.7M
users protected by real-time detection and 
challenges each day

For Azure AD

1M 
users marked as Med/High risk monthly across
50K tenants 

2.4M 
users marked as at risk monthly over 100K 
tenants

10K
users confirmed to be compromised each 
month



More certifications than 
any other cloud provider

Industry leader for customer 
advocacy and privacy protection

Unique data residency guarantees

Microsoft is committed to GDPR 
compliance

Certified and more trusted



For higher level of authentication

Phone Call

SMS

TOTP (e.g Google or Microsoft 

authenticator)



Unify applications Single User Directory

Web

Mobile

ASP.Net

Java

PHP



Improved UX

Sign up or sign in

Social login

Reduced form filling

Reduced password fatigue



Cross Origin Resource Sharing

<div id="api"></div>



Kocho Logos

Kocho Photography

Please click on the links below to find other Kocho marketing assets to support your PowerPoint deck styling. 
When viewing in SharePoint, make sure to change viewing to tiles so that you can see the visuals clearly like below:

Marketing Resources Library (Intranet)

ENJOY

Kocho Icons

Other brand assets

https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Logo%20Suite?csf=1&web=1&e=T3mA2D
https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Photography?csf=1&web=1&e=wOwfIe
https://ocgazure.sharepoint.com/Marketing%20Resources%20Library/Forms/AllItems.aspx
https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Icons?csf=1&web=1&e=UN3Tib
https://ocgazure.sharepoint.com/:f:/r/Marketing%20Resources%20Library/Brand%20Assets/Brand%20Assets?csf=1&web=1&e=nNuefT







