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Employees access 
more than​

1,500 ​
applications in the
average enterprise​

Proliferation of 
identities

>300B
passwords in use by 

humans and machines

****

Token Replay
attacks

2x 
increase since 2023 

Increase in 
cybercrime

4,000 
password attacks

 per second in 2023

Cybersecurity Statistics and Trends - 2024 & Beyond (Cybersecurity for me)

2024 State of Multicloud Security Risk Report

Microsoft Digital Defense Report 2023 (MDDR)

How to break the token theft cyber attack chain (2024 Microsoft blog)

https://cybersecurityforme.com/cybersecurity-statistics/?utm_content=cmp-true
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
https://techcommunity.microsoft.com/t5/microsoft-entra-blog/how-to-break-the-token-theft-cyber-attack-chain/ba-p/4062700




Secure access for any identity, 
from anywhere, to any app, AI, or resource

Microsoft 
Entra



Microsoft Entra maturity stages



Microsoft Entra ID 
P1

Establish Zero Trust 
access controls​

Secure access for 
customers / partners

Secure access in 
any cloud

Microsoft Copilot for Security

Microsoft Entra 
Workload ID

Microsoft Entra 
External ID

Microsoft Entra 
Permissions Management

Microsoft Entra



Microsoft Entra Suite



Microsoft Entra 
Private Access

Microsoft Entra 
Internet Access

Microsoft Entra 
ID Governance

Microsoft Entra
ID Protection

Microsoft Entra 
Verified ID 

Premium

Introducing the
Microsoft Entra Suite



Microsoft 
Entra Suite 



Ensure least privilege access
Microsoft 
Entra Suite 



Microsoft Entra Suite 



Converge Zero Trust access policy 
for identity and network



Enhance Conditional Access 

DecisionSignal

Allow

Block

Require

Enforcement

Restrict



Enhance Conditional Access 

Decision

Identity/workload, 
groups, roles

Risk

Trusted and 
compliant devices

Apps and data

Location

Signal

Unified 
policies

Effective 
policy

Real-time 
evaluation 

engine

Machine 
learning

Allow

Block

Require

Enforcement

Restrict



Microsoft Entra
Private Access

Microsoft Entra
Internet Access Any internet

app and resource
Any on-premises
app and resource

Identity-centric
Secure Web Gateway (SWG)

Identity-centric Zero Trust 
Network Access (ZTNA)



Apply real-time protection based on risk 

Assess risk levels via real-time evaluation engine · Apply risk-based conditional access policies · Gain high assurance authentication
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Improve workforce access security
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Workforce access security 
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Secure Access
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Secure Access
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Control access by user type based on business rules
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Remember the Conditional Access changes

Decision

Identity/workload, 
groups, roles

Risk

Trusted and 
compliant devices

Apps and data

Location

Compliant network

Signal

Allow

Block

Require

Enforcement

Restrict

Unified 
policies

Effective 
policy

Real-time 
evaluation 

engine

Machine 
learning
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How it works

URL List

URL 1

URL 2

URL 3

GSA Private

Cloud Based Apps

On-Prem Based Apps
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