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Proliferation of
identities

>300B

passwords in use by
humans and machines

Trends in 2024

Increase in
cybercrime

Employees access
more than

1,500 4,000

password attacks

applications in the
per second in 2023

average enterprise

Token Replay
attacks

2X

increase since 2023

Cybersecurity Statistics and Trends - 2024 & Beyond (Cybersecurity for me)
2024 State of Multicloud Security Risk Report

Microsoft Digital Defense Report 2023 (MDDR)

How to break the token theft cyber attack chain (2024 Microsoft blog)



https://cybersecurityforme.com/cybersecurity-statistics/?utm_content=cmp-true
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
https://techcommunity.microsoft.com/t5/microsoft-entra-blog/how-to-break-the-token-theft-cyber-attack-chain/ba-p/4062700




Secure access for any identity,
from anywhere, to any app, Al, or resource



Microsoft Entra maturity stages

r "\ 7 )
Secure access Secure access
R for your for customers /
Establish Zero employees partners Secure
Trust access access in

controls any cloud




Microsoft Entra product family

Secure access for
your employees

@ Microsoft Entra Suite

-,"' Microsoft Copilot for Security
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( Secure access for your employees

Microsoft Entra Suite
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( Secure access for your employees

-
SN

Introducing the
Microsoft Entra Suite

@Iﬁ
Microsoft Entra Microsoft Entra
Private Access Verified ID
‘ Premium
Microsoft Entra Microsoft Entra
Internet Access ID Protection

Microsoft Entra
ID Governance




@ Any data, apps
or resources

Any employee

Cloud-based and on-premises ” , dWS
identities, groups and roles A 3 E'

Any location NG f)
HQ, branch office, A f \ , ‘
home, remote M IC roso t Microsoft 365

laaS, PaaS, Datacenter

& 1 Entra Suite

@6
Any platform & now Q

Android, iOS, Linux,
MacOS, Windows

= S )

Any device
Corporate and personal On-premises

Saa$, websites




Unify conditional access @
Ensure least privilege access AN

Microsoft

Entra Suite . @
. Improve the user experience
‘ | Reduce on-premises footprint




Conditional Access

Microsoft Entra Suite




Identities

Network

5B

y

Endpoints

Converge Zero Trust access policy
for identity and network

Zero Trust
access policy

Microsoft Entra
Conditional Access

Infrastructure




Enhance Conditional Access with
new conditions and controls

Signal Decision

Identity/workload,
groups, roles

Apps and data

/ learning \

Real-time
evaluation
engine

Trusted and

compliant devices Unified

policies

Risk

Location

Compliant network

Enforcement

All apps
and resources

laaS, PaaS,
Datacenter

S

Microsoft 365

&

Internet

g

On-premises




Enhance Conditional Access with
new conditions and controls

Signal Decision Enforcement

All apps
and resources

Aaws DQ

laaS, PaaS,
Datacenter

S

Microsoft 365

&

Internet

g

On-premises

Compliant network @




Protect access to all on-premises and Saa$S resources

aws é

N
@
Microsoft Entra @

Internet Access Any internet
app and resource

&

Microsoft Entra

app and resource

Identity-centric
Secure Web Gateway (SWG)

Identity-centric Zero Trust
Network Access (ZTNA)




Apply real-time protection based on risk

[ Diagnose and solve problems
Protect
© Conditional A

User risk policy

Sign-in risk po

Aultifactor authentication
istration policy

workload identities
Risky sign-in
Risk detections
[Settings
# Users at risk detected alerts
ly digest
Settings
raubleshooting + Support

w support request

Assess risk levels via real-time evaluation engine - Apply risk-based conditional access policies - Gain high assurance authentication

Number of attacks blocked

3,359 citizmontns ¥ Down 75% in the last 30 da

08/23  W0/23  12/23 0224 04/24  06/24

View attacks

Attacks in your tenant

Attack types : All Attacks handled : All % Reset filters

alid account

Number of users protected

101 pasizmonns  No change in the last 30 days

Nu

or

12723 0224 0424 0624 0824

View users protected

Mean time to remediate high risk users Number of high risk users

7.485 hours eu 2 momns

251627% in thess

igh risk users’ risk ange i Number of ri

U o
oz 22 24 044 w2 w2z w2 s

View remediated users View high risk users

Recommendations

2 top recommendations based on your risk exposure

There were more than 50 users with risky sign ins.
€©  Enablesign-in d po
ondit

ium or high ri:

ID Protection detected at least 20 users with leaked credentials in your tenant.

rd strength p

View All

199 pastizmontns Mo change in the la:

04/24

08/24




Improve workforce access security

Onboard users

> Onboard your employees
into the directory

> Onboard guests into
the directory

Microsoft Entra
Verified ID Premium

Govern access

Automate the granting of
access rights to resources

Self-service access request when
additional access is needed

Just-in-time access, alerts, and
approval workflows to protect
access to critical resources

Access recertification to
reduce risk

Lifecycle automation
(joiner/mover/leaver)

@ Microsoft Entra
ID Governance

@ Microsoft Entra
Internet Access

Secure access

Continuous risk Threat
intelligence
and telemetry

assessment and
automation

Zero Trust,
adaptative risk-based
access policy

Microsoft Entra @ Microsoft Entra
ID Protection Y Private Access

Internet resources
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Microsoft 365 apps

6 v ¥ Q

servicenow (W workplace

salesforce # docusign

Internet and SaaS apps

Private resources

ET7Hana 3
a0 Ml ORACLE
A O s

Apps hosted in cloud infra

EITHANA ORACLE
N

On=-premises apps

AN'00°'0HOOM

d31v3d9 3IN0d349



Workforce access security

Secure access

Continuous risk Threat
assessment and intelligence
automation and telemetry

&

/ .
Zero Trust, d\

adaptative risk-base

access policy N

Internet resources
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Microsoft 365 apps
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servicenow (@ workplace

salesforce # docusign

Internet and Saa$S apps

Private resources

ED7Hana I
a il ORACLE
A O s

Apps hosted in cloud infra

E7HanA ORACLE X
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On-premises apps

AN'00°'0HOOM
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Secure Access

Private resources

Private
resource

Private
resource

Microsoft Private Access

I
C
Entra ID

. _ Quick access
e €
’
2 ez
Trusted network route
EHiE \

Private
resource

N'00°0HOOA

d31v3d9 3IN0d349



Secure Access

Private resources

@

Ce 6
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Resource 1
segment
> @ — @\ﬁ Resource 2
> ? Microsoft Entra segment
Microsoft Private Access
Entra ID
Macro segmentation
- Resource 3
segment

Trusted network route

N'00°0HOOA
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Control access by user type based on business rules
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Remember the Conditional Access changes

Identity/workload,
groups, roles

Apps and data

Trusted and
compliant devices

Risk

Location

Compliant network

Machine
learning

Unified Real-tu:ne
evaluation

policies a
engine

Effective

Allow

Require

Block

Restrict

All apps
and resources

N

laaS, PaaS,
Datacenter

Microsoft 365

&

Internet

el

On-premises
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How it works

URL List

URL1

URL 2
URL 3

ET7HANA BB
i ORACLE
A & =

Cloud Based Apps

AN'00°'0HOOM

d31v3d9 3IN0d349

EX7HANA BB

Jo i ORACLE
On-Prem Based Apps
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