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The authentication process
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External ID Landscape

Workforce tenant

Collaboration

B2C Customers B2B Customers

Collaboration Collaboration

External tenant
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Business Collaboration

For external users who will be sharing security 

groups and applications with your colleagues
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Identity Governance – external user lifecycle
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External ID for Customers

For external users who typically consume your 

services and do not use the same applications as 

your colleagues











• Hashed and encrypted
• Certified and trusted

• Industry strength authentication
• OpenID Connect, OAuth

• User risk detection
• Stolen credentials

• Session risk detection
• Password spray attacks etc
• Anti-fraud, anti-phishing

Data at rest – hashed 
and encrypted

Industry-strength auth
User risk detection Session risk detectionUser risk detection Session risk detection
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End User Experiences Security Features

Latest



Clean Migrate

Passwordless (Email OTP)

Password capture via B2C

Password Reset

Hybrid Tenant

Migration



Start with B2C

Users live In B2C directory

Add External ID authentication for new / upgraded applications

User directory remains the same

Hybrid Tenants



Choosing Microsoft

Security & Compliance
High compliance standards: GDPR, ISO 
27001, etc.

Pricing
Free tier and MAU pricing

Ecosystem
Entra ID, Conditional Access etc.



How can we help?

Planning PoC / Pilot Rollout Support &
Monitor



Decentralised ID
Standards-based

Uses a trusted verification system

Put the user in control

Removes direct data exchange

Decentralised ID



Proving who you are again and again…

Lack of understanding of where information 

lives…

Organisations can’t verify you without lots 

of work…

The problem
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Verified Credentials

Decentralised public key infrastructure (Trust System)

iss: University
sub: Emma
Claims:
  Subject: Maths
  Year: 2024

+ digital signature

Record 
public key 
material

Look up 
public key 
material

User
Issuer Verifier
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Call Centre

Roadside 
Rescue

Participating 
Garage 

Card 
stored in 

wallet

Card 
presented 
to garage

Member 
record 

created

Garage 
checks 
validity

A real-world example…
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Public Ledger

Roadside 
rescue: 

(ISSUER)
Garage: 

(VERIFIER)

Signed 
Verifiable ID 

stored in wallet

Verifiable ID 
presented 
to verifier

Public key 
material stored 

in ledger

Verifier looks 
up public 

key material

In the digital world…
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Public Ledger

Roadside 
rescue: 

(ISSUER)
Garage: 

(VERIFIER)

Signed 
Verifiable ID 

stored in wallet

Verifiable ID 
presented 
to verifier

Public key 
material stored 

in ledger

Verifier looks 
up public 

key material

In the digital world…



How does Verified ID 
help my business?



After interview, an employer can make a hire, 

but in this era of prolific homeworking, the 

employer needs to ensure that the worker 

who turns up on day 1 is the person they 

hired.

The employee can acquire a credential from 

a trusted source, e.g. UK Government.

This can then be presented on the employer 

site to kick off the Entra ID account creation 

process and complete onboarding.

Employee onboarding





The event registration site issues a virtual 

ticket 

Customer stores the ticket on their mobile 

app (authenticator or preferably a branded 

mobile app)

Ticket checked at the door using a tablet or 

laptop

Events / Tickets



Many UK websites need to take effective 

steps to protect children online, as part of 

the Online Safety Act 

https://www.ofcom.org.uk/news-

centre/2024/how-the-online-safety-act-

will-help-to-protect-children 

Verified ID can help by providing a trusted 

credential with a date of birth attribute, e.g. 

from the UK government.

Any website can use the Verified ID 

framework to verify this credential.

Age verification

https://www.ofcom.org.uk/news-centre/2024/how-the-online-safety-act-will-help-to-protect-children
https://www.ofcom.org.uk/news-centre/2024/how-the-online-safety-act-will-help-to-protect-children
https://www.ofcom.org.uk/news-centre/2024/how-the-online-safety-act-will-help-to-protect-children


Issuer: Employer or Membership body

Credential presented on (for example) 

research site to give the user the ability to 

browse research papers, but identity does 

not need to be tracked..

.. or the credential is required as a pre-

requisite for sign-up.  Non 

members/employees are not permitted to 

create an account.

Anonymous website entry



A typical issue for helpdesk is to determine if 

the person on the phone calling to get help is 

really the person who they say they are.

Users (e.g. employees or clients) can carry a 

credential in their digital wallet

Whlie on the call, users can verify their 

credential against a verifier application, and 

helpdesk agents will be notified of this action

They can then proceed with the call

Reference: https://learn.microsoft.com/en-

us/entra/verified-id/helpdesk-with-verified-id 

Helpdesk/Ticketing scenario

https://learn.microsoft.com/en-us/entra/verified-id/helpdesk-with-verified-id
https://learn.microsoft.com/en-us/entra/verified-id/helpdesk-with-verified-id




Book an External ID Discovery Call

1-hour pre-sales call with an experienced Kocho consultant.

Get expert advice and recommendations tailored to your 

requirements.

Adopting EEID4C

B2C  EEID4C migration options

Verified ID and Face Check

Ready to take the next step?

hello@kocho.co.uk 0800 044 5009
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