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The authentication process
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External ID Landscape
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Business Collaboration

For external users who will be sharing security

groups and applications with your colleagues
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Secure seamless collaboration with business guests

f @ Life Cycle Automation

Add partners with accounts

in other Entra ID organizations Automate governed granting of Self-Service request for
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You now have access to Marketing Agency Access -
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Machine Learning based recommendations in Access Reviews

User-to-Group Affiliation
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based on last sign in date and group affiliation
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Admins create Access Review

to protect against breaches Last sign in activity
and stay compliant Sam Centrell 18 days

Jessie Irwin 125 days

Inactive user recommendation considers
activity based on last sign in date



Identity Governance - external user lifecycle

Access
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Access requests for users with Verified IDs

Entitlement Management with verifiable credentials

™ .7 Reduces need for self-attestation by business
L 4 partners. Users requesting access will be able to
obtain identity attributes from a wide set of issuers.

Scan the OR code
below to submit your
Verified Identity.

Simplifies approval processes, as approvers do not
need to vet requestor’s authenticity of claims.

e €

Simplifies compliance posture with reduced need
for manual validation.

Example of better together Microsoft Entra
combinations; others include ID Governance +
Workload IDs, ID Governance + External IDs
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External ID for Customers

For external users who typically consume your
services and do not use the same applications as

your colleagues
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Microsoft Entra External ID

CIAM built on future-proof,
unified Azure AD Platform

Developer-friendly

Differentiated, customizable

Secure, Scalable and Resilient :
experiences



Microsoft Entra External ID
Secure and simple CIAM
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Welcome, Paul

i

Consumer grade
fast and fluid
experiences
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Enterprise
grade security

'
CONTROL
NOILVZINO1SND
~

A single trusted solution for your partner collaboration, business
customer, and citizen/consumer service needs, whether you rely on
Microsoft Modern Work/M365 or build your own applications.

Future-proof CIAM

Verified and passwordless.

Secure, scalable, and
integrated
A single platform to power your digital

front door, backed by Entra ID,
Microsoft account, Office, and Azure.

Fully customizable
experiences

Secure, frictionless fundamentals so
you can focus on growing your
business.

Developer-friendly

Start quickly, evolve without limits,
powered by Copilot



Engage consumers with personalized experiences...

Van Arsdel
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Titanium

INCREDIBLE iPHONE
EVERYDAY PRICE —




User risk detection Session risk detection

Industry-strength auth
Data at rest - hashed

and encrypted

Policies

Sign up
Sign in Sign up or sign
in

OR

Log in using Volunteer Office 365

Log in using Google

* Hashed and encrypted * Industry strength authentication
+ Certified and trusted *  OpenlD Connect, OAuth

¢ Userrisk detection <  Session risk detection
» Stolen credentials * Password spray attacks etc
* Anti-fraud, anti-phishing

AT




L
I s I The Institution of
| Engineering and Technology

Please log in - email address

Please log in - email address

Password
Forgot your password?

Password

OR

m Log in using Volunteer Office 365

n Log in using Facebook

Log in using Google

Single sign-on help and FAQs Contact us

Register

Are you already a member of The IET?

Register as a member for discounts and member-only services. You will need

to know your membership number.

Register as a member

Not a member?

You can register a login account to buy IET products or services and to
participate in our online communities.

Register as a non-member

If you are not an IET member and would prefer to log in using Google or
Facebook instead of a password, please use the buttons on the left.
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LIVERPOOL VICTORIA

Call us

Your latest saved quote

Please enter your email address and password to retrieve your quote...

Email address

Your password

I've forgotten my password

Retrieve my quote >
Need help? 0800 756 8020

Mon to Fri 8am - 8pm, Sat 9am - 5pm, Sun 10am - 4pm, Bank Holidays 9am - 5pm. We keep your details safe
For Text Phane firat dial 18001 Calle will he rernrded h
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Sign in with:

n Facebook G Google

Or sign in with email:
Email Address

Email Address

Password Forgot your password?

Password

Provide Feedback
Help and support




Latest

— End User Experiences

- Social media and custom OIDC support:
Federate with Facebook, Google, Apple,
or other OIDC providers

- SMS Phone Auth support: Protect my
account by opting into SMS MFA [NEW]
Admin self-service opt-infout of regions
for telecom +/

- User invitations improvements: Invite
and create users from the Entra portal v

- Custom-branded emails: Use a third-
party email provider to customize sender
and content of OTP and password reset '
emails

\/ = public preview

v/ /partially delivered

= available now

— Security Features

Add E2E premium security experiences to
apps: Self-service integration with
Cloudflare WAF, sign-in account take-over
protection (private preview) Face Check as
additional challenge option

Support for Azure Monitor workbooks
(preview). ~"

Customize URL domains: For branding and
self-service integration with 3P WAF
Expanded user insights for fraud risk: User
insights include user engagement and fraud Vv
Customize sign-in experiences: Customize
how you pre-fill and validate attributes
during sign-up or programmatically connect
to external systems or approval workflows
with sign-up extensions.

Track sign-in metrics: Receive detailed logs
for all sign-up activity, and optionally export
them to Monitorn”
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Migration

— Clean Migrate
— Passwordless (Email OTP)
—> Password capture via B2C

—> Password Reset

— Hybrid Tenant




Hybrid Tenants

— Start with B2C
—> Users live In B2C directory
— Add External ID authentication for new / upgraded applications

— User directory remains the same




Choosing Microsoft

Ecosystem
Entra ID, Conditional Access etc.

= Pricing
e Free tier and MAU pricing

Security & Compliance
High compliance standards: GDPR, ISO
27001, etc.
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Decentralised ID

— Standards-based
— Uses a trusted verification system
— Put the user in control

— Removes direct data exchange




The problem

— Proving who you are again and again...

— Lack of understanding of where information

lives...

— Organisations can’t verify you without lots

of work...




Verified Credentials

User

v Verifier
Issuer oz

= Verified IDs

iss: University
sub: Emma
Claims:
Subject: Maths
Year: 2024

+ digital sighature

Authenticator Addresses Verified IDs

sssssssss

Record
public key Look up
material public key

material
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A real-world example...

Card ‘n Card

storedin presented
wallet @ to garage
Roadside P FOADSIDE RESCUE Participating
Rescue AD
Garage
Member Garage
record checks

created validity
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In the digital world...

Signed Verifiable ID
Verifiable ID presented

Roadside stored in wallet o verifier
(ISSUER) (VERIFIER)
Public key Verifier looks
material stored up public

in ledger key material
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In the digital world...

Signed Verifiable ID
Verifiable ID e presented

Roadside stored in wallet o verifier
(ISSUER) (VERIFIER)
Public key Verifier looks
material stored up public

in ledger key material
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Employee onboarding

— After interview, an employer can make a hire,
but in this era of prolific homeworking, the
employer needs to ensure that the worker
who turns up on day 1 is the person they

hired.

— The employee can acquire a credential from

a trusted source, e.g. UK Government.

— This can then be presented on the employer
site to kick off the Entra ID account creation

process and complete onboarding.




2 Woo roveemployee,.azurewebsites.ne \_I:\.I\7 &a =
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VODGROVE ‘ Employee Onboarding Demo Our Mission Our Team Company Resources Alumni # E Ve['ified IDS e

Microsoft Events Verified ID

Microsoft Events Verified ID

Event Attendee

Kocho Events

Verified Employee

Welcome to the
Woodgrove team! =~

Verified Employee

We're excited to have you aboard!

Last Name: Kocho Events

This online process will help set you up for Bolt
success. Well walk you through: .

1. Accessing the employee portal
2. Getting your verified employee credential

3. Ordering your work equipment

dee2c credential
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Please enter your name and welll get started.

(3 bk

© 2023 Woodgrove - All Rights Reserved



Events / Tickets

— The event registration site issues a virtual

ticket

— Customer stores the ticket on their mobile
app (authenticator or preferably a branded

mobile app)

— Ticket checked at the door using a tablet or
laptop




Age verification

— Many UK websites need to take effective
steps to protect children online, as part of

the Online Safety Act

— Verified |ID can help by providing a trusted
credential with a date of birth attribute, e.q.

from the UK government.

— Any website can use the Verified |ID

framework to verify this credential.



https://www.ofcom.org.uk/news-centre/2024/how-the-online-safety-act-will-help-to-protect-children
https://www.ofcom.org.uk/news-centre/2024/how-the-online-safety-act-will-help-to-protect-children
https://www.ofcom.org.uk/news-centre/2024/how-the-online-safety-act-will-help-to-protect-children

Anonymous website entry

— lIssuer: Employer or Membership body

— Credential presented on (for example)
research site to give the user the ability to
browse research papers, but identity does

not need to be tracked..

— ..or the credential is required as a pre-
requisite for sign-up. Non
members/employees are not permitted to

create an account.




Helpdesk/Ticketing scenario

— A typical issue for helpdesk is to determine if
the person on the phone calling to get help is

really the person who they say they are.

— Users (e.g. employees or clients) can carry a

credential in their digital wallet

— Whlie on the call, users can verify their
credential against a verifier application, and

helpdesk agents will be notified of this action

\?

They can then proceed with the call

d

Reference:



https://learn.microsoft.com/en-us/entra/verified-id/helpdesk-with-verified-id
https://learn.microsoft.com/en-us/entra/verified-id/helpdesk-with-verified-id

v - Team Tiger HelpDesk - Team T X +

« C M 2% verifiedcredentialshelpdesk.azurewebsites.net aQ 1 & Incognito

- TEAM TICER

Welcome to Team Tiger Helpdesk portal

Step 1: Get your card at MyAccount
to prove your employment

To get support, you need to have your
iedEmployee card with a photo.

| already have my card




Ready to take the next step?

Book an External ID Discovery Call

1-hour pre-sales call with an experienced Kocho consultant.
— Get expert advice and recommendations tailored to your
requirements.
— Adopting EEID4C
— B2C - EEID4AC migration options

— Verified |ID and Face Check

hello@kocho.co.uk 0800 044 5009
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