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Neglecting security leads to several risks

Misconfiguration

Most security breaches are due to 
misconfiguration. Incorrect settings can 
expose data to unauthorised users, 
making it vulnerable to attacks.

Insider Threats

Inadequate security can make it easier 
for malicious insiders to access and 
misuse sensitive information, or for 
unintentional data sharing to take place.

Data Breaches

Unauthorised access can result in 
exposure, theft, or compromise of 
sensitive information. This can lead to 
financial loss and reputational damage.

Compliance Violations

Failure to implement proper security 
measures can lead to non-compliance 
with regulatory requirements, resulting 
in legal penalties and fines.

Phishing and Malware Attacks

Without robust security, M365 
environments are more susceptible to 
phishing and malware attacks, which can 
compromise user accounts and data.
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Data governance
Govern data seamlessly to 

empower your organization

Data Map
Data Catalog

Data Estate Insights

Data Security
Secure data across its lifecycle, 

wherever it lives

Risk & compliance posture
Manage critical risks and 
regulatory requirements

Data Loss Prevention
Insider Risk Management

Information Protection
Adaptive Protection

DSPM for AI

Compliance Manager
eDiscovery and Audit

Communication Compliance
Data Lifecycle Management

Records Management

Shared Platform Capabilities

Data Map, Data Classification, Data Labels, Audit, Data Connectors

On-prem and multi-cloud Unstructured & structured data Across IaaS and SaaS

Microsoft Purview
Comprehensive solutions to secure and govern your data
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Data 
Security

Identity 
Security

Your data security is only as strong 
as your identity security



Securing data
Purview features that help protect sensitive 

data inside and outside your organisation, and 

identifies risky data handling behaviour
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Identify and 
investigate 

suspicious activities 
by users within the 

environment and 
invoke dynamic 

restrictions on risky 
users.

Prevent sensitive 
data loss through 
unintentional and 

malicious exfiltration 
using flexible 

policies based on 
content and/or 

labels.

Raise awareness of 
document 

sensitivity and 
enable further 
controls and 

visibility within other 
M365 tools by 

adopting a data 
labelling policy.

Limit who can see 
the data inside 

sensitive sites by 
reviewing 

permissions and 
restricting 

discoverability.

Journey to Data Security Success

Restrict access
within SharePoint

Apply labels to 
unstructured 

content

Control 
inappropriate 

sharing

Monitor for
insider risks
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Step 1: Restrict access within SharePoint

Govern and control site access using

SharePoint Advanced Management

Use Restricted 
Access Control 

policies to restrict 
access to SharePoint 
sites and content to 

users in a specific 
group

Use Restricted 
Content 

Discoverability 
policies to stop site 

content being 
discoverable in 

organisation-wide 
search results

Run Data Access 
Governance reports 

to identify sites with 
overshared or 

sensitive content

Run Site Access 
Reviews to require 

site owner to 
determine if a site is 

overshared and 
requires remediation
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Step 2: Apply labels to unstructured content

Use Microsoft Purview Information Protection to 

understand and protect sensitive data

Built-in labeling and protection applied simply and 

quickly within the Office suite across platforms

Discover and classify data at scale using automation 

and machine-learning, in M365 and on-premise

Encrypted files remain protected wherever they 

reside or travel, accessible only by authorised users
On-premises

Cloud

Exce
l
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Protection via sensitivity labels

Access control

File is encrypted: only authorised 

users have access

Usage rights

File use is restricted on actions 

such as print, copy, save, and 

change label

File protection is portable – file is 

protected wherever it resides

Author

Internal 
user group

Partner 
domain

Named 
users

External 
user group

Home 
domain

Full rights

Co-owner

Reviewer Reviewer Viewer Viewer

Any other 
users
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Microsoft Purview Information Protection licence requirements

Manual labelling

Protection applied via label

Default labelling and data discovery for 

on-premise file repositories using MIP 

scanner 

Basic Office Message Encryption for 

protecting emails

M365 E3 features

Automated labelling based on classifier 

conditions, online and on-premises

Automatic labelling based on content 

for on-premise file repositories using 

MIP scanner 

Default library labelling in SharePoint

Advanced Office Message Encryption 

for protecting emails (branded 

templates, portal access enforcement)

Uplift features
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Step 3: Control inappropriate sharing

Use Microsoft Purview Data Loss Prevention to prevent 

accidental or unauthorized sharing of your sensitive data

Automatically enforce compliance withregulations and 

internal policies across cloud and on-premises

Take different actions based on the sensitive content 

detected within your email or file and/or other available 

properties or attributes

Extend DLP policy to both Microsoft and 

non-Microsoft endpoints, on premises file shares, user 

apps, browsers, and services

Cloud

Apps

Endpoint
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Microsoft 365
Cloud DLP – Service based

Endpoint
Endpoint – Platform based

Non-Microsoft apps
3rd party API based

On-premises
On-prem service

→ Unified & flexible policy management

→ Integrated with Microsoft Purview Information Protection

→ Unified alerting & remediation

→ Agentless and integrated within end user experiences

Data in use

Data in motion

Data at rest

Microsoft Purview Data Loss Prevention
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Microsoft Purview Data Loss Prevention licence requirements

Detect content sharing within 

Exchange, SharePoint and OneDrive

M365 E3 features

Communication DLP for near real-time 

protection of sensitive content in 

Teams Chat

Endpoint DLP for extension of 

protection to endpoint activities such 

as printing, copying to USB, and 

copying to cloud services

Adaptive Protection integration with 

Insider Risk Management to enforce 

DLP controls based on insider risk

Uplift features
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Step 4: Monitor for insider risks

Use Microsoft Purview Insider Risk Management to identify 

and act on insider risks

Identify hidden risks with 100+ built-in machine-learning 

models and indicators, requiring no endpoint agents

Maintain user privacy with strong privacy

controls and user pseudonymization

Expedite mitigation with enriched investigations and 

Adaptive Protection that enforces DLP controls 

dynamically
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Adaptive protection

Dynamic restrictions on users with elevated insider risk levels through 
integration of Insider Risk Management with Data Loss Prevention
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Microsoft Purview Insider Risk Management licence requirements

Not available at E3

M365 E3 features

Full access to Insider Risk Management 

features to detect and investigate risky 

user behaviours

Adaptive Protection integrations to 

enforce DLP controls based on insider 

risk, Conditional Access restrictions, 

and Data Lifecycle (retention) 

requirements based on calculated 

insider risk

Uplift features
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Working together

Sensitivity Labels 
highlight sensitive 
content activity

Risk analysis 
informs labelling 

decisions

Sensitivity Labels 
identify content 

being shared

Encryption utilises 
label rights 
templates

DLP policy match 
triggers IRM 

analysis

Adaptive Protection 
invokes dynamic 

prevention controls

Purview 
Information 
Protection

Purview
Data Loss 
Prevention

Purview
Insider Risk 

Management

Adaptive Protection 
defines level of

Insider Risk for use in
Entra ID Conditional Access

Adaptive Protection invokes 
retention of files being 

deleted by risky user through 
Data Lifecycle Management
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Journey to Data Security Success

→ Setup data 
assessments to 
identify overly 
permissive sites and 
initiate site reviews

→ Limit the 
discoverability of 
sensitive sites

→ Define and adopt 
label schema for 
your organisation

→ Use encryption 
options for the most 
sensitive content

→ Apply widely and 
swiftly with 
automation

→ Define scenarios and 
identify sensitive 
data risks

→ Use monitoring or 
simulation mode to 
assess impact

→ Refine to reduce 
false positives

→ Activate and adopt 
controls

→ Define scenarios and 
implement policies

→ Regularly triage 
alerts and 
investigate

→ Activate adaptive 
protection to enable 
dynamic restrictions

Restrict access
within SharePoint

Apply labels to 
unstructured 

content

Control 
inappropriate 

sharing

Monitor for
insider risks



Securing AI
Purview and M365 features to protect your 

sensitive data from exposure or leakage by AI 

services
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Top security and governance concerns about generative AI  

Data oversharing 
and data leaks

80%
of leaders cited leakage of 
sensitive data as their main 

concern1

Identification of 
risky AI use 

41%
of security leaders cited that 

the identification of risky users 
based on queries into AI was 

one of the top AI controls they 
want to implement2

AI governance and 
risk visibility

84%
of organisations want to 

feel more confident about 
managing and discovering 

data input into AI apps
and tools2

1. First Annual Generative AI study: Business Rewards vs. Security Risks, Q3 2023, ISMG, N=400
2. Microsoft data security index 2024 report (https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us)



“Ordinary” documents Sensitive documents Out-of-date documents

Microsoft 365 Copilot only 
surfaces organizational data 

to which individual users have 
at least view permissions
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Co-pilot data security with Purview

SharePoint 
permissions

Permit or disallow 
retrieval of data 
from files within 

sites, libraries, and 
folders

Sensitivity 
Labels with 
protection

Control retrieval 
based on 

permissions 
defined on the file 
itself, regardless 

of location

Data 
Lifecycle

Minimise retrieval 
of outdated 
information 

through automatic 
data deletion

Purview  features

MINIMUM SECURITY

FOUNDATIONAL SECURITY

Data Loss 
Prevention

Prevent internal 
sharing of 

sensitive data with 
M365

PREVIEW
Prevent Co-pilot 

retrieval of 
labelled content

PREVIEW

ADVANCED SECURITY

OPTIMISED SECURITY
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Monitor and govern AI usage

Third-party 
services

Copilot Use Data Security Posture Management for AI to track and 

secure AI interactions in Copilot and beyond

Identify and secure sensitive AI-related data, ensuring it is 

protected from unauthorised access and potential breaches

Assess vulnerabilities and potential security risks within AI 

workloads to proactively address and mitigate these risks

Provide visibility into AI interactions and data flows, enabling 

better oversight and management of AI-driven processes



Overview page 
showing summaries 
and links to more 
detailed information









Reports page showing 
metrics and trends for 
past 30 days across 
monitored AI services







Data assessments 
page showing analysis 
of oversharing within 
SharePoint sites



Default assessment runs 
weekly, showing the top 
100 SharePoint sites 
based on access



Default assessment runs 
weekly, showing the top 
100 SharePoint sites 
based on access



Policies page showing 
currently configured AI-
related policies across 
Purview solutions



Use Endpoint DLP to restrict sensitive data being pasted into 

generative AI services

Use Defender for Cloud Apps to monitor usage of existing and new 

services

Block access to unsanctioned AL services with Defender for Endpoint 

Top tips



Access Microsoft funding to kick-start your Purview adoption

See if your organisation qualifies for Microsoft funding.

Identify your compliance gaps with a risk management assessment and ‘dark 
data’ check.

Understand your compliance challenges and discover tools that can help you 
improve.

Immersive Microsoft demos for Information Protection and Data Loss Prevention.

Findings report with recommended next steps.

Speak to our team today.

Data Security 



Ensure continuous compliance

hello@kocho.co.uk 0800 044 5009

Purview Success Pathway

Meet your regulatory obligations with our bespoke service to assess and 

continuously improve your compliance posture. 

Discover:

How well you are meeting regulatory obligations.

The right systems and controls to ensure ongoing compliance.

How to adopt new regulations with minimum business disruption.
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