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Neglecting security leads to several risks

o

Data Breaches

Unauthorised access can result in
exposure, theft, or compromise of
sensitive information. This can lead to
financial loss and reputational damage.
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B

Misconfiguration

>
.
Phishing and Malware Attacks

Without robust security, M365
environments are more susceptible to
phishing and malware attacks, which can
compromise user accounts and data.

Compliance Violations

Most security breaches are due to Failure to implement proper security
misconfiguration. Incorrect settings can measures can lead to non-compliance
expose data to unauthorised users, with regulatory requirements, resulting
making it vulnerable to attacks. in legal penalties and fines.

Insider Threats

Inadequate security can make it easier
for malicious insiders to access and
misuse sensitive information, or for
unintentional data sharing to take place.

AN'0O'OHO0A

d31v3d9 3IN0d349



Microsoft Purview

Comprehensive solutions to secure and govern your data

Data governance Data Security Risk & compliance posture
Govern data seamlessly to Secure data across its lifecycle, Manage critical risks and
empower your organization wherever it lives requlatory requirements

Data Map Data Loss Prevention Compliance Manager
Data Catalog Insider Risk Management eDiscovery and Audit
. Information Protection Communication Compliance
Data Estate | ht . :
ata tstate insignts Adaptive Protection Data Lifecycle Management
DSPM for Al Records Management

E. .......................................................... Shared Platform Capablhtles ............................................................E

Data Map, Data Classification, Data Labels, Audit, Data Connectors

(On—prem and multi-cloud Q Unstructured & structured data ) Across laaS and SaaS
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Your data security is only as strong
as your identity security
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Securing data

Purview features that help protect sensitive
data inside and outside your organisation, and

identifies risky data handling behaviour



Journey to Data Security Success

Apply labels to

unstructured
content
Limit who can see Raise awareness of
the data inside document
sensitive sites by sensitivity and
reviewing enable further
permissions and controls and
restricting visibility within other
discoverability. M365 tools by

adopting a data
labelling policy.
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Control

inappropriate SUSIEEIT el
. insider risks
sharing
Prevent sensitive ldentify and
data loss through investigate
unintentional and suspicious activities
malicious exfiltration by users within the
using flexible environment and
policies based on invoke dynamic
content and/or restrictions on risky
labels. users.



Step 1: Restrict access within SharePoint

Govern and control site access using

SharePoint Advanced Management

Run Data Access
Governance reports
to identify sites with

overshared or
sensitive content

Use Restricted
Content
Discoverability
policies to stop site
content being

Use Restricted
Access Control
policies to restrict
access to SharePoint

Run Site Access sites and content to di ble i
Reviews to require users in a specific |sc.ovetra © I.g
site owner to group organisation-wide

determine if a site is search results

overshared and
requires remediation
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Step 2: Apply labels to unstructured content

On-premises

Use Microsoft Purview Information Protection to

understand and protect sensitive data

— Built-in labeling and protection applied simply and

quickly within the Office suite across platforms

— Discover and classify data at scale using automation

and machine-learning, in M&65b and on-premise

— Encrypted files remain protected wherever they

reside or travel, accessible only by authorised users
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Protection via sensitivity labels

— Access control
File is encrypted: only authorised

users have access

— Usage rights
File use is restricted on actions
such as print, copy, save, and

change label

— File protection is portable- fileis

protected wherever it resides

a o

Author T/
Full rights — O
O O |
e O > = Any other
1 ) users
Internal
user group
Co-owner
O~0 O | [a i
—O= S A i
Ill Ill lll lll
External Named Partner Home
user group users domain domain

Reviewer Reviewer Viewer Viewer

&
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Microsoft Purview Information Protection licence requirements

— Manual labelling
— Protection applied via label

— Default labelling and data discovery for
on-premise file repositories using MIP

scanner

— Basic Office Message Encryption for

protecting emails

Uplift features

— Automated labelling based on classifier

conditions, online and on-premises

— Automatic labelling based on content
for on-premise file repositories using

MIP scanner
— Default library labelling in SharePoint

— Advanced Office Message Encryption
for protecting emails (branded

templates, portal access enforcement)
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Step 3: Control inappropriate sharing

Use to prevent
% accidental or unauthorized sharing of your sensitive data

Endpoint —> Automatically enforce compliance withregulations and

internal policies across cloud and on-premises

Omr
2o
2o
o

101010
Cloud — Take different actions based on the sensitive content
detected within your email or file and/or other available
|:[RQ properties or attributes
Apps

— Extend DLP policy to both Microsoft and
non-Microsoft endpoints, on premises file shares, user

apps, browsers, and services
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Microsoft Purview Data Loss Prevention
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Microsoft 365 Endpoint Non-Microsoft apps On-premises
Cloud DLP - Service based Endpoint - Platform based Srd party APl based On-prem service

Bletie G wiEe - Unified & flexible policy management

- Integrated with Microsoft Purview Information Protection

Data in motion
— Unified alerting & remediation

Data at rest — Agentless and integrated within end user experiences



Microsoft Purview Data Loss Prevention licence requirements

— Detect content sharing within

Exchange, SharePoint and OneDrive

Uplift features

—> Communication DLP for near real-time
protection of sensitive content in

Teams Chat

— Endpoint DLP for extension of
protection to endpoint activities such
as printing, copying to USB, and

copying to cloud services

— Adaptive Protection integration with
Insider Risk Management to enforce

DLP controls based on insider risk
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Step 4: Monitor for insider risks

Use Microsoft Purview Insider Risk Management to identify

and act on insider risks

— ldentify hidden risks with 100+ builtin machine-learning

models and indicators, requiring no endpoint agents
- &

)

—> Maintain user privacy with strong privacy

controls and user pseudonymization

=
A

— Expedite mitigation with enriched investigations and
Adaptive Protection that enforces DLP controls

dynamically

© «
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& Insider risk management - Micre X | 4 — *
< O & https:/sip.protection.office.com/insiderriskmgmt?viewid =alerts&flight=enablem365compliancecenter,enableinsiderriskmgmt,enableinsiderriskservice&flight=EnableM365ComplianceCenter % 3= A ©

&3 Contoso Electronics Microsoft 365 compliance

fat Home

<2 Data dlassification
E—? Data connectors
A Alerts

b Reports

= Policies

@.5 Permissions

Solutions

E?. Catalog

(@ More resources

E R Type here to search

Insider risk management

Overview Alerts Cases Policies Users Notices

Alerts needing review

3 alerts need review
3 alerts need review with no open cases

. High . Medium Low

1 Export

~  Policy match alert

“  Anony85KF-34DF (1)

(] Alert: Confidentiality obligation during departure

“  Anony04J5-34PP (1)

Alert: Project Jupiter Confidentiality

' AnonyF3FD-34PK (1)
Alert: Anti-harrasment policy
~  AnonylS8-978 (1)

Alert: Confidentiality obligation during departure

Status

. Needs review

. Needs review

. Needs review

.Co’firmecl

Open alerts over time

15

10/09 10

M High M Medium

Severity

HEN High

.. Medium

HEN g

Alert: Confidentiality obligation during v X )
departure

Overview User activity User profile

History of recent user activity

09/16/2019
HR Event: Resignation Date Set
Resignation date set for: 09/27/2019

09/15/2019

File(s) printed

Risk Score: 65

10 file(s) were printed

4 file(s) have labels including: Top Secret

09/15/2019

File(s) copied to USE device

Risk Score: 92

113 file(s) were copied to USE device(s)
54 file(s) have labels including: Top Secret

09/15/2019

File(s) downloaded from SharePoint Online

Risk Score: 34

113 file(s) were downloaded from 1 SharePoint Online site(s)
54 file(s) have labels including: Top Secret

Mo case found

Mo case found

Case 884 (RO) Potential IP theft @ Need help?

Cm]



& Case 884: (RO) Potential IP theft

& - O 8 https://sip.protection.office.com/insiderriskmgmt/case/review/98c1eaf4-ebcd-4ef2-9dff-21c73fd5af23?casename=Case%20884:%20(R0O)%20Potential%201P%20theft&caseviewid = useractivity&flight=enablem36... 3% A= a ©

far Home

<2 Data classification
E—? Data connectors
A Alerts

b~ Reports

= Policies

@.5 Permissions

Solutions

E}‘. Catalog

(D More resources

oo 5
it ¢% Contoso Electronics

Microsoft 365 compliance

> Case > IP Theft case

Case overview Alerts User activity Content explorer

Social graph Case notes

Contributors

p;} Open investigation

£ Export 0472472019 - 10/24/2019 25 risky activities
HR Event:
Insider Risk Case Insider Risk Case Resignation Date
Closed Closed Set
100 H H .
: : @
. . 1 items selected
- '
66 ' @ 09292019
: . File(s) copied to USB device
. : . Risk Score: 92
| 2344 file(s) were copied to USE device(s)
33 . ) contain sensitive info including: Credit Cards
: ' 219 file(s) have labels including: Top Secret
: o . .
H 1 '
o ' ' ]
July August September October
] | I [ I | I i 1
| T T I I T I T T H I H
May June July August Seplember October

B Shared from SharePaint Online B Files) copied

B Offensive language detacted B Others

. 09/30/2019

HR Event: Resignation Date Set
Resignation date set for: 10/11/2019

W File(s) printed

Compound

B Email(s) sent externally

M Security tampering or harmful software

Send e-mail notice +~ Resolve case

Case details User details

About this case

Case name
IP Theft case

Case status
Active

Current risk level

91/100

Alerts confirmed
Alert: Confidentiality obligation
during departure

@ Need help? {3 Feedback

3 & B



Adaptive protection

Dynamic restrictions on users with elevated insider risk levels through
integration of Insider Risk Management with Data Loss Prevention

[ J
//.f @ Elod

Risk level threshold

/ Rigk level threshold

Time

Block &
overnde

Risk level

Policy tips

@O QG

Elevated
risk

Moderate
risk

Minor
risk

DLP
Policy 1

DLP
Policy 2

DLP
Policy 3

Block

Block with
override

Policy tips
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Microsoft Purview Insider Risk Management licence requirements

Not available at E5

Uplift features

— Full access to Insider Risk Management
features to detect and investigate risky

user behaviours

— Adaptive Protection integrations to
enforce DLP controls based on insider
risk, Conditional Access restrictions,
and Data Lifecycle (retention)
requirements based on calculated

insider risk
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Working together

Purview
Information
Protection
Encrgptioh utilises Sensitivity Labels
label rights highlight sensitive
templates content activity
Sensitivity Labels Risk analysis
identify content informs labelling
being shared decisions

Adaptive Protection
_> defines level of
Insider Risk for use in

Entra ID Conditional Access

DLP policy match
triggers IRM

Adaptive Protection
invokes dynamic
prevention controls

Adaptive Protection invokes
retention of files being
deleted by risky user through
Data Lifecycle Management

AN'00°'0HOOM

d31v3d9 3IN0d349



Journey to Data Security Success
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Apply labels to . Contro! Monitor for
unstructured inappropriate .. :
. insider risks
content sharing
— Setup data — Define and adopt — Define scenariosand  — Define scenarios and
assessments to label schema for identify sensitive implement policies
identify overly your organisation data risks
permissive sites and — Reqularly triage
initiate site reviews - Use encryption - Use monitoring or alerts and
options for the most simulation mode to investigate
— Limit the sensitive content assess impact
discoverability of — Activate adaptive
sensitive sites - Apply widely and — Refine to reduce protection to enable
swiftly with false positives dynamic restrictions

automation
— Activate and adopt
controls
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Purview and M&65 features to protect your
sensitive data from exposure or leakage by Al
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Top security and governance concerns about generative Al

Data oversharing
and data leaks

O%

of leaders cited leakage of
sensitive data as their main
concern’

L

J

|dentification of
risky Al use

of security leaders cited that
the identification of risky users
based on queries into Al was
one of the top Al controls they
want to implement?

1. First Annual Generative Al study: Business Rewards vs. Security Risks, Q3 2023, ISMG, N=400
2. Microsoft data security index 2024 report (https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us)

Al governance and
risk visibility

4oy

of organisations want to
feel more confident about
managing and discovering
data input into Al apps
and tools?
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Microsoft 365 Copilot only
surfaces organizational data
to which individual users have
at least view permissions

AN

“Ordinary” documents Sensitive documents

Qut-of-date documents



Co-pilot data security with Purview

, Purview features
SharePoint Sensitivity Data Loss Data
permissions Labels with Prevention Lifecycle
protection
Permit or disallow Prevent internal Minimise retrieval

retrieval of data ool retewal sharing of of outdated
from files within Seeed o sensitive data with information
sites, libraries, and oermissions M3S65 through automatic
folders - : data deletion
defined on the file
PREVIEW
itself, regardless - _
7 et ian Prevent Co-pilot

retrieval of
labelled content

FOUNDATIONAL SECURITY
ADVANCED SECURITY

OPTIMISED SECURITY
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Monitor and govern Al usage
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ﬁ Copilot Use Data Security Posture Management for Al to track and

secure Al interactions in Copilot and beyond

— ldentify and secure sensitive Al-related data, ensuring it is

protected from unauthorised access and potential breaches

— Assess vulnerabilities and potential security risks within Al
workloads to proactively address and mitigate these risks

, —> Provide visibility into Al interactions and data flows, enabling
< Third-party

©w iy  Services better oversight and management of Al-driven processes
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& 18

Zettings

L))
Communi...
Compliance

Data Loss
Prevention

at,
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D5PM for

Al

&

eDiscovery

& B8

Overview
Recommendations
Reports

Policies

Activity explorer

Data assessments

Preview

Data Security Posture Management for Al

Discover and secure all Al activity in Microsoft Copilot and other Al apps. Keep your data safe and stay on track with industry regulations. Learn more about DSPM for Al

Get started

@  Activate Microsoft Purview Audit
Get insights into user in ions with Mi ft Copilot experiences.

&  Install Microsoft Purview browser extension
&  Onboard devices to Microsoft Purview
Protect sensitive dafa from leaking to other Al apps.

Extend your insights for data discovery
Discover sensitive data in user interactions with other Al apps.

Recommendations

Data security

Fortify your data security

* Keep your sensitive data protected with Adaptive
Protection.
* Prevent data leakages in other Al apps.

View details

Reports

Detect risky user activity and get insightz info user interactions with other Al apps.

Required
Required
Required

Required

Data Security Investigations

Protect sensitive data
referenced in Copilot re!

In the last 30 days, 31 unprotected files were refe
responses, Start a data investigation or take steps
potential oversharing of sensitive data.

Activate Microsoft Purview Audit
@ Activated REQUIRED @ 7 minutes to complete

Microsoft Purview Audit is an integrated solution that help organizations effectively
respond to security events, forensic investigations, internal investigations, and
compliance obligations.

Search the audit log in the Microsoft Purview compliance center to monitor user
activity in your organization. You can also trace user activity across emails,
documents, sensitivity labels and much more.

Activating Microsoft Purview Audit is essential to get wvisibility into user interactions
with Microsoft Copilot.

Learn more about Microsoft Purview Audit

What happens next?
@ It can take up to 24 hours for activity to be detected.

Wl Your analytics repart will start getting populated with data observed in your
organization’s Copilot environment.
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Home
+ H Completed
B s@ DSPMforAl Recommendations [ compeea]
Solutions
i B ovenview Detect risky interactions in Al apps (preview)
o - . Not Started Dismissed Completed
. I EF Recommendations 3 0 7 You now have an active risky Al usage policy in Insider Risk Management. This policy
@3 helps calculate user risk by detecting potentially risky prompts and responses in
S ) Reports Microsoft Copilot experiences.
= Policies () Refresh
._} Here's what has been set up:
Co:;iuan:e el Ly e)(plorer v  Recommendation Type Action done by Action done on  —
Created
) Dataassessments  Preview |_|

N
Audit " Not Started (3) Detect risky interactions in Al apps
Insider risk management policy: DSPM for Al - Detect risky Al usage

ﬁ Fortify your data security Data security
Data Loss Help_rs calculat_e user risk by detecting risky prompts and responses in Microsoft
Freveien Protect sensitive data referenced in Copilot responses Data security Copilot experiences.
[
[ ] ] . .
DEEM far Discover and govern interactions with ChatGPT Enterprise Al (preview) Data discovery View policy
Al
cﬁ ~ Completed (7) What to expect
eDiscovery s Alerts will be generated in Insider Risk Management.
Control unethical behavior in Al Insight into communications
Guided assistance to Al regulations Al regulations Useful resources
Protect sensitive data referenced in Microsoft 365 Copilot (preview) Data security 0 ud11 Jan 25, 2025 1:55 PM Learn more about Risky Al Usage policy
Protect your data from potential oversharing risks O uz209 Jan 30,
Protect your data with sensitivity labels
Detect risky interactions in Al apps (preview) Insider risk management
Use Copilot to improve your data security posture (preview) Data security @ u3300 Jan 30, 2025 542 PM

Investigate alerts



>
[
5

Home
+ . .

B sw DSPMforAl Activity explorer
Solutions

0 B overview Review Al activity including Al interactions (prompts and response), activity with sensitive info types, and more.

BT E% Recommendations ]

Filters: = Timestamp: 11/6/2024-12/6/2024 Activity type: Any Al app category: Any App: Any App accessed in: Any User: Any User risk level: Any
@ [l) Reports -
SE Sensitive info type: Any Resources accessed: Any Sensitive files referenced: Any Scope: Any =" Resetall
= Policies

Qﬁ 25

eDiscovery Iﬁ Activity explorer

N
B Q) Data assessments  Preview 20

Data Loss
Prevention
15
|t
[ ] ]
DSPM for

Al 10

[ ]

L 71
Insider Risk 5
Managem...

6 e 3
O] 0

Inonmshon 11/13/2024 11/20/2024 11/21/2024 12/6/2024
Protection Chart time zone: UTC

M Alinteraction M Sensitive info types

4 Export 38 items
[:I Activity type User User risk level Timestamp (UTC) Al app category App App accessed in Sensitive info ty
D Al Interaction erica@P4AlDemo.onmicros.. WEE None Dec 6, 2024 7:06 PM Microsoft Copilot... Office
[]  Allnteraction erica@P4AlDemo.onmicros... MEE None Dec 6, 2024 7:06 PM Microsoft Copilot... ffice -
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i} ¥ Microsoft Purview x4+

& G & https //purview.microsoft.com/fabrikar

Microsoft Purview ' Preview

(1 Home & Overview
..: DSPM for Al Repor‘ts
B Overview

=% Racommeandations Microsoft Copilot experiences Enterprise Al apps Other Al apps

I m Reports
Activity
Data assessments  Preview
= Policies Total interactions over time (Microsoft Copilot) Total interactions over time (enterprise Al apps)
A Up20% in the last 30 days A Up14%in the last 30 days
G0 Activity explorer
5000 5000
4000 4000
3000
= 3000
= 2000
= 1000 2000
0 1000
10/01/2024 10/02/2024 10/03/2024 10/04/2024 10/05/2024 10/06/2024 0 10/01/2024 10/02/2024 10/03/2024 10/04/2024 10/05/2024 10/06/2024 10/07/2024
® Microsoft 365 @ Security Copilot @ Copilot Studio ® OpenAl ChatGPT Enterprise
View details View details
Total interactions over time (other Al apps) Total visits (other Al apps) (D)
A Up14% in the last 30 days A Up14% in the last 30 days
5000 5000
4000 4000
3000 3000
2000 2000

¥-axis title
¥-axis title

1000 10000



10/01/2024

@ Google Gemini

View details

Data

10/02/2024 10/03/2024

@ Open Al ChatGPT @ Copilot for Bing

Top unethical use in Al interactions

10/04/2024

10/05/2024 10/06/2024

Potentially unethical behavior detected in prompts and responses in Microsoft 365 Copilot.

® Targeted harassment

View details

B sk

(S g

® Threat @ Money laundering

View recommendation

Sensitive interactions by department

® Stock manipulation @ Unauthorized disclosure

Sensitive information types shared with all Al apps by department

fModern work, Life, and Gaming

I . sy | | mmmmmmmmm— 20054

Sales OPS and CLM

10/07,/2024 10/01/2024 10/02/2024

@ Browsing activity for other Al assistants

View details

Sensitive interactions per app

10/03/2024 10/04/2024 10/05/2024 10/06/2024 10/07,/2024

Sensitive information types shared with Copilot and other generative Al apps

B 22

—r

® Source code @ Sabotage

View details

Google Gemini

I S S S ——— 20054
OpenAl ChatGPT Enterprise

N I ——— 215

Copilot Studio

I —— 5752

Microsoft 365 Copilot

I I — 3541

Contoso chatbot

[ N e 1502

® Social security numbers @ Credit cards @ ABA routing numbers

Top sensitivity labels referenced in Microsoft 365 Copilot

Items with sensitivity labels shared with Copilot

T - 12151 ‘

Duvall Echo Falls 1010

I . g752

CELA Cloud + Al

I P ——— 354
CHIE COGS ENG 1010 Us
I . e 1502

® Source code

View details

® Sabotage

® Social security numbers

@ Credit cards

@® ABA routing numbers

&
l 70.2K
\-'

General

I 19151
MNews

I IIImEmmmmmmmmm————— 18342
Public

e 11151
External

I 3752
Others

I 2352
Mot labeled

R 0750

View details View recommendation



® Source code @ Sabotage @ Social security numbers @ Credit cards @ ABA routing numbers

View details

Top sensitivity labels restricted from Copilot processing

Items with sensitivity labels restricted from Copilot processing

Highly confidential

Confidential

Highly confidential
——— 12151

B 622«

Legal

————— grss
Others

S 4726

View details View recommendation

User

Insider risk severity

Number of people in your org using Al assistants, grouped by insider risk level

icrosoft Copilots
I N S

Enterprise Al apps
I N S

Other Al apps
I N S

® Highinsider risk @ Medium insider risk @ Low insider risk @ Mo risk

View details

. 19151

18548

7346 / 30495 users

7346 / 30495 users

7346 / 30495 users

R 0750

View details View recommendation

Insider risk severity per app

People in your org using Al assistants, grouped by insider risk level

Google Gemini

I N S
OpenAl ChatGPT Enterprise

I S
Copilot Studio
I e
Microsoft 365 Copilot

I . T
Contoso Chatbot

I S

® Highinsider risk @ Medium insider risk @ Low insider risk @ Mo risk

View details

20743 / 30495 users

20743 / 30495 users

20743 / 30495 users

20743 / 30495 users

20743 / 30495 users



S DSPM for Al Data risk assessments

B D

Solutions

B overview

S

Identify oversharing risks Custom assessment status

Default assessment

Agents =b i g a
B Recommendations Use data assessments to identify Assess oversharing of sensitive data for the top 100 SharePoint sites based on how many times the sites are
ED potential oversharing risks in accessed.
o @ Reports your organization. They also
provide fixes to limit access to Results
= s .
@ S Apps and agents FISIE sensitive data. Total items Sensitive data detected Links sharing data with anyone
Settings -
= Policies 43 1 1 1 7 0 No data available
ot
ol 6O Activity explorer Assess ar:ld prevent Last updated Next update Frequency
D-sp:r for oversharing 7 Jun 2025 14 Jun 2025 Weekly
I 5j Data risk assessments ® Identify

Review assessment results

for users accessing
sensitive items. You can

review the weekly results

from the default Custom assessments (preview)

assessment or create Custom assessments review specific data sources and users to identify potential oversharing of sensitive data. If the results are expired, you can duplicate the assessment to refresh the

custom assessments to results.

review specific data sources

and users. —+ Create custom assessment 0 items
@ Protect

Limit Microsoft Copilot and Custom assessment name Status Started on | Completed on Results expire in

agents access to sensitive
data and apply label and
retention policies to
SharePoint sites and data.

@ Monitor ~
Conduct SharePoint site pu— H

access reviews to
luate permissions and U

I acCess.

Create a data assessment

To identify potential oversharing risks in your organization, create a data assessment.



Microsoft Purview n

* R
B .... DSPM for Al Data risk assessments > Default assessment

Solutions

Default assessment

Assesses oversharing of sensitive data weekly for the top 100 SharePoint sites based on how many times the sites are accessed. The top 100 sites may change each week, if different sites are accessed more often.

B overview

SIS EF Recommendations
Dj @ Reports @ You can create custom assessments to scan specific data sources and users. Learn more about custom assessments Create a custom assessment
Learn
@ 2 Appsand agents  Preview
SR — - Assessment details Total items Sensitivity labels on data Items shared with
- Policies
..;v . Last updated Next updated Anyone
s, 00 Activity explorer 7 Jun 2025 14 Jun 2025 Labeled 0
I B | 81
A I &i I A e e People in your organization
Frequency Mot labeled — 42
Weekly I S 351

Specific people
N

@ no Sensitive Information Types Detected

People cutsid izati
@ Sensitive Information Types Detected 2 :) F yaurerganizatan

@ Scanned For Sensitive Info Types @ Data Not Scanned ]
@ SharsPoint

@ nNot Scanned

Data risk assessment results

Review results to identify potential oversharing risks in your organization and apply fixes, such as limiting access to sensitive data and evaluating access to SharePoint sites,

{ Export 37items Ng Filter [= Group

Times users accessed Unique users accessing

[l DatasourceID Source type Total items Total items accessed . L. Total sensitive items Total scan
items items

SharePoint 265 1 1 1 93 265

SharePoint 14 1 1 1 11 14

SharePoint




EXTN -

e
8 at, DSPM for Al Data risk ments Default assessment /sites/drawingfilesl o
.. o5
Solutions
B overview Defa u It assessme nt Overview Identify Protect Monitor
G—) . Assesses oversharing of sensitive data weekly for the top 100 SharePoint sites based on how many times the sites are accessed. The top 100 sites m
Agents = B ~dati .
5 Recommendations Data source details
. m Reports ' You can create custom assessments to scan specific data sources and users. Learn mo t Data source o URL
typ
o SharePoint https://mgmjdev.sharepoint.com/sites
. ! Apps and agents Previen fdrawingfiles/
== Policies Assessment details Total items Sensitivity labels on data
e — I Last updated Next updated Data coverage
Activity explorer 7 Jun 2025 14 Jun 2025 Labeled o
B a1 Total items in site
I &y Data risk assessments Frequency S 265
. ot labeled
Weekly 431 - | ) .
View site
Mo Sensitive Information Types | Labeled
0
Sensitive Information Types Dete
Mot labeled
Scanned For Sensitive Info Types Fata Mot Seanned I I 265
Mot Scanned " - . .
B Mo Sensitive Infarmation Types Detected [l Sensitive Information Types Detected

B Data Not Scanned

Data risk assessment results
Review results to identify potential oversharing risks in your organization and apply fixes, such as limiting access to sensitive data and evaluating ac

1 Export selected item

[] DatasourcelD Source type Total items Total items accessed :;
awingfiles/ SharePoint 265 1 1
ptest/ SharePoint 14 1 1
moretention/ SharePoint 12 1 1



Microsoft Purview £ Search

B D

.+. - .
$ DSPM for Al Policies
Sclutions
0 B Overview DSPM for Al policies use Microsoft Purview solutions to discover and safeguard Al activity across your organization. Learn more about policies
SEmE EF Recommendations
o {3 Refresh 3items | O Search {= Group ~
[ Reports
Learn
~  Name Status Solution Last Medified Last Modified By
@ 2 Apps and agents Preview

EZEAE I — ~ Data Loss Prevention (1)

- Policies

at
- 62 Activity explorer DSPM for Al: Detect sensitive info added to Al sites On Data Loss Prevention Feb 4, 2025 9:42 AM @  Mark Warnes
DSPM for
Al
&) Data risk assessments v

Insider Risk Management (2)
DSPM for Al - Detect risky Al usage On Insider Risk Management Mar 26, 2025 4:31 PM @  Mark Warnes

DSPM for Al - Detect when users visit Al sites On Insider Risk Management Mar 26, 2025 4:31 PM @ Mark Warnes




Top tips

— Use Endpoint DLP to restrict sensitive data being pasted into

generative Al services

— Use Defender for Cloud Apps to monitor usage of existing and new

services

— Block access to unsanctioned AL services with Defender for Endpoint




Data Security

See if your organisation qualifies for Microsoft funding.

— ldentify your compliance gaps with a risk management assessment and ‘dark
data’ check.

— Understand your compliance challenges and discover tools that can help you
improve.

—> Immersive Microsoft demos forlnformation Protection and Data Loss Prevention.
— Findings report with recommended next steps.

Speak to our team todauy.




Ensure continuous compliance

Meet your requlatory obligations with our bespoke service to assess and

continuously improve your compliance posture.

Discover:

— How well you are meeting requlatory obligations.

— The right systems and controls to ensure ongoing compliance.

— How to adopt new regulations with minimum business disruption

” hello@kocho.co.uk ” 0800 044 5009
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