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MALWARE ANALYSIS
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Ransomware continues to
experience global growth...

EMEA GG BT

Growth in EMEA in 2022!

AMERICAS
Growth in Americas in 2022" O/o
L6

APERCE

Growth in APAC in 2022'
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Business Impacts
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9%

Loss of
customers

18%

® Financial
losses

14%

® Brand
damage

17%

® Lost
productivity

15%

® Recovery
cost

Source: CISA-OCE Cost of a Cyber Incident: Systematic Review and Cross-Validation
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Baseline Security Practices Are Falling Short

Security Awareness Deploy Email/Web Scan for Known DNS
Training Security Gateways Vulnerabilities Security




\

—
==
—
T
—_—
———
J——
—

I
I

R
i

-_[\

T \\\\

““ \\\\\




Techniques

User Awareness and Training
Paich & Config Management
Data Backup & Recovery
Access Control

Phishing Defence

Network Segmentation
Incident Response Plan

Partner with trusted experts






Block Untrusted Binaries from
Encrypting Data

By controlling access to a set of
“trusted” executables that access
sensitive data on systems

Prevents any rogue malware
from encrypting sensitive
data

Encrypt First and...

Limit Privileged Access to
Sensitive Data

By preventing a set of
administrators to unlimited access
to sensitive data on systems

Prevents malware from using
privilege escalation to steadl
sensitive data

Monitor All Access to
Sensitive Data

To satisfy Data Privacy and
Regulatory Compliance
requirements using data access
audit logging

Prevents malware from
covertly erasing its tracks to
prevent detection
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Strengthen your multifaceted data defenses
against ransomware attacks
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Monitor
Detect Alert or Block Defend Manage
Exfiltration, . With anv existin Simplifying and
unauthorized Active processes Y o unified data security
i rather than ornew
encrypfion, or . ransomware
signatures
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I Fighting Ransomware - Using The Power of CipherTrusf

N

DISCOVER PROTECT CONTROL

Discover data wherever it Protect sensitive data with Conftrol access to the data and
resides and classify it encryption or tokenization cenfralize key management
and policies
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Thank you

Nikhil Srivastava

Pre-Sales Consultant

5 nikhil.srivastava@thalesgroup.com

cpl.thalesgroup.com
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