Uncovering your
securlity gaps

—> Mathew Richards

Head of Secure Digital Transformation
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BECOME GREATER



Challenges with typical assessments

Understanding

Interpreting

Demonstrating

Evolving

Flexible

Understanding your security gaps in an actionable way

Interpreting risk mitigation recommendations against impact

Demonstrating improvements and trajectory over time

Evolving with the cyber threats

Accommodate your compliance requirements
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Cyber threats have grown significantly
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Kocho's current SPA
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Ensure multifactor authentication is enabled for all users in all reles.

Ensure DLP policies are enabled for Microscft Teams.
Ensure multifactor authentication is enabled for all users in administrative roles.
Ensure SQL server's TDE protector is encrypted with Customer-managed key.

Ensure that ‘OS and Data’ disks are encrypted with CMK.

41%

COMPLIANCE OVERVIEW

SEE DETAILS

55%

Ensure that the latest OS Patches for all Virtual Machines are applied.
Ensure that ‘Unattached disks' are encrypted with CMK.

Ensure that VHD's are encrypted.

Use Just In Time privileged access to Office 365 roles.

Delete/block accounts not used in last 30 days.

Ensure expiration time for external sharing links is set.

Ensure mobile device management polices are set to require advanced security configurations to protect from basic internet

attacks. Compliant  Non-compliant but mitigated @ Non-compliant

Ensure mobile device management policies are required for email profiles.

Pro’s Con’s
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Effective for a pointin time assessment Not continuous

SEE DETAI

—  Drives improvements and provides actionable recommendations Difficult to report against over time
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—  Uses industry standard security recommendations (CIS/NIST) along

Not flexible
with Kocho insights
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Can’t accommodate automated remediation activities

Complemented with experienced security experts



What's next for our SPA
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Multi module-based
posture assessment:

Security, Compliance,
ldentity...

Automation built in for

remediation actions.

Near real time
visibility and delivered
as a service.

Including expert
consultancy.

Accommodates a
hybrid infrastructure.

Infinitely flexible to
accommodate
specific requirements

(non-Microsoft
technologies).

Infused with Al
capability to reason
over data.

Historical reporting
and trend analysis.
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Show of hands....

Who is using some
form of Gen Al in
their day-to-day
work?

Who isn’t confident
about your data
security controls in
place for Gen Al?

Who isn’t confident
or convinced about
Microsoft’s
capability to
protect your data?
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